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U.S. Department of Homeland Security 

Washington, DC 20528 



Homeland 
Security 



January 24, 201 1 

Mr. Edward Hasbrouck 
The Identity Project 
1736 Franklin Street, 9 th Floor 
Oakland, C A 94612 

Re: DHS/OS/PRIV 10-1019 

Dear Mr. Hasbrouck: 

This our final response to your Freedom of Information Act (FOIA) request to the Department of 
Homeland Security (DHS), dated August 17, 2010 and your request for a fee waiver. Your 
request was received in this office on August 23, 2010. You are requesting access to and copies 
of any and all documents and records created by DHS or other agencies or departments in the 
course of processing, investigating, or action on your complaint of FOIA and Privacy Act 
violations, including, but not limited to: 

1. DHS Privacy Office; 

2. DHS Office of the Inspector General; 

3 Offices who receive e-mail addressed to DHSOIGHOTLINE@dhs.go v, foia.tsa@dhs. g ov , 
foia@dhs.gov , privacv@dhs.gov, TELLTSA@dhs.gov , TSA-ContactCenter@dhs.gov, or who 
receive communications from or are responsible for liaison with or supervision of contractors 

who receive such mail; 

4. Any other office or agency which was consulted or contacted by those offices, or by other 
DHS Offices in the course of processing, investigating, or action of your complaint; and 

5. Any other office, agency, or department identifiable as having or likely to have responsive 
records. 

A search of the Privacy Office for records responsive to your request produced a total of 218 
pages Upon careful review, I have determined that 202 pages are partially releasable and 16 
pages'are withheld in their entirety pursuant to Title 5 U.S.C. § 552 (b)(5) and (b)(6) FOIA 
Exemptions 5, and 6. The documents are enclosed with certain information withheld as 
described below: 



FOIA Exemption 5 protects from disclosure those inter- or intra-agency documents that are 
normally privileged in the civil discovery context. The three most frequently invoked privileges 
are the deliberative process privilege, the attorney work-product privilege, and the attorney-client 
privilege. After carefully reviewing the responsive documents, I determined that portions of the 
responsive documents qualify for protection under the deliberative process privilege. The 
deliberative process privilege protects the integrity of the deliberative or decision-making 
processes within the agency by exempting from mandatory disclosure opinions, conclusions, and 
recommendations included within inter-agency or intra-agency memoranda or letters. The 
release of this internal information would discourage the expression of candid opinions and 
inhibit the free and frank exchange of information among agency personnel. 

FOIA Exemption 6 exempts from disclosure personnel or medical files and similar files the 
release of which would cause a clearly unwarranted invasion of personal privacy. This requires a 
balancing of the public's right to disclosure against the individual's right privacy. The privacy 
interests of the individuals in the records you have requested outweigh any minimal public 
interest in disclosure of the information. Any private interest you may have in that information 
does not factor into the aforementioned balancing test. 

Pursuant to 5 U.S.C. § 552, DHS need not make available under the FOIA records that are 
publicly available. Additional records responsive to your request can be accessed online at the 
following locations: http://www.dhs.gov/xfoia/Copv of editorial 03 1 8.shtm , 
http://www.dhs.gov/xlibrarv/assets/privacy/privacv rpt annual 2010.pdf ; Internet, accessed 

December 28, 2010. 

In addition, 19 pages of records were located that originated within the National Archives and 
Records Administration. Therefore, I am transferring your request, along with those responsive 
documents, to the FOIA Officer for the National Archives and Records Administration, Gary 
Stern, 8601 Adelphia Road, Room 3110, College Park, MD 20740, for processing and direct 
response to you. You may contact the National Archives and Records Administration at 301- 
837-FOIA (3642). 

Our August 26, 2010, acknowledgement of your request advised you that your request was 
referred to the U.S. Department of Homeland Security, Office of the Inspector General and the 
Transportation Security Administration for processing and direct response to you. 

You have a right to appeal our withholding determination. Should you wish to do so, you must 
send your appeal and a copy of this letter, within 60 days of the date of this letter, to: Associate 
General Counsel (General Law), U.S. Department of Homeland Security, Washington, D.C. 
20528, following the procedures outlined in the DHS regulations at 6 C.F.R. § 5.9. Your 
envelope and letter should be marked "FOIA Appeal." Copies of the FOIA and DHS regulations 
are available at www.dhs.gov/foia . 



www.dhs.gov 



The Office of Government Information Services (OGIS) also mediates disputes between FOIA 
requesters and Federal agencies as a non-exclusive alternative to litigation. If you are requesting 
access to your own records found in a system of records covered by the Privacy Act, please be 
advised that OGIS does not have the authority to handle requests made under the Privacy Act of 
1974. If you wish to contact OGIS, you may email them at ogis@nara.gov or call 1-877-684- 
6448. 

As it pertains to your request for a fee waiver, in this instance, because the cost is below the $14 
minimum, there is no charge associated with this response. As such, your request for a fee 
waiver is moot. 

If you need to contact our office again about this matter, please refer to DHS/OS/PRIV 10-1019. 
You may contact this office at 1-866-431-0486 or 703-235-0790. 

Sincfrply, 




Burroughs 
Acting/ Associate Director 
Disclosure & FOIA Operations 



Enclosures: As stated, 202 pages 



www.dhs.gov 



Holzerland, William 

From: 
Sent: 
To: 
Subject: 



FOIA 

Monday, November 02, 2009 2:18 PM 

Holzerland, William 

FW; violations of FOIA by TSA 



BiJI-FYL See below. 



Regards, 



(b(6) 



FOIA Specialist 

McNeil Techoiogies, Inc. 

Supporting the Privacy Office 

U. S> Department of Homeland Security 



F: 703-235-0443 

ST? 



Original Message- 
From: Edward Hasbrouck [mailto;edward@hasbrouck,org] 
Sent: Monday, November 02, 2009 1:41 PM 
To: DHSOiGHOTLINE 

Cc: FOIA; FOIA; Privacy; TellTSA; TSA-ContactCenter; ogis@nara.gov i 

Subject: violations of FOIA by TSA j 

i 
The address of the TSA FOIA office (and, I suspect, the TSA Privacy Act office), and the address for postal submisison of] 
FOiA requests to the TSA, have changed without public notice. i 

i 

The TSA is not currently accepting delivery of FOIA (or, I suspect), Privacy Act) requests sent to their officially designated! 
address. j 

i 

To my knowledge, this has been the situation at least since October 16, 2009, more than two full weeks ago, and it , 

continues today. * 

j 
Because the TSA is not accepting delivery of these requests, it is impossible for requesters to obtain confirmation of ; 
receipt of their requests. Without evidence of the date of receipt, it is impossible for requesters to appeal constructive j 
denial of their requests, or to litigate constructive denial of requests for expedited processing, i 

TSA and DHS are required by FOIA and the Privacy Act to publicly designate, through notices in the Federal Register, '* 
addresses at which FOIA and Privacy Act requests are accepted. Failure to designate such addresses or to accept ! 

delivery at those addresses, or instructing the Postal Service not to deliver requests sent to those addresses, are i 

violations of FOIA and/or the Privacy Act on the part of the responsible DHS and/or TSA officials. | 

i 

The most recent DHS FOIA regulations, as published in the Federal Register (60 FR 4056-4069, January 27, 2003) and [ 
codified at 6 CFR Part 5, list the TSA FOIA address as: j 

f 
Transportation Security Administration i 

400 Seventh Street, SW. ] 

Washington, DC 20590 j 

i 
i 

1 have been told by phone, on a rare occasion when the TSA FOIA or Pirvacy Act office answered their phone, that that i 

address is obsolete. 



The DHS.gov and TSA.gov Web sites list a different address: 

Transportation Security Administration 
Freedom of Information Act Office, TSA-20 

___ _ __ _ L 



601 S. 12th Street 
11th Floor, East Tower 
Arlington, VA 22202-4220 

However, I believe that neither of these addresses is correct. The U.S. 

Postal Service has told me that they were unable to deliver my FOIA request sent by Express Mail to the Arlington 

address above. 

According to the USPS, my Express Mai! ietter arrived in the Arlington Post Office on October 16, 2009. According to the 
USPS, the TSA zip code has changed to 20598, and the TSA has instructed the USPS not to deliver mail sent to that 
address and zip code 22202. Because the TSA has instructed the USPS not to attempt delivery of such mail, the USPS 
was unable to provide proof of delivery, proof of non-delivery, or proof of refusal to accept delivery, and my letter was not 
returned to me. 

Although this happened to my letter on October 16th t more than two full weeks ago, no new TSA or DHS FOIA notice, no 
new TSA Privacy Act SORN for any system of records, and no update to the TSA or DHS FOIA regulations in 
6 CFR Part 5 has yet been published in the Federal Register, 

I presume that TSA was aware that their address was to be changed, and that it had been changed, and could have 
published notices of changes in advance on their Web sites and in the Federal Register, Standard operating procedures 
for compliance with FOIA and the Privacy Act should have provided for the issuance and publication in the Federal 
Register of a new FOIA notice, updates to the FOfA regulations in 6 CFR Part 5, and new SORNs, *prior* to the effective 
date of the change of address, and special care in instructing the USPS and TSA mailroom staff to ensure that requests 
continued to be delivered without interruption. 

Since that was not done, and until it can be done, the USPS and other carriers should have been directed to continue 
delivery of requests sent to the officially designated addresses. The DHS and TSA have an affirmative legal duty under 
FOIA and the Privacy Act to promulgate valid addresses and ensure that they accept delivery of requests sent to those 
addresses. To direct that requests be sent to an address that, by TSA directive to the Postal Service, has been rendered 
a "black hole", constitutes de facto summary, secret denial of all such requests. 

My FOIA request - sent by e-mail and Express Mai! on October 15, 2009 - included a request for expedited processing. 
Under FOIA, the TSA was required to make a a decision on that request for expedited processing within 10 days, that is, 
by October 25, 2009, Although I was eventually told by telephone that my request was received by the TSA FOIA office, 
and I have been promised postal and e-mail confirmation of receipt by the TSA FOIA office, i have yet to receive any 
written or electronic confirmation. 

Under FOIA, I vyas entitled to commence litigation to challenge the constructive denial of my request for expedited 
processing 10 days after the receipt of my request But since the TSA's refusal to accept delivery has made it impossible 
for me to prove when my request was received, it effectively bars the courthouse door, and prevents me from seeking 
judicial review of their constructive denial, or administrative review (if they had actually responded), until they provide 
confirmation of when they received my request. 

This is an extremely grave due process violation. Until corrected through proper new federal register notices and 
instructions to the USPS and other delivery services, it categorically precludes FOIA and perhaps also Privacy Act 
requests and appeals or litigation of constructive denials. 

Instead of having been able to commence litigation October 25th (if they confirmed receipt of my e-mail on October 1 5th) 
or October 26th (if they signed for my Express Mai] letter on October 16th), I am still waiting for written confirmation of 
receipt of my request. 

I believe that these actions clearly constitute mismanagement by the DHS and TSA, and violations of FOIA and probably 
also the Privacy Act. 

I request that the Office of the Inspector General investigate this complaint and bring appropriate enforcement action for j 
sanctions against the responsible DHS and/or TSA officials, I 

Even if these violations were to be corrected by new notices in the Federal Register tomorrow, the damage of several 
weeks during which the TSA refused to accept properly addressed FOfA requests has been done, and f request that you 
proceed with your investigation of this complaint 



Most requesters, of course, will not even know that their request was not delivered, and may never know why they never 
receive a response. As part of your investigation, I request that you attempt to determine how many other such requests 
may not have been delivered. And I urge that the ISA and DHS be required, as part of their mitigation of thefr violations 
of the law, to publish prominent notices - through their usual press release distribution channels and on the DHS and 
TSA home pages and FOiA and Privacy Act Web pages -- that requests may not have been delivered, and advising past 
requesters of the need to re-send their requests. 

My request for expedited processing was made as a journalist, and f have reported publicly on this incident at: 

hftp://www.paperspfease.org/wp/2009/10/27/tsa-sends-our-foia'request'into- 
a-black-hole/ 

Pfease reply to confirm your receipt of this report and complaint, and any tracking or reference number assigned to this 
complaint and/or to your investigation. Please advise me of the outcome of this complaint and provide me with a copy of 
any report produced by your office in response to this compliant and your investigation. Please feel free to contact me if 
you need any additional information from me, or if I can be of any assistance to you in investigating and prosecuting this 
complaint. 

I am also copying this complaint to the TSA and DHS privacy offices, with a request that it be togged in TSA and DHS 
complaint statistics, investigated, and acted on as a complaint of violation of FOIA and potentially the Privacy Act by TSA 
and DHS officials. 

Sincerely, 

Edward Hasbrouck 
11 30 Treat Ave. 
San Francisco, CA 941 10 
telephone 415-824-0214 



Edward Hasbrouck 
<edward@hasbrouck.org> 
<http://hasbrouck.org> 
+1-415-824-0214 



Holzerland, William 



From; Holzerland, William 

Sent: Monday, November 02, 2009 2:24 PM 

To: FOIA; Bird, Rose M; Papoi, Catherine 

Subject: RE: violations of FOiA by TSA 

Importance: High 

Emiiy r thank you for sending. 

Rose, I am forwarding to you as well, since the writer of this message characterizes it as a privacy complaint and wishes 
to ensure it is reported in our statistics on such things. 

C, t will fill you in on this as soon as you have time. 

Regards, 

Bill 

Original Message 

From: FOiA 

Sent; Monday, November 02 r 2009 2:18 PM 

To: Holzerland, William 

Subject: FW: violations of FOIA by TSA 

Brll-FYI. See below. 

Regards, 



be; 



FOIA Specialist 

McNeil Techologies, Inc. 

Supporting the Privacy Office 

U. S. Department of Homeland Security 

F: 703-235-0443 



—Original Message — 
From: Edward Hasbrouck [mailto:edward@hasbrouck.org] 
Sent: Monday, November 02, 2009 1:41 PM 
To: DHSOIGHOTLINE 

Cc: FOIA; FOIA; Privacy; TellTSA; TSA-ContactCenter; ogis@nara.gov 
Subject: violations of FOIA by TSA 

The address of the TSA FOIA office (and, I suspect, the TSA Privacy Act office), and the address for postal submisison of 
FOIA requests to the TSA, have changed without public notice. 

The TSA is not currently accepting delivery of FOSA (or, I suspect), Privacy Act) requests sent to their officially designated 
address. 

To my knowledge, this has been the situation at [east since October 16, 2009, more than two full weeks ago, and it 
continues today. 

Because the TSA is not accepting delivery of these requests, it is impossible for requesters to obtain confirmation of 
receipt of their requests. Without evidence of the date of receipt, it is impossible for requesters to appeal constructive 
denial of their requests, or to litigate constructive denial of requests for expedited processing. 



TSA and DHS are required by FOIA and the Privacy Act to publicly designate, through notices in the Federal Register, 
addresses at which FOIA and Privacy Act requests are accepted. Failure to designate such addresses or to accept 
delivery at those addresses, or instructing the Postal Service not to deliver requests sent to those addresses, are 
violations of FOIA and/or the Privacy Act on the part of the responsible DHS and/or TSA officials, 

The most recent DHS FOIA regulations, as published in the Federal Register (60 FR 4056-4069, January 27, 2003) and 
codified at 6 CFR Part 5, list the TSA FOIA address as: 

Transportation Security Administration 
400 Seventh Street, SW. 
Washington, DC 20590 

I have been told by phone, on a rare occasion when the TSA FOIA or Pirvacy Act office answered their phone, that that 
address is obsolete. 

The DHS.gov and TSA.gov Web sites list a different address: 

Transportation Security Administration 
Freedom of Information Act Office, TSA-20 
601 S. 12th Street 
1 1th Floor, East Tower 
Arlington, VA 22202-4220 

However, ! believe that neither of these addresses is correct. The U.S. 

Postal Sen/ice has told me that they were unable to deliver my FOIA request sent by Express Mail to the Arlington 

address above. 

According to the USPS, my Express Mail letter arrived in the Arlington Post Office on October 16, 2009. According to the 
USPS, the TSA Hip code has changed to 20598, and the TSA has instructed the USPS not to deliver mail sent to that 
address and zip code 22202. Because the TSA has instructed the USPS not to attempt delivery of such mail, the USPS 
was unable to provide proof of delivery, proof of non-delivery, or proof of refusal to accept delivery, and my letter was not 
returned to me. 

Although this happened to my letter on October 16th, more than two full weeks ago, no new TSA or DHS FOIA notice, no 
new TSA Privacy Act SORN for any system of records, and no update to the TSA or DHS FOIA regulations in 
6 CFR Part 5 has yet been published in the Federal Register, 

I presume that TSA was aware that their address was to be changed, and that it had been changed, and could have 
published notices of changes in advance on their Web sites and in the Federal Register, Standard operating procedures 
for compliance with FOIA and the Privacy Act should have provided for the issuance and publication in the Federal 
Register of a new FOIA notice, updates to the FOIA regulations in 6 CFR Part 5, and new SORNs, *prior* to the effective 
date of the change of address, and special care \n instructing the USPS and TSA mailroom staff to ensure that requests 
continued to be delivered without interruption. 

Since that was not done, and until it can be done, the USPS and other carriers should have been directed to continue 
delivery of requests sent to the officially designated addresses. The DHS and TSA have an affirmative legal duty under 
FOIA and the Privacy Act to promulgate valid addresses and ensure that they accept delivery of requests sent to those 
addresses. To direct that requests be sent to an address that, by TSA directive to the Postal Service, has been rendered 
a "black hole", constitutes de facto summary, secret denial of all such requests. 

My FOIA request - sent by e-mail and Express Mail on October 15, 2009 - included a request for expedited processing. 
Under FOIA, the TSA was required to make a a decision on that request for expedited processing within 10 days, that is, 
by October 25, 2009, Although I was eventually told by telephone that my request was received by the TSA FOIA office, 
and I have been promised postal and e-mail confirmation of receipt by the TSA FOIA office, 1 have yet to receive any 
written or electronic confirmation. 

Under FOIA, 1 was entitled to commence litigation to challenge the constructive denial of my request for expedited 
processing 10 days after the receipt of my request. But since the TSA's refusal to accept delivery has made it impossible 
for me to prove when my request was received, it effectively bars the courthouse door, and prevents me from seeking 
judicial review of their constructive denial, or administrative review (if they had actually responded), until they provide 
confirmation of when they received my request 



This is an extremely grave due process violation. Until corrected through proper new federal register notices and 
instructions to the USPS and other delivery services, it categorically precludes FOIA and perhaps also Privacy Act 
requests and appeals or litigation of constructive denials. 

Instead of having been able to commence litigation October 25th (if they confirmed receipt of my e-mail on October 15th) 
or October 26th (if they signed for my Express Mail letter on October 16th), I am still waiting for written confirmation of 
receipt of my request 

I believe that these actions clearly constitute mismanagement by the DHS and TSA, and violations of FOIA and probably 
also the Privacy Act. 

I request that the Office of the Inspector General investigate this complaint and bring appropriate enforcement action for 
sanctions against the responsible DHS and/or TSA officials. 

Even if these violations were to be corrected by new notices in the Federal Register tomorrow, the damage of several 
weeks during which the TSA refused to accept properly addressed FOIA requests has been done, and I request that you 
proceed with your investigation of this complaint. 

Most requesters, of course, will not even know that their request was not delivered, and may never know why they never 
receive a response. As part of your investigation, I request that you attempt to determine how many other such requests 
may not have been delivered. And I urge that the TSA and DHS be required, as part of their mitigation of their violations 
of the taw, to publish prominent notices - through their usual press release distribution channels and on the DHS and 
TSA home pages and FOIA and Privacy Act Web pages - that requests may not have been delivered, and advising past 
requesters of the need to re-send their requests. 

My request for expedited processing was made as a journalist, and I have reported publicly on this incident at: 

http://www.papersplease.org/wp/2009/10/27/tsa-sends-our-foia-request-into- 
a-black-hole/ 

Please reply to confirm your receipt of this report and complaint, and any tracking or reference number assigned to this 
complaint and/or to your investigation. Please advise me of the outcome of this complaint and provide me with a copy of 
any report produced by your office in response to this compliant and your investigation. Please feel free to contact me if 
you need any additional information from me, or if I can be of any assistance to you in investigating and prosecuting this 
complaint. 

I am also copying this complaint to the TSA and DHS privacy offices, with a request that it be logged in TSA and DHS 
complaint statistics, investigated, and acted on as a complaint of violation of FOIA and potentially the Privacy Act by TSA 
and DHS officials. 

Sincerely, 

Edward Hasbrouck 
1 1 30 Treat Ave. 
San Francisco, CA 94110 
telephone 415-824-0214 



Edward Hasbrouck 
<edward@hasbrouck.org> 
<http://hasbrouck.org> 
+1^15-824-0214 



Holzerland, William 



From: 

Sent: 

To: 

Cc: 

Subject: 

Attachments: 

Importance: 



Holzerland r William 

Monday, November 02, 2009 2:38 PM 

Web Publishing 

Papoi, Catherine 

FOtA contact page update 

FOIA.ContactPage.03iaUpdate.1t02.09.doc 

High 



Hi all, 

I found out this afternoon TSA apparently received a new ZIP code assignment from the USPS around two weeks ago, 
according to correspondence received from a FOIA requester. This gentleman was very upset when his mail was refused 
from their ofd ZIP code and kindly brought this issue to our attention today. As such, we need to update one thing on the 
FOIA contacts page, which is TSA's ZIP code. The rest of their mailing address remains unchanged. 
Regards, 
Bill 



William H. Holzerland, CIPP/G 

U.S. Department of Homeland Security 

Associate Director, 

Disclosure Policy & FOIA Program Development 



Holzerland, William 



From: Web Publishing 

Sent: Monday, November 02, 2009 2:52 PM 

To: Holzerland, William; Web Publishing 

Cc: Papoi, Catherine 

Subject: RE: FOIA contact page update 



Corrected! Can't have requests refused because of bad ZIP codes: 
hUn:j/ww w. d hs. g o v/xfpia_/CQpy_ _of _edjtori al_0_3 1 8._s h tm 



Katherine Spivey 

Web Editor 

Department of Homeland Security 




202-282-9607 
http://vyviw.dhs.qov 

From: Holzerland, William 

Sent: Monday, November 02, 2009 2:38 PM 

To: Web Publishing 

Cc: Papoi, Catherine 

Subject: FOIA contact page update 

Importance: High 

Hi all, 

I found out this afternoon TSA apparently received a new ZIP code assignment from the USPS around two weeks ago, 
according to correspondence received from a FOIA requester. This gentleman was very upset when his mail was refused 
from their ofd ZIP code and kindly brought this issue to our attention today. As such, we need to update one thing on the 
FOIA contacts page, which is TSA's ZIP code. The rest of their mailing address remains unchanged. 
Regards, 

Bin 

William H. Holzerland, CIPP/G 

U.S. Department of Homeland Security 

Associate Director, 

Disclosure Policy & FOIA Program Development 



Bird, Rose M 

From: 

Sent; 

To: 

Cc: 

Subject; 

Importance: 




Bird, Rose M 

lay, tto vqmber 02, 2009 3:33 PM 
<CTR> 



(b)(6) 



f-W; violations or FOIA by TSA 
High 



Haven't read yet but wanted to ensure you see. 



Rose Bird 

Director, P rivacy In c id I en t s and Inquiries Privacy Office U.S. Department of Homeland Security 
Telephone: (l^^ E^^^B ) 
Fax: ( 793) 235-0442^ 
Email; iMl&fflSllSStf^ 



Original Message 

From: Holzerland, William 
Sent: Monday, November 02, 2069 2:24 PM 
To; FOIA; 8ird, Rose M; Papoi, Catherine 
Subject; RE; violations of FOIA by TSA 
Importance: High 

Emily, thank you for sending. 

Rose., I am forwarding to you as well, since the writer of this message characterizes it as a 
privacy complaint and wishes to ensure it is reported in our statistics on such things. 

Cj I will fill you in on this as soon as you have time. 

Regards, 

Bill 



Original Message 

From: FOIA 

Sent: Monday, November 02, 2009 2:18 PM 

To; Holzerlandj William 

Subject; FW: violations of FOIA by TSA 

Bill - FYI. See below. 



Regards^ 



(b(6) 



FOIA Specialist 

McNeil Techologies, Inc. 

Supporting the Privacy Office 

U.S. De partment of Homeland Security 

P: 






F: 703-235-0443 



Original Message 

From: Edward Hasbrouck [mailto:edward@hasbrouck.org] 



Sent: Monday., November 02, 2609 1:41 PM 

To: DHSOIGHOTLINE 

Cc: FOIA; FOIA; Privacy; TellTSA; TSA-ContactCenterj ogis@nara.gov 

Subject; violations of FOIA by TSA 

The address of the TSA FOIA office (and, I suspect, the TSA Privacy Act office) , and the 
address for postal submisison of FOIA requests to the TSA, have changed without public 
notice. 

The TSA is not currently accepting delivery of FOIA (or, I suspect). Privacy Act) requests 
sent to their officially designated address. 

To my knowledge, this has been the situation at least since October 16, 2009, more than two 
full weeks ago, and it continues today. 

Because the TSA is not accepting delivery of these requests, it is impossible for requesters 
to obtain confirmation of receipt of their requests. Without evidence of the date of 
receipt, it is impossible for requesters to appeal constructive denial of their requests, or 
to litigate constructive denial of requests for expedited processing, 

TSA and DHS are required by FOIA and the Privacy Act to publicly designate, through notices 
in the Federal Register, addresses at which FOIA and Privacy Act requests are accepted. 
Failure to designate such addresses or to accept delivery at those addresses, or instructing 
the Postal 5ervice not to deliver requests sent to those addresses, are violations of FOIA 
and/or the Privacy Act on the part of the responsible DHS and/or TSA officials. 

The most recent DHS FOIA regulations, as published in the Federal Register (60 FR 4056-4069, 
[January 27, 2003) and codified at 6 CFR Part 5, list the TSA FOIA address as: 

Transportation Security Administration 
400 Seventh Street, SW. 
Washington, DC 20590 

I have been told by phone, on a rare occasion when the TSA FOIA or Pirvacy Act office 
answered their phone, that that address is obsolete. 

The DHS.gov and TSA.gov Web sites list a different address: 

Transportation Security Administration 
Freedom of Information Act Office, TSA-20 
601 S. 12th Street 
11th Floor, East Tower 
Arlington, VA 22202-4220 

However, I believe that neither of these addresses is correct. The U.5* 

Postal Service has told me that they were unable to deliver my FOIA request sent by Express 

Mail to the Arlington address above. 

According to the USPS, my Express Mail letter arrived in the Arlington Post Office on October 
16, 2009. According to the USPS, the TSA zip code has changed to 20598, and the TSA has 
instructed the U5PS not to deliver mail sent to that address and zip code 22202. Because the 
T5A has instructed the USPS not to attempt delivery of such mail, the USPS was unable to 
provide proof of delivery, proof of non-delivery, or proof of refusal to accept delivery, and 
my letter was not returned to me. 



10 



Although this happened to my letter on October 16th, more than two full weeks ago, no new TSA 
or DHS FOIA notice, no new TSA Privacy Act SORN for any system of records, and no update to 
the TSA or DHS FOIA regulations in 
6 CFR Part 5 has yet been published in the Federal Register* 

I presume that TSA was aware that their address was to be changed, and. that it had been 
changed, and could have published notices of changes in advance on their Web sites and in the 
Federal Register. Standard operating procedures for compliance with FOIA and the Privacy Act 
should have provided for the issuance and publication in the Federal Register of a new FOIA 
notice, updates to the FOIA regulations in 6 CFR Part 5, and new SORNs, *prior* to the 
effective date of the change of address, and special care in instructing the USPS and TSA 
mailroom staff to ensure that requests continued to be delivered without interruption. 

Since that was not done, and until it can be done, the USPS and other carriers should have 
been directed to continue delivery of requests sent to the officially designated addresses. 
The DHS and TSA have an affirmative legal duty under FOIA and the Privacy Act to promulgate 
valid addresses and ensure that they accept delivery of requests sent to those addresses. To 
direct that requests be sent to an address that, by TSA directive to the Postal Service, has 
been rendered a "black hole", constitutes de facto summary, secret denial of all such 
requests. 

My FOIA request -- sent by e-mail and Express Mail on October 15, 2009 -- included a request 
for expedited processing. Under FOIA, the TSA was required to make a a decision on that 
request for expedited processing within 10 days, that is, by October 25„ 2009. Although I 
was eventually told by telephone that my request was received by the TSA FOIA office, and I 
have been promised postal and e-mail confirmation of receipt by the TSA FOIA office, I have 
yet to receive any written or electronic confirmation. 

Under FOIA, I was entitled to commence litigation to challenge the constructive denial of my 
request for expedited processing 10 days after the receipt of my request. But since the 
TSA's refusal to accept delivery has made it impossible for me to prove when my request was 
received, it effectively bars the courthouse door, and prevents me from seeking judicial 
review of their constructive denial, or administrative review (if they had actually 
responded), until they provide confirmation of when they received my request. 

This is an extremely grave due process violation. Until corrected through proper new federal 
register notices and instructions to the USPS and other delivery services, it categorically 
precludes FOIA and perhaps also Privacy Act requests and appeals or litigation of 
constructive denials. 

Instead of having been able to commence litigation October 25th (if they confirmed receipt of J 
my e-mail on October 15th) or October 26th (if they signed for my Express Mail letter on 
October 16th), I am still waiting for written confirmation of receipt of my request. 

I believe that these actions clearly constitute mismanagement by the DHS and TSA, and 
violations of FOIA and probably also the Privacy Act. 

I request that the Office of the Inspector General investigate this complaint and bring 
appropriate enforcement action for sanctions against the responsible DHS and/or TSA 
officials* 

Even if these violations were to be corrected by new notices in the Federal Register 
tomorrow, the damage of several weeks during which the T5A refused to accept properly 
addressed FOIA requests has been done, and I request that you proceed with your investigation 
of this complaint. 
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Most requesters, of course., will not even know that their request was not delivered, and may 
never know why they never receive a response. As part of your investigation, I request that 
you attempt to determine how many other such requests may not have been delivered. And I 
urge that the ISA and DHS be required, as part of their mitigation of their violations of the 
law, to publish prominent notices -- through their usual press release distribution channels 
and on the DHS and TSA home pages and FOIA and Privacy Act Web pages -- that requests may 
not have been delivered, and advising past requesters of the need to re-send their requests. 

My request for expedited processing was made as a journalist, and I have reported publicly on 
this incident at: 

http://www.papersplease.org/wp/2009/10/27/tsa-sends-our-foia-request-into- 

a-black-hole/ 

Please reply to confirm your receipt of this report and complaint, and any tracking or 

reference number assigned to this complaint and/or to your investigation. Please advise me of 
the outcome of this complaint and provide me with a copy of any report produced by your 
office in response to this compliant and your investigation. Please feel free to contact me 
if you need any additional information from me, or if I can be of any assistance to you in 
investigating and prosecuting this complaint, 

I am also copying this complaint to the ISA and DHS privacy offices, with a request that it 
be logged in ISA and DHS complaint statistics, investigated, and acted on as a complaint of 
violation of FOIA and potentially the Privacy Act by TSA and DHS officials. 

Sincerely, 

Edward Hasbrouck 
1130 Treat Ave, 
San Francisco, CA 94110 
telephone 415-824-0214 



Edward Hasbrouck 
<edward@hasbrouck.org> 
<http: //hasbrouck *org> 
+1-415-824-0214 
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Bird, Rose M 



From: 

Sent: 

To: 

Cc: 

Subject: 

Importance: 



Bird, Rose M 

Monday, November 02, 2009 3:39 PM 
^ony TSA HQ 
<CTR>; Bird, Rose M 




violations of FOIA by TSA 



High 



Can you take a look at this email below and let me know your thoughts? 

Rose Bird 

Director, P r i y a c y Inciden ts and Inquiries Privacy Office U.S. Department of Homeland Security 

Telephone: ' "" 

Fax: ( 703) "235 -0442 




Email: 

Original Message 

From: Holzerland, William 
Sent: Monday, November 02, 2009 2:24 PM 
To: FOIA; Bird, Rose M; Papoi, Catherine 
Subject: RE: violations of FOIA by TSA 
Importance: High 

Emily, thank you for sending. 

Rose., I am forwarding to you as well, since the writer of this message characterizes it as a 
privacy complaint and wishes to ensure it is reported in our statistics on such things. 

C, I will fill you in on this as soon as you have time. 

Regards, 
Bill 

Original Message 

From: FOIA 

Sent; Monday, November 02, 2099 2:18 PM 

To: Holzerland, William 

Subject: FW: violations of FOIA by TSA 

Bill - FYI, See below. 



Regards, 



b(6 



FOIA Specialist 

McNeil Techologies, Inc, 

Supporting the Privacy Office 

U.S . Department of Homeland Security 

P: ffl " 



F: 703-235-0443 



Original Message 

From: Edward Hasbrouck [mailto:edward@hasbrouck.org] 
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Sent: Monday, November 02, 2009 1:41 PM 

To: DHSOIGHOTLINE 

Cc: FOIA; FOIA; Privacy; TellTSA; TSA-ContactCenter; ogis@nara.gov 

Subject: violations of FOIA by TSA i 

The address of the TSA FOIA office (and., I suspect, the TSA Privacy Act office), and the 
address for postal submisison of FOIA requests to the TSA, have changed without public j 
notice, j 

I 
The TSA is not currently accepting delivery of FOIA (or, I suspect). Privacy Act) requests j 
sent to their officially designated address. i 

To my knowledge; this has been the situation at least since October 16, 2009, more than two | 
full weeks ago, and it continues today. 

Because the TSA is not accepting delivery of these requests, it is impossible for requesters I 

to obtain confirmation of receipt of their requests. Without evidence of the date of j 

receipt, it is impossible for requesters to appeal constructive denial of their requests, or [ 

to litigate constructive denial of requests for expedited processing. J 

TSA and DHS are required by FOIA and the Privacy Act to publicly designate, through notices J 

in the Federal Register, addresses at which FOIA and Privacy Act requests are accepted. j 

Failure to designate such addresses or to accept delivery at those addresses, or instructing j 

the Postal Service not to deliver requests sent to those addresses, are violations of FOIA j 

and/or the Privacy Act on the part of the responsible DHS and/or TSA officials. I 

The most recent DHS FOIA regulations, as published in the Federal Register (60 FR 4056-4069, 
January 27, 2003) and codified at 6 CFR Part 5, list the TSA FOIA address as: j 

Transportation Security Administration I 

4Q0 Seventh Street, SW. [ 

Washington, DC 20590 I 



I have been told by phone, on a rare occasion when the TSA FOIA or Pirvacy Act office 
answered their phone, that that address is obsolete. 

The DHS.gov and TSA.gov Web sites list a different address: 

i 
j 

Transportation Security Administration i 

Freedom of Information Act Office, TSA-20 j 

601 S. 12th Street j 

11th Floor, East Tower [ 

Arlington, VA 22202-4220 j 

However, I believe that neither of these addresses is correct* The U.St J 

Postal Service has told me that they were unable to deliver my FOIA. request sent by Express j 
Mail to the Arlington address above, j 

i 
According to the USPS, my Express Mail letter arrived in the Arlington Post Office on October! 

16, 2009. According to the USPS, the TSA zip code has changed to 20598, and the TSA has J 

instructed the USPS not to deliver mail sent to that address and zip code 22202. Because the I 

TSA has instructed the USPS not to attempt delivery of such mail, the USPS was unable to 

provide proof of delivery, proof of non-delivery ^ or proof of refusal to accept delivery, and| 

my letter was not returned to me. | 
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Although this happened to my letter on October 16th, more than two full weeks ago, no new TSA 
or DHS FOIA notice, no new TSA Privacy Act SORN for any system of records , and no update to 
the TSA or DHS FOIA regulations in 
6 CFR Part 5 has yet been published in the Federal Register. 

I presume that TSA was aware that their address was to be changed, and that it had been 
changed, and could have published notices of changes in advance on their Web sites and in the 
Federal Register. Standard operating procedures for compliance with FOIA and the Privacy Act 
should have provided for the issuance and publication in the Federal Register of a new FOIA 
notice, updates to the FOIA regulations in 6 CFR Part 5, and new SORNs, *prior* to the 
effective date of the change of address, and special care in instructing the USPS and T5A 
mailroom staff to ensure that requests continued to be delivered without interruption , 

Since that was not done, and until it can be done, the USPS and other carriers should have 
been directed to continue delivery of requests sent to the officially designated addresses. 
The DHS and TSA have an affirmative legal duty under FOIA and the Privacy Act to promulgate 
valid addresses and ensure that they accept delivery of requests sent to those addresses. To 
direct that requests be sent to an address that, by TSA directive to the Postal Service, has 
been rendered a "black hole", constitutes de facto summary, secret denial of all such 
requests. 

My FOIA request -- sent by e-mail and Express Mail on October 15, 2009 -- included a request 
for expedited processing. Under FOIA, the TSA was required to make a a decision on that 
request for expedited processing within 10 days, that is, by October 25, 2009. Although I 
was eventually told by telephone that my request was received by the TSA FOIA office, and I 
have been promised postal and e-mail confirmation of receipt by the TSA FOIA office, I have 
yet to receive any written or electronic confirmation. 

Under FOIA, I was entitled to commence litigation to challenge the constructive denial of my 
request for expedited processing 10 days after the receipt of my request. But since the 
TSA's refusal to accept delivery has made it impossible for me to prove when my request was 
received, it effectively bars the courthouse door, and prevents me from seeking judicial 
review of their constructive denial, or administrative review (if they had actually 
responded), until they provide confirmation of when they received my request. 

This is an extremely grave due process violation. Until corrected through proper new federal 
register notices and instructions to the USP5 and other delivery services, it categorically 
precludes FOIA and perhaps also Privacy Act requests and appeals or litigation of 
constructive denials. 

Instead of having been able to commence litigation October 25th (if they confirmed receipt of 
my e-mail on October 15th) or October 26th (if they signed for my Express Mail letter on 
October 16th), I am still waiting for written confirmation of receipt of my request. 

I believe that these actions clearly constitute mismanagement by the DHS and TSA, and 
violations of FOIA and probably also the Privacy Act, 

I request that the Office of the Inspector General investigate this complaint and bring 
appropriate enforcement action for sanctions against the responsible DHS and/or TSA 
officials, 

Even if these violations were to be corrected by new notices in the Federal Register 
tomorrow, the damage of several weeks during which the TSA refused to accept properly 
addressed FOIA requests has been done, and I request that you proceed with your investigation 
of this complaint. 
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Most requesters,, of course, will not even know that their request was not delivered, and may 
never know why they never receive a response. As part of your investigation, I request that 
you attempt to determine how many other such requests may not have been delivered. And I 
urge that the TSA and DHS be required, as part of their mitigation of their violations of the 
law, to publish prominent notices -- through their usual press release distribution channels 
and on the DHS and TSA home pages and FOIA and Privacy Act Web pages -- that requests may 
not have been delivered, and advising past requesters of the need to re-send their requests. 

My request for expedited processing was made as a journalist, and I have reported publicly on 
this incident at: 

http://www.papersplease.org/wp/2009/10/27/tS3-sends-our-foia-request-into- 
a-black-hole/ 

Please reply to confirm your receipt of this report and complaint, and any tracking or 
reference number assigned to this complaint and/or to your investigation. Please advise me of 
the outcome of this complaint and provide me with a copy of any report produced by your 
office in response to this compliant and your investigation. Please feel free to contact me 
if you need any additional information from me, or if I can be of any assistance to you in 
investigating and prosecuting this complaint. 

I am also copying this complaint to the TSA and DHS privacy offices, with a request that it 
be logged in TSA and DHS complaint statistics, investigated, and acted on as a complaint of 
violation of FOIA and potentially the Privacy Act by TSA and DHS officials. 

Sincerely, 

Edward Hasbrouck 
1130 Treat Ave. 
San Francisco, CA 94110 
telephone 415-824-0214 



Edward Hasbrouck 
<edward@hasbrouck ,org> 
<http://hasbrouck.org> 

+1-415-824-0214 
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Bird, Rose Wl 



From: 
Sent: 
To: 
Subject: 

Importance: 



Bird, Rose M 

Monday. November 02, 2009 3:40 PM 



b)(6) 



FW; violations of FOiA by TSA 
High 



Perhaps we can discuss? I sent to Tony. Doesn't seem like true Privacy complaint. 

Rose Bird 

Director., P rivacy Inciden ts and Inquiries Privacy Office U.S. Department of Homeland Security 

Fax: ( 703) 235-- 1442_ 

Email: fiMHlS^SWSS^Si 



— .--Original Message 

From: Bird, Rose M 

Sent: Monday, November 02, 2009 3; 39 PM 

To: Johnson, Antho ny TSA HQ 

Cc; [(ife5Hft|$:l2IS^i <CTR>; Bird, Rose M 
Subject: FW: violations of FOIA by TSA 
Importance: High 

Can you take a look at this email below and let me know your thoughts? 

Rose Bird 

Director, P r i v a c ; y In c 1 d en i t s and Inquiries Privacy Office U.S. Department of Homeland Security 

Telephone: 

Fax: ( 703) 235-0442 

Email: ||j 

Original Message 

From: Holzerland, William 
Sent: Monday, November 02, 2009 2:24 PM 
To: FOIAj Bird, Rose M; Papoi, Catherine 
Subject: RE: violations of FOIA by TSA 
Importance: High 

Emily, thank you for sending. 

Rose, I am forwarding to you as well, since the writer of this message characterizes it as a 
privacy complaint and wishes to ensure it is reported in our statistics on such things. 

C, I will fill you in on this as soon as you have time. 

Regards, 
Bill 

Original Message 

From: FOIA 

Sent: Monday, November 02, 2009 2:18 PM 

To: Holzerland, William 

Subject: FW: violations of FOIA by TSA 
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Bill - FYI. See below. 



Regards, 



b 6 



FOIA Specialist 

McNeil Techologies, Inc. 

Supporting the Privacy Office 

U.S . Depart merit of Homeland Security 

F: 703-235-0443 

,IJII I! ILL 



Original Message 

From: Edward Hasbrouck [mailto:edward@hasbrouck.org] 

Sent: Monday, November 02, 2009 1:41 PM 

To: DHSOIGHOTLINE 

Cc: FOIA; FOIA; Privacy; TellTSA; TSA-ContactCenter; ogis@nara t gov 

Subject: violations of FOIA by ISA 

The address of the TSA FOIA office (andj I suspect, the TSA Privacy Act office), and the 
address for postal submisison of FOIA requests to the ISA, have changed without public 
notice. 

The TSA is not currently accepting delivery of FOIA (or., I suspect), Privacy Act) requests 
sent to their officially designated address. 

To my knowledge, this has been the situation at least since October 16, 2009, more than two 
full weeks ago, and it continues today. 

Because the TSA is not accepting delivery of these requests, it is impossible for requesters 
to obtain confirmation of receipt of their requests. Without evidence of the date of 
receipt, it is impossible for requesters to appeal constructive denial of their requests, or 
to litigate constructive denial of requests for expedited processing. 

TSA and DHS are required by FOIA and the Privacy Act to publicly designate, through notices 
in the Federal Register, addresses at which FOIA and Privacy Act requests are accepted. 
Failure to designate such addresses or to accept delivery at those addresses, or instructing 
the Postal Service not to deliver requests sent to those addresses, are violations of FOIA 
and/or the Privacy Act on the part of the responsible DHS and/or TSA officials. 

The most recent DHS FOIA regulations, as published in the Federal Register (60 FR 4056-4069, 
January 27, 2003) and codified at 6 CFR Part 5, list the TSA FOIA address as: 

Transportation Security Administration 
400 Seventh Street, SW. 
Washington, DC 20590 

I have been told by phone, on a rare occasion when the TSA FOIA or Pirvacy Act office 
answered their phone, that that address is obsolete. 

The DHS.gov and TSA.gov Web sites list a different address: 

Transportation Security Administration 
Freedom of Information Act Office, TSA-20 
601 S. 12th Street 
11th Floor, East Tower 

2 
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Arlington, VA 22202-4226 

However, I believe that neither of these addresses is correct. The U.S. 

Postal Service has told me that they were unable to deliver my FOIA request sent by Express 

Mail to the Arlington address above. 

According to the USPS, my Express Mail letter arrived in the Arlington Post Office on October 
16, 2099, According to the USPS, the ISA zip code has changed to 20598, and the TSA has 
instructed the USPS not to deliver mail sent to that address and zip code 22202. Because the 
TSA has instructed the USPS not to attempt delivery of such mail., the USPS was unable to 
provide proof of delivery; proof of non-delivery, or proof of refusal to accept delivery,, and 
my letter was not returned to me. 

Although this happened to my letter on October 16th, more than two full weeks ago, no new TSA 
or DHS FOIA notice, no new TSA Privacy Act SORH for any system of records, and no update to 
the TSA or DHS FOIA regulations in 
6 CFR Part 5 has yet been published in the Federal Register. 

I presume that TSA was aware that their address was to be changed, and that it had been 
changed, and could have published notices of changes in advance on their Web sites and in the 
Federal Register. Standard operating procedures for compliance with FOIA and the Privacy Act 
should have provided for the issuance and publication in the Federal Register of a new FOIA 
notice, updates to the FOIA regulations in 6 CFR Part 5, and new SORNs, *prior* to the 
effective date of the change of address, and special care in instructing the USPS and TSA 
mailroom staff to ensure that requests continued to be delivered without interruption, 

Since that was not done, and until it can be done, the USPS and other carriers should have 
been directed to continue delivery of requests sent to the officially designated addresses. 
The DHS and TSA have an affirmative legal duty under FOIA and the Privacy Act to promulgate 
valid addresses and ensure that they accept delivery of requests sent to those addresses. To 
direct that requests be sent to an address that, by TSA directive to the Postal Service, has 
been rendered a "black hole", constitutes de facto summary, secret denial of all such 
requests. 

My FOIA request -- sent by e-mail and Express Mail on October 15, 2009 -- included a request 
for expedited processing. Under FOIA, the TSA was required to make a a decision on that 
request for expedited processing within 19 days, that is, by October 25, 2009, Although I 
was eventually told by telephone that my request was received by the TSA FOIA office, and I 
have been promised postal and e-mail confirmation of receipt by the TSA FOIA office, I have 
yet to receive any written or electronic confirmation. 

Under FOIA, I was entitled to commence litigation to challenge the constructive denial of my 
request for expedited processing 10 days after the receipt of my request. But since the 
ISA's refusal to accept delivery has made it impossible for me to prove when my request was 
received, it effectively bars the courthouse door, and prevents me from seeking judicial 
review of their constructive denial, or administrative review (if they had actually 
responded), until they provide confirmation of when they received my request. 

This is an extremely grave due process violation. Until corrected through proper new federal 
register notices and instructions to the USPS and other delivery services, it categorically 
precludes FOIA and perhaps also Privacy Act requests and appeals or litigation of 
constructive denials, 

Instead of having been able to commence litigation October 25th (if they confirmed receipt of 
my e-mail on October 15th) or October 26th (if they signed for my Express Mail letter on 
October 16th), I am still waiting for written confirmation of receipt of my request. 
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I believe that these actions clearly constitute mismanagement by the DHS and TSAj and 
violations of FOIA and probably also the Privacy Act. 

I request that the Office of the Inspector General investigate this complaint and bring 
appropriate enforcement action for sanctions against the responsible DHS and/or TSA 
officials. 

Even if these violations were to be corrected by new notices in the Federal Register 
tomorrow., the damage of several weeks during which the TSA refused to accept properly 
addressed FOIA requests has been done, and I request that you proceed with your investigation 
of this complaint. 

Most requesters, of course, will not even know that their request was not delivered, and may 
never know why they never receive a response. As part of your investigation, I request that 
you attempt to determine how many other such requests may not have been delivered. And I 
urge that the TSA and DHS be required, as part of their mitigation of their violations of the 
law, to publish prominent notices -- through their usual press release distribution channels 
and on the DHS and TSA home pages and FOIA and Privacy Act Web pages -- that requests may 
not have been delivered, and advising past requesters of the need to re-send their requests > 

My request for expedited processing was made as a journalist, and I have reported publicly on 
this incident at: 

http://www.papersplease.org/wp/2009/10/27/tsa~sends-our-foia-request-into- 

a-black-hole/ 

Please reply to confirm your receipt of this report and complaint, and any tracking or 
reference number assigned to this complaint and/or to your investigation. Please advise me of 
the outcome of this complaint and provide me with a copy of any report produced by your 
office in response to this compliant and your investigation. Please feel free to contact me 
if you need any additional information from me, or if I can be of any assistance to you in 
investigating and prosecuting this complaint, 

1 am also copying this complaint to the TSA and DHS privacy offices, with a request that it 
be logged in TSA and DHS complaint statistics, investigated, and acted on as a complaint of 
violation of FOIA and potentially the Privacy Act by TSA and DHS officials. 

Sincerely, 

Edward Hasbrouck 
1130 Treat Ave. 
San Francisco, CA 94110 
telephone 415-824-0214 



Edward Hasbrouck 
<edward@hasbrouck,org> 
<http://hasbrouck.org> 
+1-415-824-0214 
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Bird, Rose A/I 

From: 
Sent; 
To: 

Subject: 



Bird, Rose M 

Monday, November 02 s 2009 3:42 PM 

Holzerland, William 

RE: violations of FO!A by TSA 



Thanks. Seems odd. I sent to Tony Johnson, Privacy POC TSA to get his thoughts* 

Rose Bird 

Director, P r t y a c y I n c i de n i t s and Inquiries Privacy Office U.S, Department of Homeland Security 

Telephone: ^^- : -— 



Fax: ( 703) 235-0442 

Email: [|^^^^^^^p 

Original Message----- 

! From: Holzerland, William 

Sent: Monday, November 02, 2009 2:24 PM 

To: FOIA; Bird, Rose M; Papoi, Catherine 

Subject: RE: violations of FOIA by TSA 
j Importance: High 

Emily, thank you for sending. 

Rose, I am forwarding to you as well, since the writer of this message characterizes it as a 
privacy complaint and wishes to ensure it is reported in our statistics on such things, 

Cj I will fill you in on this as soon as you have time* 

Regards, 
Bill 

Original Message 

From: FOIA 

Sent: Monday, November 02, 2009 2:18 PM 

To: Holzerland, William 

Subject: FW: violations of FOIA by TSA 

Bill - FYI. See below. 



Regards, 



(b)(6)' 



FOIA Specialist 

McNeil Techologies, Inc. 

Supporting the Privacy Office 

U . S. Department of Homeland Security 

F: 703-235-0443 



•Original Message' 
From: Edward Hasbrouck [mailto:edward@ha5brouck,org] 
Sent: Monday, November 02, 2009 1:41 PM 
To: DHS0I6H0TLINE 
Cc: FOIA; FOIA; Privacy; TellTSA; TSA-ContactCenter; ogis@nara.gov 

1 
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Subject; violations of FOIA by TSA 

The address of the TSA FOIA office (and, I suspect, the TSA Privacy Act office), and the 
address for postal submisison of FOIA requests to the TSA, have changed without public 
notice. 

The TSA is not currently accepting delivery of FOIA (or, I suspect). Privacy Act) requests 
sent to their officially designated address. 

To my knowledge, this has been the situation at least since October 16, 2009, more than two 
full weeks ago, and it continues today. 

Because the TSA is not accepting delivery of these requests, it is impossible for requesters 
to obtain confirmation of receipt of their requests. Without evidence of the date of 
receipt, it is impossible for requesters to appeal constructive denial of their requests, or 
to litigate constructive denial of requests for expedited processing. 

TSA and DHS are required by FOIA and the Privacy Act to publicly designate, through notices 
in the Federal Register, addresses at which FOIA and Privacy Act requests sre accepted. 
Failure to designate such addresses or to accept delivery at those addresses, or instructing 
the Postal Service not to deliver requests sent to those addresses, are violations of FOIA 
and/or the Privacy Act on the part of the responsible DHS and/or TSA officials. 

The most recent DHS FOIA regulations, as published in the Federal Register (60 FR 4956-4069, 
Danuary 27, 2003) and codified at 6 CFR Part 5, list the TSA FOIA address as: 

Transportation Security Administration 
400 Seventh Street, SW. 
Washington, DC 20590 

I have been told by phone, on a rare occasion when the TSA FOIA or Pirvacy Act office 
answered their phone, that that address is obsolete. 

The DH5.gov and TSA, gov Web sites list a different address: 

Transportation Security Administration 
Freedom of Information Act Office, TSA-20 
601 S, 12th Street 
11th Floor, East Tower 
Arlington, VA 22202-4220 

However, I believe that neither of these addresses is correct. The U*S* 

Postal Service has told me that they were unable to deliver my FOIA request sent by Express 

Mail to the Arlington address above. 

According to the USPS, my Express Mail letter arrived in the Arlington Post Office on October 
16, 2009. According to the USPS, the TSA zip code has changed to 20598, and the TSA has 
instructed the USPS not to deliver mail sent to that address and zip code 22202, Because the 
TSA has instructed the USPS not to attempt delivery of such mail, the USPS was unable to 
provide proof of delivery, proof of non-delivery, or proof of refusal to accept delivery, and 
my letter was not returned to me. 

Although this happened to my letter on October 16th, more than two full weeks ago, no new TSA 
or DHS FOIA notice, no new TSA Privacy Act SORN for any system of records, and no update to 
the TSA or DHS FOIA regulations in 
6 CFR Part 5 has yet been published in the Federal Register, 
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I presume that TSA was aware that their address was to be changed, and that it had been 
changed, and could have published notices of changes in advance on their Web sites and in the 
Federal Register, Standard operating procedures for compliance with FOIA and the Privacy Act 
should have provided for the issuance and publication in the Federal Register of a new FOIA 
notice, updates to the FOIA regulations in 6 CFR Part 5, and new SORNs, *prior* to the 
effective date of the change of address, and special care in instructing the USPS and TSA 
mailroom staff to ensure that requests continued to be delivered without interruption. 

Since that was not done, and until it can be done, the USPS and other carriers should have 
been directed to continue delivery of requests sent to the officially designated addresses. 
The DHS and TSA have an affirmative legal duty under FOIA and the Privacy Act to promulgate 
valid addresses and ensure that they accept delivery of requests sent to those addresses. To 
direct that requests be sent to an address that, by TSA directive to the Postal Service, has 
been rendered a "black hole", constitutes de facto summary, secret denial of all such 
requests. 

My FOIA request -- sent by e-mail and Express Mail on October 15, 2009 -- included a request 
for expedited processing. Under FOIA, the TSA was required to make a a decision on that 
request for expedited processing within 10 days, that is, by October 25, 2009. Although I 
was eventually told by telephone that my request was received by the TSA FOIA office, and I 
have been promised postal and e-mail confirmation of receipt by the TSA FOIA office, I have 
yet to receive any written or electronic confirmation. 

Under FOIA, I was entitled to commence litigation to challenge the constructive denial of my 
request for expedited processing 10 days after the receipt of my request. But since the 
TSA c s refusal to accept delivery has made it impossible for me to prove when my request was 
received, it effectively bars the courthouse door, and prevents me from seeking judicial 
review of their constructive denial, or administrative review (if they had actually 
responded), until they provide confirmation of when they received my request. 

This is an extremely grave due process violation. Until corrected through proper new federal 
register notices and instructions to the USPS and other delivery services, it categorically 
precludes FOIA and perhaps also Privacy Act requests and appeals or litigation of 
constructive denials. 

Instead of having been able to commence litigation October 25th (if they confirmed receipt of 
my e-mail on October 15th) or October 26th (if they signed for my Express Mail letter on 
October 16th), I am still waiting for written confirmation of receipt of my request. 

I believe that these actions clearly constitute mismanagement by the DHS and TSA, and 
violations of FOIA and probably also the Privacy Act. 

I request that the Office of the Inspector General investigate this complaint and bring 
appropriate enforcement action for sanctions against the responsible DHS and/or TSA 
officials. 

Even if these violations were to be corrected by new notices in the Federal Register 
tomorrow, the damage of several weeks during which the TSA refused to accept properly 
addressed FOIA requests has been done, and I request that you proceed with your investigation 
of this complaint. 

Most requesters, of course, will not even know that their request was not delivered, and may 
never know why they never receive a response. As part of your investigation, I request that 
you attempt to determine how many other such requests may not have been delivered. And I 
urge that the TSA and DHS be required, as part of their mitigation of their violations of the 
law, to publish prominent notices -- through their usual press release distribution channels 
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and on the DHS and TSA home pages and FOIA and Privacy Act Web pages -- that requests may 
not have been delivered, and advising past requesters of the need to re-send their requests. 

My request for expedited processing was made as a journalist, and I have reported publicly on 
this incident at: 

http://www.papersplease.org/wp/2009/10/27/tsa-sends-our-foia-request-into~ 
a-black-hole/ 

Please reply to confirm your receipt of this report and complaint, and any tracking or 
reference number assigned to this complaint and/or to your investigation. Please advise me of 
the outcome of this complaint and provide me with a copy of any report produced by your 
office in response to this compliant and your investigation. Please feel free to contact me 
if you need any additional information from me, or if I can be of any assistance to you in 
investigating and prosecuting this complaint. 

I am also copying this complaint to the TSA and DHS privacy offices, with a request that it 
be logged in TSA and DHS complaint statistics, investigated, and acted on as a complaint of 
violation of FOIA and potentially the Privacy Act by TSA and DHS officials. 

Sincerely., 

Edward Hasbrouck 
1139 Treat Ave. 
San Francisco, CA 94110 
telephone 415-824-0214 



Edward Hasbrouck 
<edward@hasbroutk.org> 
<http://hasbrouck.org> 
+1-415-824-0214 
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^^KHS^^^^^S^ 



Bird, Rose M 

From: 
Sent: 

To: 
Subject: 




b)(6 



Monday, November 

Bird, Rose M 

Re; violations of FOIA by TSA 



94753 PM 



Yiu are right 



(b)(6) 



Director, SRA Privacy Division, CIPP/G 
Sent from my BlackBerry Wireless Handheld 



-Original Message 




From: Bird, Rose M|jj 

To| 

Sent: Mon Nov 02 15:40:08 2009 
Subject: FW: violations of FOIA by TSA 

Perhaps we can discuss? I sent to Tony. Doesn't seem like true Privacy 
complaint. 

Rose Bird 

Director, Privacy Incidents and Inquiries 

Privacy Office 

U.S. Pep art ffent gif Horn .el a nd Security 

Telephone: gp ilS|| ;Si¥i^ 

Fax: ( 703)235-0442 

Email:(J,pj!i?it| 

— --Original Message 

From: Bird, Rose M 

Sent: Monday, November 02, 2009 3:39 PM 

T° : Johnson, A nth o n y TSA HQ 

Cc: ffflfiMXiSUti <CTR>; Bird, Rose M 
Subject: FW; violations of FOIA by TSA 
Importance: High 

Can you take a look at this email below and let me know your thoughts? 

Rose Bird 

Director, Privacy Incidents and Inquiries 

Privacy Office 

U.S. Depart ment of Homela nd Security 

Telephone; BBS 

Fax: ( 703) 235-0442 

Email: 

— -Original Message-™ 

From: Holzerland, William 

Sent: Monday, November 02, 2009 2:24 PM 

To: FOIA; Bird, Rose M; Papoi, Catherine 

Subject: RE: violations of FOIA by TSA 

Importance: High 

Emily, thank you for sending. 
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Rose, I am forwarding to you as well, since the writer of this message 
characterizes it as a privacy complaint and wishes to ensure it is 
reported in our statistics on such things, 

C, I will fill you in on this as soon as you have time. 

Regards* . 
Bill 

Original Message 

From; FOIA 

Sent: Monday, November 02, 2009 2:18 PM 

To: Holzerland, William 

Subject: FW: violations of FOIA by TSA 

Bill - FYI. See below. 



Regards, 



(b)6 



FOIA Specialist 

McNeil Techologies, Inc. 

Supporting the Privacy Office 

U, S, Department of Homeland Security 

F: 703-235-0443 



■Original Message- 
From: Edward Hasbrouck [ m ai ho :edward(jj).h as brouck.org ] 
Sent: Monday, November 02, 2009 1:41 PM 
To: DHSOIGHOTLINE 

Cc: FOIA; FOIA; Privacy; TellTSA; TSA-ContactCenter; ogis@nara.gov 
Subject: violations of FOIA by TSA 

The address of the TSA FOIA office (and, I suspect, the TSA Privacy Act 

office), and the address for postal submisison of FOIA requests to the 
TSA, have changed without public notice. 

The TSA is not currently accepting delivery of FOIA (or, I suspect), 
Privacy Act) requests sent to their officially designated address. 

To my knowledge, this has been the situation at least since October 16, 
2009, more than two full weeks ago, and it continues today. 

Because the TSA is not accepting delivery of these requests, it is 
impossible for requesters to obtain confirmation of receipt of their 
requests. Without evidence of the date of receipt, it is impossible for 

requesters to appeal constructive denial of their requests, or to 

litigate 

constructive denial of requests for expedited processing. 

TSA and DHS are required by FOIA and the Privacy Act to publicly 
designate, through notices in the Federal Register, addresses at which 
FOIA and Privacy Act requests are accepted. Failure to designate such 
addresses or to accept delivery at those addresses, or instructing the 
Postal Service not to deliver requests sent to those addresses, are 
violations of FOIA and/or the Privacy Act on the part of the responsible 

DHS and/or TSA officials. 
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The most recent DHS FOIA regulations, as published in the Federal 

Register 

(60 FR 4056-4069, January 27, 2003) and codified at 6 CFR Part 5, list 

the TSA FOIA address as: 

Transportation Security Administration 
400 Seventh Street, SW. 
Washington, DC 20590 

I have been told by phone, on a rare occasion when the TSA FOIA or 

Pirvacy 

Act office answered their phone, that that address is obsolete. 

The DHS.gov and TSA.gov Web sites list a different address: 

Transportation Security Administration 

Freedom of Information Act Office, TSA-20 

601 S. 12th Street 

1 1th Floor, East Tower 

Arlington, VA 22202-4220 

However, I believe that neither of these addresses is correct. The U.S. 

Postal Service has told me that they were unable to deliver my FOIA 
request sent by Express Mail to the Arlington address above. 

According to the USPS, my Express Mail letter arrived in the Arlington 

Post Office on October 16, 2009. According to the USPS, the TSA zip 

code 

has changed to 20598, and the TSA has instructed the USPS not to deliver 

mail sent to that address and zip code 22202, Because the TSA has 
instructed the USPS not to attempt delivery of such mail, the USPS was 
unable to provide proof of delivery, proof of non-delivery, or proof of 
refusal to accept delivery, and my letter was not returned to me. 

Although this happened to my letter on October 16th, more than two full 

weeks ago, no new TSA or DHS FOIA notice, no new TSA Privacy Act SORN 

for 

any system of records, and no update to the TSA or DHS FOIA regulations 

in 

6 CFR Part 5 has yet been published in the Federal Register. 

I presume that TSA was aware that their address was to be changed^ and 
that it had been changed, and could have published notices of changes in 

advance on their Web sites and in the Federal Register. Standard 
operating procedures for compliance with FOIA and the Privacy Act should 

have provided for the issuance and publication in the Federal Register 

of 

a new FOIA notice, updates to the FOIA regulations in 6 CFR Part 5, and 

new SORNs, *prior* to the effective date of the change of address, and 

special care in instructing the USPS and TSA mailroom staff to ensure 

that 

requests continued to be delivered without interruption. 

Since that was not done, and until it can be done, the USPS and other 
carriers should have been directed to continue delivery of requests sent 
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to the officially designated addresses. The DHS and TS A have an 

affirmative legal duty under FOIA and the Privacy Act to promulgate 

valid 

addresses and ensure that they accept delivery of requests sent to those 

addresses. To direct that requests be sent to an address that, by TSA 
directive to the Postal Service, has been rendered a "black hole", 
constitutes de facto summary, secret denial of all such requests. 

My FOIA request -- sent by e-mail and Express Mail on October 15, 2009 

included a request for expedited processing. Under FOIA, the TSA was 
required to make a a decision on that request for expedited processing 
within 10 days, that is, by October 25, 2009. Although I was eventually 

told by telephone that my request was received by the TSA FOIA office, 

and 

I have been promised postal and e-mail confirmation of receipt by the 

TSA 

FOIA office, I have yet to receive any written or electronic 

confirmation. 

Under FOIA, I was entitled to commence litigation to challenge the 
constructive denial of my request for expedited processing 10 days after 

the receipt of my request. But since the TSA's refusal to accept 

delivery 

has made it impossible for me to prove when my request was received, it 

effectively bars the courthouse door, and prevents me from seeking 

judicial review of their constructive denial, or administrative review 

(if 

they had actually responded), until they provide confirmation of when 

they 

received my request. 

This is an extremely grave due process violation. Until corrected 

through 

proper new federal register notices and instructions to the USPS and 

other 

delivery services, it categorically precludes FOIA and perhaps also 

Privacy Act requests and appeals or litigation of constructive dentals. 

Instead of having been able to commence litigation October 25th (if they 

confirmed receipt of my e-mail on October 15th) or October 26th (if they 

signed for my Express Mail letter on October 16th), I am still waiting 
for 

written confirmation of receipt of my request. 

I believe that these actions clearly constitute mismanagement by the DHS 

and TSA t and violations of FOIA and probably also the Privacy Act. 

I request that the Office of the Inspector General investigate this 
complaint and bring appropriate enforcement action for sanctions against 

the responsible DHS and/or TSA officials. 

Even if these violations were to be corrected by new notices in the 
Federal Register tomorrow, the damage of several weeks during which the 
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TSA refused to accept properly addressed FOIA requests has been done, 

and 

I request that you proceed with your investigation of this complaint. 

Most requesters, of course, will not even know that their request was 

not 

delivered, and may never know why they never receive a response. As 

part 

of your investigation, I request that you attempt to determine how many 

other such requests may not have been delivered. And I urge that the 

TSA 

and DHS be required, as part of their mitigation of their violations of 

the law, to publish prominent notices -- through their usual press 

release 

distribution channels and on the DHS and TSA home pages and FOIA and 

Privacy Act Web pages — that requests may not have been delivered, and 

advising past requesters of the need to re-send their requests. 

My request for expedited processing was made as a journalist, and I have 

reported publicly on this incident at: 

http://vvvvw.papersplease- t ora/wp/2009/lp/27/tsa~sends-our"foia-request"int 

o- 

a*black-hole/ 

Please reply to confirm your receipt of this report and complaint, and 

any 

tracking or reference number assigned to this complaint and/or to your 

investigation. Please advise me of the outcome of this complaint and 

provide me with a copy of any report produced by your office in response 

to this compliant and your investigation. Please fee! free to contact me 

if you need any additional information from me, or if I can be of any 
assistance to you in investigating and prosecuting this complaint, 

I am also copying this complaint to the TSA and DHS privacy offices, 

with 

a request that it be logged in TSA and DHS complaint statistics, 

investigated, and acted on as a complaint of violation of FOIA and 

potentially the Privacy Act by TSA and DHS officials. 

Sincerely, 

Edward Hasbrouck 

1130 Treat Ave. 

San Francisco, CA 941 10 

telephone 41 5-824-0214 



Edward Hasbrouck 
<edward@hasbrouck.org> 
< http ://hasbro uck.org > 
+1-415-824-0214 
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Original Message- 

From: Bird, Rose M [mailt< 

Sent: Monday, November 02, 2009 3:39" PM 

To: Johnson, Anthony TSA HQ 

Cc: I^^M®H <CTR> ; Bird > Rose M 

Subject: VW: violations of FOIA by TSA 
Importance: High 
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From: Bird, Rose M [mailto[_ __ 

Sent: Tuesday, November 03, 2009 10:10 AM 
To: Johnson, Anthony TSA HQ 
Subject; RE: violations of FOIA by TSA 

Thanks, Tony. I agree and Bill Howzerland from my office had sent to me and I had the same reservation you mentioned. 
WIN you record it for stats purposes as no action as it is a complaint about a website? 

Bill indicated just now that he had spoken to Peter Pietra maybe yesterday. 

Rose Bird 

Director, Privacy Incidents and inquiries 

Privacy Office 

U.S. Department of Homeland Security 

Telephone: 

Fax: (703)235^5442' 

Email: IBBI 




Holzerland, William 



From: Holzerland, William 

Sent: Tuesday, November 03, 2009 2:19 PM 

To: Papoi, Catherine 

Subject: FW: violations of FOIA by TSA 

http://www.papersplease.org/wp/2009/10/27/tsa-sends-our-foia-requestHnto-a-black-hole/ 

This requester wrote the blog entry, linked above. The part that's most disturbing is the allegation that TSA continues to 
be non-responsive to requester communications via phone and sent via email, 

— Original Message — 

From: Holzerland, William 

Sent; Monday, November ,02, 2009 2:24 PM 

To: FOIA; Bird, Rose M; Papoi, Catherine 

Subject: RE: violations of FOIA by TSA 

Importance: High 

Emily, thank you for sending. 

Rose, I am forwarding to you as well, since the writer of this message characterizes it as a privacy complaint and wishes 
to ensure it is reported in our statistics on such things, 

C r I will fill you in on this as soon as you have time. 

Regards, 
Bill 

Original Message 

From: FOIA 

Sent: Monday, November 02, 2009 2:18 PM 

To: Holzerland, WiJiiam 

Subject: FW: violations of FOIA by TSA 

Bill - FY]. See below. 

Regards, 



FOIA Specialist 

McNeil Technologies, Inc. 

Supporting the Privacy Office 

U. S. Department of Homeland Security 

F: 703-235-0443 



•Original Message- 
From: Edward Hasbrouck [mailto:edward@hasbrouck.org] 
Sent: Monday, November 02, 2009 1:41 PM 
To: DHSOIGHOTUNE 

Cc: FOIA; FOIA; Privacy; TellTSA; TSA-ContactCenter; ogis@nara.gov 
Subject: violations of FOIA by TSA 



The address of the TSA FOIA office (and, I suspect, the TSA Privacy Act office), and the address for postal submisison of 
FOIA requests to the TSA, have changed without public notice. 
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The ISA is not currently accepting delivery of FOIA (or, I suspect), Privacy Act) requests sent to their officially designated 
address, 

To my knowledge, this has been the situation at least since October 16, 2009, more than two full weeks ago, and it 
continues today. 

Because the TSA is not accepting delivery of these requests, it is impossible for requesters to obtain confirmation of 
receipt of their requests. Without evidence of the date of receipt, it is impossible for requesters to appeal constructive 
denial of their requests, or to litigate constructive denial of requests for expedited processing, 

TSA and DHS are required by FOIA and the Privacy Act to publicly designate, through notices in the Federal Register, 
addresses at which FOIA and Privacy Act requests are accepted. Failure to designate such addresses or to accept 
delivery at those addresses, or instructing the Postal Service not to deliver requests sent to those addresses, are 
violations of FOIA and/or the Privacy Act on the part of the responsible DHS and/or TSA officials. 

The most recent DHS FOIA regulations, as published in the Federal Register (60 FR 4056-4069, January 27, 2003) and 
codified at 6 CFR Part 5, Jist the TSA FOfA address as: 

Transportation Security Administration 
400 Seventh Street, SW. 
Washington, DC 20590 

1 have been told by phone, on a rare occasion when the TSA FOIA or Pirvacy Act office answered their phone, that that 
address is obsolete. 

The DHS.gov and TSA.gov Web sites list a different address: 

Transportation Security Administration 
Freedom of Information Act Office, TSA-20 
601 S. 12th Street 
11th Floor, East Tower 
Arlington, VA 22202-4220 

However, I believe that neither of these addresses is correct. The U.S. 

Postaf Service has told me that they were unable to deliver my FOIA request sent by Express Mail to the Arlington 

address above. 

According to the USPS, my Express Mail letter arrived in the Arlington Post Office on October 16, 2009. According to the 
USPS, the TSA zip code has changed to 20598, and the TSA has instructed the USPS not to deliver mail sent to that 
address and zip code 22202, Because the TSA has instructed the USPS not to attempt delivery of such mail, the USPS 
was unable to provide proof of delivery, proof of non-delivery, or proof of refusal to accept delivery, and my letter was not 
returned to me. 

Although this happened to my letter on October 16th, more than two full weeks ago, no new TSA or DHS FOIA notice, no 
new TSA Privacy Act SORN for any system of records, and no update to the TSA or DHS FOIA regulations in 
6 CFR Part 5 has yet been published in the Federal Register. 

I presume that TSA was aware that their address was to be changed, and that it had been changed, and could have 
published notices of changes in advance on their Web sites and in \he Federal Register, Standard operating procedures 
for compliance with FOIA and the Privacy Act should have provided for the issuance and publication in the Federal 
Register of a new FOIA notice, updates to the FOIA regulations in 6 CFR Part 5, and new SORNs, *prior* to the effective 
date of the change of address, and special care in instructing the USPS and TSA mailroom staff to ensure that requests 
continued to be delivered without interruption. 

Since that was not done, and until it can be done, the USPS and other carriers should have been directed to continue 
defivery of requests sent to the officially designated addresses. The DHS and TSA have an affirmative legal duty under 
FOIA and the Privacy Act to promulgate valid addresses and ensure that they accept delivery of requests sent to those 
addresses. To direct that requests be sent to an address that, by TSA directive to the Postal Service, has been rendered 
a r< black hole", constitutes de facto summary, secret denial of all such requests. 
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My FOIA request -- sent by e-mail and Express Mail on October 15, 2009 - included a request for expedited processing. 
Under FOIA, the TSA was required to make a a decision on that request for expedited processing within 10 days, that is, 
by October 25 r 2009. Although I was eventually told by telephone that my request was received by the TSA FOIA office, 
and I have been promised postal and e-mail confirmation of receipt by the TSA FOIA office, I have yet to receive any 
written or electronic confirmation. 

Under FOIA, I was entitled to commence litigation to challenge the constructive denial of my request for expedited 
processing 10 days after the receipt of my request, But since the TSA's refusal to accept delivery has made it impossible 
for me to prove when my request was received, it effectively bars the courthouse door, and prevents me from seeking 
judicial review of their constructive denial, or administrative review (if they had actually responded), until they provide 
confirmation of when they received my request. 

This is an extremely grave due process violation. Until corrected through proper new federal register notices and 
instructions to the USPS and other delivery services, it categorically precludes FOIA and perhaps also Privacy Act 
requests and appeals or litigation of constructive denials. 

Instead of having been abfe to commence litigation October 25th (if they confirmed receipt of my e-mail on October 1 5th) 
or October 26th (if they signed for my Express Mail letter on October 16th), I am still waiting for written confirmation of 
receipt of my request. 

] believe that these actions clearly constitute mismanagement by the DHS and TSA, and violations of FOIA and probably 
also the Privacy Act. 

I request that the Office of the Inspector General investigate this complaint and bring appropriate enforcement action for 
sanctions against the responsible DHS and/or TSA officials. 

Even if these violations were to be corrected by new notices in the Federal Register tomorrow, the damage of several 
weeks during which the TSA refused to accept properly addressed FOIA requests has been done, and I request that you 
proceed with your investigation of this complaint. 

Most requesters, of course, will not even know that their request was not delivered, and may never know why they never 
receive a response. As part of your investigation, I request that you attempt to determine how many other such requests 
may not have been delivered, And ! urge that the TSA and DHS be required, as part of their mitigation of their violations 
of the Jaw, to publish prominent notices - through their usual press release distribution channels and on the DHS and 
TSA home pages and FOIA and Privacy Act Web pages -- that requests may not have been delivered, and advising past 
requesters of the need to re-send their requests. 

My request for expedited processing was made as a journalist, and I have reported publicly on this incident at: 

http://www.papersplease.org/wp/2009/10/27/tsa-sends-our-foia-requestHnto- 
a-black-hole/ 

Please reply to confirm your receipt of this report and complaint, and any tracking or reference number assigned to this 
complaint and/or to your investigation. Please advise me of the outcome of this complaint and provide me with a copy of 
any report produced by your office in response to this compliant and your investigation, Please feel free to contact me if 
you need any additional information from me, or if I can be of any assistance to you rn investigating and prosecuting this 
complaint. 

I am also copying this complaint to the TSA and DHS privacy offices, with a request that it be logged in TSA and DHS 
complaint statistics, investigated, and acted on as a complaint of violation of FOIA and potentially the Privacy Act by TSA 
and DHS officials. 

Sincerely, 

Edward Hasbrouck 
11 30 Treat Ave. 
San Francisco, CA 94110 
telephone 415-824-0214 
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Edward Hasbrouck 
<edward@hasbrouck>org> 
<http://hasbrouck.org> 
+1-415-824-0214 



39 



Holzerland, William 



From: 
Sent: 
To: 
Subject: 



FOJA 

Wednesday, November 04, 2009 10:47 AM 

Holzerland, William 

FW: violations of FOIA by TSA 



Bill - FYl 



Regards, 



FOIA Specialist 

McNeil Techologies, Inc. 

Supporting the Privacy Office 

U. S. Department of Homeland Security 

p: iiiiiiL™ i_" 

F: 703-235-0443 



■»- — O rig trial Mes sage-"— 



"^^OTgiilar^ 

From: FOIA [mailto:FOIA@DHS.GOV] 
Sent: Monday, November 02, 2009 2:45 PM 
To: Janet, Kevin TSA FOIA; Pietra, Peter 
Subject: FW: violations of FOIA by TSA 

Mr. Janet - Please see the below. 



Regards, 



FOIA Specialist 

McNeil Techologies, Inc. 

Supporting the Privacy Office 

U. S. Department of Homeland Security 

F: 703-235-0443 



— Original Message — 

From: Edward Hasbrouck [mailto:edward@hasbrouck.org] 

Sent: Monday, November 02, 2009 1:41 PM 

To: DHSOIGHOTLINE 

Cc: FOIA; FOIA; Privacy; TeNTSA; TSA-ContactCenter; ogis@nara.gov 

Subject: violations of FOIA by TSA 

The address of the TSA FOIA office {and, I suspect, the TSA Privacy Act office), and the address for postal submisison of 

FOIA requests to the TSA, have changed without public notice. 
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The TSA is not currently accepting deliver/ of FOIA (or, I suspect), Privacy Act) requests sent to their officially designated 
address. 

To my knowledge, this has been the situation at least since October 16, 2009, more than two full weeks ago, and it 
continues today. 

Because the TSA is not accepting delivery of these requests, it is impossible for requesters to obtain confirmation of 
receipt of their requests. Without evidence of the date of receipt, it is impossible for 

requesters to appeal constructive denial of their requests, or to litigate constructive denial of requests for expedited 
processing. 

TSA and DHS are required by FOIA and the Privacy Act to publicly designate, through notices in the Federal Register, 
addresses at which FOIA and Privacy Act requests are accepted. Failure to designate such addresses or to accept 
delivery at those addresses, or instructing the Postal Service not to deliver requests sent to those addresses, are 
violations of FOIA and/or the Privacy Act on the part of the responsible 

DHS and/or TSA officials. 

The most recent DHS FOIA regulations, as published in the Federal Register (60 FR 4056-4069, January 27, 2003) and 
codified at 6 CFR Part 5, list the TSA FOIA address as: 

Transportation Security Administration 
400 Seventh Street, SW. 
Washington, DC 20590 

I have been told by phone, on a rare occasion when the TSA FOIA or Pirvacy Act office answered their phone, that that 
address is obsolete. 

The DHS.gov and TSA.gov Web sites list a different address: 

Transportation Security Administration 
Freedom of Information Act Office, TSA-20 
601 S. 12th Street 
11th Floor, East Tower 
Arlington, VA 22202^4220 

However, I believe that neither of these addresses is correct. The U.S. 

Postal Service has told me that they were unable to deliver my FOIA request sent by Express Mail to the Arlington 
address above. 

According to the USPS, my Express Mail letter arrived in the Arlington Post Office on October 16, 2009. According to the 
USPS, the TSA zip code has changed to 20598, and the TSA has instructed the USPS not to deliver 

mail sent to that address and zip code 22202. Because the TSA has instructed the USPS not to attempt delivery of such 
mail, the USPS was unable to provide proof of delivery, proof of non-delivery, or proof of refusal to accept delivery, and 
my letter was not returned to me. 

Although this happened to my letter on October 16th, more than two full weeks ago, no new TSA or DHS FOIA notice, no 
new TSA Privacy Act SORN for any system of records, and no update to the TSA or DHS FOIA regulations in 
6 CFR Part 5 has yet been published in the Federal Register. 

I presume that TSA was aware that their address was to be changed, and that it had been changed, and could have 
published notices of changes in 

advance on their Web sites and in the Federal Register. Standard operating procedures for compliance with FOIA and 
the Privacy Act should 



41 



have provided for the issuance and publication in the Federal Register of a new FOIA notice, updates to the FOIA 
regulations in 6 CFR Part 5, and new SORNs, *prior* to the effective date of the change of address, and special care in 
instructing the USPS and TSA mailroom staff to ensure that requests continued to be delivered without interruption. 

Since that was not done, and until it can be done, the USPS and other carriers should have been directed to continue 
delivery of requests sent 

to the officially designated addresses. The DHS and TSA have an affirmative legal duty under FOIA and the Privacy Act 
to promulgate valid addresses and ensure that they accept delivery of requests sent to those 

addresses. To direct that requests be sent to an address that, by TSA directive to the Postal Sen/ice, has been rendered 
a "black hole", constitutes de facto summary, secret denial of all such requests. 

My FOIA request - sent by e-mail and Express Mail on October 15, 2009 

included a request for expedited processing. Under FOIA, the TSA was required to make a a decision on that request for 
expedited processing within 10 days, that is, by October 25, 2009. Although I was eventually 

told by telephone that my request was received by the TSA FOIA office, and I have been promised postal and e-mail 
confirmation of receipt by the TSA FOIA office, I have yet to receive any written or electronic confirmation. 

Under FOIA, ! was entitled to commence litigation to challenge the constructive denial of my request for expedited 
processing 10 days after 

the receipt of my request. But since the TSA's refusal to accept delivery has made it impossible for me to prove when my 
request was received, it effectively bars the courthouse door, and prevents me from seeking judicial review of their 
constructive denial, or administrative review (if they had actually responded), until they provide confirmation of when they 
received my request. 

This is an extremely grave due process violation. Until corrected through proper new federal register notices and 
instructions to the USPS and other delivery services, it categorically precludes FOIA and perhaps also Privacy Act 
requests and appeals or litigation of constructive denials. 

Instead of having been able to commence litigation October 25th (if they 

confirmed receipt of my e-mail on October 1 5th) or October 26th (if they 

signed for my Express Mail letter on October 16th), I am still waiting for written confirmation of receipt of my request. 

I believe that these actions clearly constitute mismanagement by the DHS 

and TSA, and violations of FOIA and probably also the Privacy Act, 

I request that the Office of the Inspector General investigate this complaint and bring appropriate enforcement action for 
sanctions against 

the responsible DHS and/or TSA officials. 

Even if these violations were to be corrected by new notices in the Federal Register tomorrow, the damage of several 
weeks during which the TSA refused to accept properly addressed FOIA requests has been done, and \ request that you 
proceed with your investigation of this complaint. 

Most requesters, of course, will not even know that their request was not delivered, and may never know why they never 
receive a response. As part of your investigation, I request that you attempt to determine how many other such requests 
may not have been delivered. And I urge that the TSA and DHS be required, as part of their mitigation of their violations 
of the law, to publish prominent notices - through their usual press release distribution channels and on the DHS and 
TSA home pages and FOIA and Privacy Act Web pages - that requests may not have been delivered, and 

advising past requesters of the need to re-send their requests. 

My request for expedited processing was made as a journalist, and I have 
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reported publicly on this incident at: 

http://www.paperspfease.org/wp/2009/10/27/tsa-sends-our-foia-reqLiest-int 

o- 
a-biack-hole/ 

Please reply to confirm your receipt of this report and complaint, and any tracking or reference number assigned to this 
complaint and/or to your investigation. Please advise me of the outcome of this complaint and provide me with a copy of 
any report produced by your office in response 

to this compliant and your investigation. Please feel free to contact me 

if you need any additional information from me, or if I can be of any assistance to you in investigating and prosecuting this 
complaint, 

I am also copying this complaint to the TSA and DHS privacy offices, with a request that it be logged in ISA and DHS 
complaint statistics, investigated, and acted on as a complaint of violation of FOIA and potentially the Privacy Act by TSA 
and DHS officials. 

Sincerely, 

Edward Hasbrouck ■ 

11 30 Treat Ave. 

San Francisco, CA 94110 

telephone 415-824-0214 



Edward Hasbrouck 
<edward@hasbrouck.org> 
<http://hasbrouck,org> 
+1-415-824-0214 
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Holzerland, William 



From: 
Sent: 
To: 
Subject: 



Holzerland, William 

Wednesday, November 04, 2009 10:58 AM 

FOIA 

RE: violations of FOIA by TSA 



Thank you! 

Original Message — 

From: FOIA 

Sent: Wednesday, November 04, 2009 10:47 AM 

To; Holzerland, William 

Subject: FW: violations of FOIA by TSA 

Bill - FYI 



Regards, 

BB _ _ 

FOIA Specialist 

McNeil Techologies, Inc. 

Supporting the Privacy Office 

U. S. Department of Homeland Security 

P:|_ 

F: 703-235-0443 



— Original Message — 
From: FOIA [mailto:FOIA@DHS.GOVl 
Sent: Monday, November 02, 2009 2:45 PM 
To: Janet, Kevin TSA FOIA; Pietra, Peter 
Subject: FW: violations of FOIA by TSA 

Mr, Janet - Please see the below. 



Regards, 



FOIA Specialist 

McNeil Techologies, Inc. 

Supporting the Privacy Office 

U. S. Department of Homeland Security 

F: 703-235-0443 



— Original Message — 

From: Edward Hasbrouck [mailto:edward@hasbrouck.org] 
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Sent: Monday, November 02, 2009 1:41 PM 

To; DHSOIGHOTLINE 

Cc: FOIA; FOIA; Privacy; TeHTSA; TSA-ContactCenter; ogis@nara.gov 

Subject: violations of FOIA by TSA 

The address of the TSA FOIA office (and, I suspect, the TSA Privacy Act office), and the address for postal submisison of 

FOIA requests to the TSA, have changed without public notice. 

The TSA is not currently accepting delivery of FOIA (or, 1 suspect), Privacy Act) requests sent to their officially designated 
address. 

To my knowledge, this has been the situation at least since October 16, 2009, more than two full weeks ago, and it 
continues today. 

Because the TSA is not accepting delivery of these requests, it is impossible for requesters to obtain confirmation of 
receipt of their requests. Without evidence of the date of receipt, it is impossible for 

requesters to appeal constructive denial of their requests, or to litigate constructive denial of requests for expedited 
processing. 

TSA and DHS are required by FOIA and the Privacy Act to publicly designate, through notices in the Federal Register, 
addresses at which FOIA and Privacy Act requests are accepted. Failure to designate such addresses or to accept 
delivery at those addresses, or instructing the Postal Service not to deliver requests sent to those addresses, are 
violations of FOIA and/or the Privacy Act on the part of the responsible 

DHS and/or TSA officials. 

The most recent DHS FOIA regulations, as published in the Federal Register (60 FR 4056-4069, January 27, 2003) and 
codified at 6 CFR Part 5, list the TSA FOIA address as: 

Transportation Security Administration 
400 Seventh Street, SW. 
Washington, DC 20590 

I have been told by phone, on a rare occasion when the TSA FOIA or Pirvacy Act office answered their phone, that that 
address is obsolete, 

The DHS.gov and TSA.gov Web sites list a different address: 

Transportation Security Administration 

Freedom of Information Act Office, TSA-20 

601 S, 12th Street 

1 1th Floor, East Tower 

Arlington, VA 22202^4220 

However, I believe that neither of these addresses is correct. The U.S. 

Postal Service has told me that they were unable to deliver my FOIA request sent by Express Mail to the Arlington 
address above. 

According to the USPS, my Express Mail letter arrived in the Arlington Post Office on October 16, 2009, According to the 
USPS, the TSA zip code has changed to 20598, and the TSA has instructed the USPS not to deliver 

mail sent to that address and zip code 22202. Because the TSA has instructed the USPS not to attempt delivery of such 
mail, the USPS was unable to provide proof of delivery, proof of non-delivery, or proof of refusal to accept delivery, and 
my letter was not returned to me. 

Although this happened to my letter on October 16th, more than two full weeks ago, no new TSA or DHS FOIA notice ( no 
new TSA Privacy Act SORN for any system of records, and no update to the TSA or DHS FOIA regulations in 
6 CFR Part 5 has yet been published in the Federal Register, 
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[ presume that TSA was aware that their address was to be changed, and that it had been changed, and could have 
published notices of changes in 

advance on their Web sites and in the Federal Register. Standard operating procedures for compliance with FOIA and 
the Privacy Act should 

have provided for the issuance and publication in the Federal Register of a new FOiA notice, updates to the FOIA 
regulations in 6 CFR Part 5, and new SORNs, *prior* to the effective date of the change of address, and special care in 
instructing the USPS and TSA maiiroom staff to ensure that requests continued to be delivered without interruption. 

Since that was not done, and until it can be done, the USPS and other carriers should have been directed to continue 
delivery of requests sent 

to the officially designated addresses. The DHS and TSA have an affirmative legal duty under FOIA and the Privacy Act 
to promulgate valid addresses and ensure that they accept delivery of requests sent to those 

addresses. To direct that requests be sent to an address that, by TSA directive to the Postal Sen/ice, has been rendered 
a "black hole", constitutes de facto summary, secret denial of all such requests. 

My FOIA request - sent by e-mail and Express Mail on October 15, 2009 

included a request for expedited processing. Under FOIA, the TSA was required to make a a decision on that request for 
expedited processing within 10 days, that is r by October 25, 2009. Although I was eventually 

told by telephone that my request was received by the TSA FOIA office, and ! have been promised postal and e-mail 
confirmation of receipt by the TSA FOIA office, I have yet to receive any written or electronic confirmation. 

Under FOIA, I was entitled to commence litigation to challenge the constructive denial of my request for expedited 
processing 10 days after 

the receipt of my request. But sjnce the TSA r s refusal to accept delivery has made it impossible for me to prove when my 
request was received, it effectively bars the courthouse door, and prevents me from seeking judicial review of their 
constructive denial, or administrative review (if they had actually responded), until they provide confirmation of when they 
received my request. 

This is an extremely grave due process violation. Until corrected through proper new federal register notices and 
instructions to the USPS and other delivery services, it categorically precludes FOIA and perhaps also Privacy Act 
requests and appeals or litigation of constructive denials. 

Instead of having been able to commence litigation October 25th (if they 

confirmed receipt of my e-mail on October 15th) or October 26th (if they 

signed for my Express Mail letter on October 16th), J am still waiting for written confirmation of receipt of my request. 

I believe that these actions clearly constitute mismanagement by the DHS 

and TSA, and violations of FOIA and probably also the Privacy Act. 

I request that the Office of the Inspector General investigate this complaint and bring appropriate enforcement action for 
sanctions against 

the responsible DHS and/or TSA officials. 

Even if these violations were to be corrected by new notices in the Federal Register tomorrow, the damage of several 
weeks during which the TSA refused to accept properly addressed FOIA requests has been done, and I request that you 
proceed with your investigation of this complaint. 

Most requesters, of course, will not even know that their request was not delivered, and may never know why they never 
receive a response. As part of your investigation r f request that you attempt to determine how many other such requests 
may not have been delivered. And I urge that the TSA and DHS be required, as part of their mitigation of their violations 
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of the law, to publish prominent notices -- through their usual press release distribution channels and on the DHS and 
ISA home pages and FOIA and Privacy Act Web pages - that requests may not have been delivered, and 

advising past requesters of the need to re-send their requests. 

My request for expedited processing was made as a journalist, and I have 

reported publicly on this incident at: 

http://www,papersplease.org/wp/2009/10/27/tsa-sends-our-foia-request-int 

o- 

a-black-hole/ 

Please reply to confirm your receipt of this report and complaint, and any tracking or reference number assigned to this 
complaint and/or to your investigation. Please advise me of the outcome of this complaint and provide me with a copy of 
any report produced by your office in response 

to this compliant and your investigation. Please feel free to contact me 

if you need any additional information from me, or if I can be of any assistance to you in investigating and prosecuting this 
complaint 

I am also copying this complaint to the TSA and DHS privacy offices, with a request that It be logged in TSA and DHS 
complaint statistics, investigated, and acted on as a complaint of violation oi FOIA and potentially the Privacy Act by TSA 
and DHS officials. 

Sincerely, 

Edward Hasbrouck 
1130 Treat Ave. 
San Francisco, CA 94110 
telephone 415-824-0214 



Edward Hasbrouck 
<edward@hasbrouck.org> 
<http://hasbrouck.org> 
+1-415-824-0214 
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Bird, Rose M ____^ ____^_ 

From: Privacy 

Sent: Thursday, November 05, 2009 1 0:20 AM 

To: Bird, Rose M 

Subject: FW: violations of FOIA by TSA 

FYI - 

Original Message 

From: Edward Hasbrouck [mailto:edward@hasbrouck.org] 

Sent: Monday, November 02, 2009 1:41 PM 

To: DHSOIGHOTLINE 

Cc: FOIA; FOIA; Privacy; TellTSA; TSA-ContactCenter; ogis@nara.gov 

Subject: violations of FOIA by TSA 

The address of the TSA FOIA office (and, I suspect , the TSA Privacy Act office), and the 

address for postal submisison of FOIA requests to the TSA, have changed without public 
notice. 

The TSA is not currently accepting delivery of FOIA (or, I suspect). Privacy Act) requests 
sent to their officially designated address. 

To my knowledge, this has been the situation at least since October 16, 2009, more than two 
full weeks ago, and it continues today. 

Because the TSA is not accepting delivery of these requests, it is impossible for requesters 
to obtain confirmation of receipt of their requests. Without evidence of the date of 
receipt, it is impossible for requesters to appeal constructive denial of their requests, or 
to litigate constructive denial of requests for expedited processing. 

TSA and DHS are required by FOIA and the Privacy Act to publicly designate, through notices 
in the Federal Register, addresses at which FOIA and Privacy Act requests are accepted. 
Failure to designate such addresses or to accept delivery at those addresses, or instructing 
the Postal Service not to deliver requests sent to those addresses, are violations of FOIA 
and/or the Privacy Act on the part of the responsible DHS and/or TSA officials. 

The most recent DHS FOIA regulations, as published in the Federal Register (60 FR 4656-4069, 
January 27, 2903) and codified at 6 CFR Part 5, list the TSA FOIA address as; 

Transportation Security Administration 
400 Seventh Street, SW« 
Washington, DC 20590 

I have been told by phone, on a rare occasion when the TSA FOIA or Pirvacy Act office 
answered their phone, that that address is obsolete. 

The DHS.gov and TSA.gov Web sites list a different address: 

Transportation Security Administration 
Freedom of Information Act Office, TSA-20 
601 S. 12th Street 
11th Floor, East Tower 
Arlington, VA 22202-4220 

However, I believe that neither of these addresses is correct. The U.S. 
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Postal Service has told me that they were unable to deliver my FOIA request sent by Express 
Mail to the Arlington address above. 

According to the USPS, my Express Mail letter arrived in the Arlington Post Office on October 
16, 2089, According to the USPS, the TSA zip code has changed to 20598, and the TSA has 
instructed the USPS not to deliver mail sent to that address and zip code 22202. Because the 
TSA has instructed the USPS not to attempt delivery of such mail, the USPS was unable to 
provide proof of delivery, proof of non-delivery, or proof of refusal to accept delivery, and 
my letter was not returned to me. 

Although this happened to my letter on October 16th, more than two full weeks ago, no new TSA 
or DHS FOIA notice, no new TSA Privacy Act SORN for any system of records, and no update to 
the TSA or DHS FOIA regulations in 
6 CFR Part 5 has yet been published in the Federal Register. 

I presume that TSA was aware that their address was to be changed, and that it had been 
changed, and could have published notices of changes in advance on their Web sites and in the 
Federal Register. Standard operating procedures for compliance with FOIA and the Privacy Act 
should have provided for the issuance and publication in the Federal Register of a new FOIA 
notice, updates to the FOIA regulations in 6 CFR Part 5, and new SORNs, *prior* to the 
effective date of the change of address, and special care in instructing the USPS and TSA 
mailroom staff to ensure that requests continued to be delivered without interruption. 

Since that was not done, and until it can be done, the USPS and other carriers should have 
been directed to continue delivery of requests sent to the officially designated addresses. 
The DHS and TSA have an affirmative legal duty under FOIA and the Privacy Act to promulgate 
valid addresses and ensure that they accept delivery of requests sent to those addresses. To 
direct that requests be sent to an address that, by TSA directive to the Postal Service, has 
been rendered a "black hole", constitutes de facto summary, secret denial of all such 
requests, 

My FOIA request -- sent by e-mail and Express Mail on October 15, 2099 -- included a request 
for expedited processing, Under FOIA, the TSA was required to make a a decision on that 
request for expedited processing within 18 days, that is, by October 25, 2009. Although I 
was eventually told by telephone that my request was received by the TSA FOIA office, and I 
have been promised postal and e-mail confirmation of receipt by the TSA FOIA office, I have 
yet to receive any written or electronic confirmation, 

Under FOIA, I was entitled to commence litigation to challenge the constructive denial of my 
request for expedited processing 10 days after the receipt of my request. But since the 
TSA's refusal to accept delivery has made it impossible for me to prove when my request was 
received, it effectively bars the courthouse door, and prevents me from seeking judicial 
review of their constructive denial, or administrative review (if they had actually 
responded), until they provide confirmation of when they received my request. 

This is an extremely grave due process violation. Until corrected through proper new federal 
register notices and instructions to the USPS and other delivery services, it categorically 
precludes FOIA and perhaps also Privacy Act requests and appeals or litigation of 
constructive denials. 

Instead of having been able to commence litigation October 25th (if they confirmed receipt of 
my e-mail on October 15th) or October 26th (if they signed for my Express Mail letter on 
October 16th), I am still waiting for written confirmation of receipt of my request. 

I believe that these actions clearly constitute mismanagement by the DHS and TSA, and 
violations of FOIA and probably also the Privacy Act. 
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I request that the Office of the Inspector General investigate this complaint and bring 
appropriate enforcement action for sanctions against the responsible DH5 and/or ISA 
officials* 

Even if these violations were to be corrected by new notices in the Federal Register 
tomorrow, the damage of several weeks during which the TSA refused to accept properly 
addressed FOIA requests has been done, and I request that you proceed with your investigation 
of this complaint. 

Most requesters, of course., will not even know that their request was not delivered, and may 
never know why they never receive a response. As part of your investigation, I request that 
you attempt to determine how many other such requests may not have been delivered. And I 
urge that the TSA and DHS be required, as part of their mitigation of their violations of the 
law, to publish prominent notices -- through their usual press release distribution channels 
and on the DHS and TSA home pages and FOIA and Privacy Act Web pages -- that requests may 
not have been delivered,, and advising past requesters of the need to re-send their requests. 

My request for expedited processing was made as a journalist, and I have reported publicly on 
this incident at: 

http://www.papersplease.org/wp/2009/10/27/tsa-sends-our~foia-request-into- 
a-black-hole/ 

Please reply to confirm your receipt of this report and complaint, and any tracking or 
reference number assigned to this complaint and/or to your investigation. Please advise me of 
the outcome of this complaint and provide me with a copy of any report produced by your 
office in response to this compliant and your investigation, Please feel free to contact me 
if you need any additional information from me, or if I can be of any assistance to you in 
investigating and prosecuting this complaint, 

I am also copying this complaint to the TSA and DHS privacy offices, with a request that it 
be logged in TSA and DHS complaint statistics, investigated, and acted on as a complaint of 
violation of FOIA and potentially the Privacy Act by TSA and DHS officials. 

Sincerely, 

Edward Hasbrouck 
1130 Treat Ave. 
San Francisco, CA 94110 
telephone 415-824-0214 



Edward Hasbrouck 

<edward@hasbrouck . org> 
<http://hasbrouck.org> 
+1-415-824-0214 
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Bird, Rose Wl 



From: Bird, Rose M 

Sent: Thursday, November 05, 2009 10:31 AM 

To- PetogjTL^^Jra 

Cc: fflfcMv^"- U <CTR> ; Bird - Rose M 

Subject: Rl: violations of FOIA by ISA 

ISA already handled. 

Rose Bind 

Director P rivacy 1 nc i dent s and Inquiries Privacy Office U,S, Department of Homeland Security 

Telephone: ^^B"' j " "' 
Fax: ( 703) 235-0442 
Email: |gg 

Original Message 

From: Privacy 

Sent: Thursday,, November 65, 2069 10:20 AM 

To: Bird, Rose M 

Subject: FW: violations of FOIA by TSA 

FYI - 

^Original Message 

From: Edward Hasbrouck [mailto:edward(5)hasbrouck,org] 

Sent: Monday, November 92 , 2699 1:41 PM 

To: DHSOIGHOTLINE 

Cc: FOIA; FOIA; Privacy; TellTSA; TSA-ContactCenter; ogis@nara.gov 

Subject: violations of FOIA by TSA 

The address of the TSA FOIA office (and, I suspect, the TSA Privacy Act office), and the 
address for postal submisison of FOIA requests to the TSA, have changed without public 
notice. 

The TSA is not currently accepting delivery of FOIA (or, I suspect), Privacy Act) requests 
sent to their officially designated address. 

To my knowledge, this has been the situation at least since October 16, 2009, more than two 
full weeks ago, and it continues today. 

Because the T5A is not accepting delivery of these requests, it is impossible for requesters 
to obtain confirmation of receipt of their requests. Without evidence of the date of 
receipt, it is impossible for requesters to appeal constructive denial of their requests, or 
to litigate constructive denial of requests for expedited processing. 

TSA and DHS are required by FOIA and the Privacy Act to publicly designate, through notices 
in the Federal Register, addresses at which FOIA and Privacy Act requests are accepted. 
Failure to designate such addresses or to accept delivery at those addresses, or instructing 
the Postal Service not to deliver requests sent to those addresses, are violations of FOIA 
and/or the Privacy Act on the part of the responsible DHS and/or TSA officials. 

The most recent DHS FOIA regulations, as published in the Federal Register (60 FR 4056-4069, 
January 27., 2003) and codified at 6 CFR Part 5, list the TSA FOIA address as: 

Transportation Security Administration 
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400 Seventh Street, SW. 
Washington, DC 20590 

I have been told by phone, on a rare occasion when the TSA FOIA or Pirvacy Act office 
answered their phone, that that address is obsolete. 

The DHS»gov and TSA.gov Web sites list a different address: 

Transportation Security Administration 
Freedom of Information Act Office, TSA-20 
601 S, 12th Street 
11th Floor, East Tower 
Arlington, VA 22202-4220 

However, I believe that neither of these addresses is correct. The IKS. 

Postal Service has told me that they were unable to deliver my FOIA request sent by Express 

Mail to the Arlington address above. 

According to the USPS, my Express Mail letter arrived in the Arlington Post Office on October 
16, 2009. According to the USPS, the TSA zip code has changed to 20598, and the TSA has 
instructed the USP5 not to deliver mail sent to that address and zip code 22202. Because the 
TSA has instructed the USPS not to attempt delivery of such mail, the USPS was unable to 
provide proof of delivery, proof of non-delivery, or proof of refusal to accept delivery, and 
my letter was not returned to me. 

Although this happened to my letter on October 16th, more than two full weeks ago, no new TSA 
or DHS FOIA notice, no new TSA Privacy Act SORN for any system of records, and no update to 
the TSA or DHS FOIA regulations in 
6 CFR Part S has yet been published in the Federal Register. 

I presume that TSA was aware that their address was to be changed, and that it had been 
changed, and could have published notices of changes in advance on their Web sites and in the 
Federal Register. Standard operating procedures for compliance with FOIA and the Privacy Act 
should have provided for the issuance and publication in the Federal Register of a new FOIA 
notice, updates to the FOIA regulations in 6 CFR Part 5, and new SORNs, *prior* to the 
effective date of the change of address, and special care in instructing the USPS and TSA 
mailroom staff to ensure that requests continued to be delivered without interruption. 

Since that was not done, and until it can be done, the USPS and other carriers should have 
been directed to continue delivery of requests sent to the officially designated addresses. 
The DHS and TSA have an affirmative legal duty under FOIA and the Privacy Act to promulgate 
valid addresses and ensure that they accept delivery of requests sent to those addresses. To 
direct that requests be sent to an address that, by TSA directive to the Postal Service, has 
been rendered a "black hole", constitutes de facto summary, secret denial of all such 
requests. 

My FOIA request -- sent by e-mail and Express Mail on October 15, 2009 -- included a request 
for expedited processing. Under FOIA, the TSA was required to make a a decision on that 
request for expedited processing within 10 days, that is, by October 25, 2009. Although I 
was eventually told by telephone that my request was received by the TSA FOIA office, and I 
have been promised postal and e-mail confirmation of receipt by the TSA FOIA office, I have 
yet to receive any written or electronic confirmation, 

Under FOIA, I was entitled to commence litigation to challenge the constructive denial of my 
request for expedited processing 10 days after the receipt of my request. But since the 
ISA's refusal to accept delivery has made it impossible for me to prove when my request was 
received, it effectively bars the courthouse door, and prevents me from seeking judicial 
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review of their constructive denial, or administrative review (if they had actually 
responded), until they provide confirmation of when they received my request. 

This is an extremely grave due process violation. Until corrected through proper new federal 
register notices and instructions to the USPS and other delivery services, it categorically 
precludes FOIA and perhaps also Privacy Act requests and appeals or litigation of 
constructive denials , 

Instead of having been able to commence litigation October 25th (if they confirmed receipt of 
my e-mail on October 15th) or October 26th (if they signed for my Express Mail letter on 
October 16th), I am still waiting for written confirmation of receipt of my request. 

I believe that these actions clearly constitute mismanagement by the DHS and TSA, and 
violations of FOIA and probably also the Privacy Act. 

I request that the Office of the Inspector General investigate this complaint and bring 
appropriate enforcement action for sanctions against the responsible DHS and/or TSA 
officials, 

Even if these violations were to be corrected by new notices in the Federal Register 
tomorrow, the damage of several weeks during which the TSA refused to accept properly 
addressed FOIA requests has been done, and I request that you proceed with your investigation 
of this complaint. 

Most requesters., of course, will not even know that their request was not delivered, and may 
never know why they never receive a response. As part of your investigation, I request that 
you attempt to determine how many other such requests may not have been delivered. And I 
urge that the TSA and DHS be required, as part of their mitigation of their violations of the 
law, to publish prominent notices -- through their usual press release distribution channels 
and on the DHS and TSA home pages and FOIA and Privacy Act Web pages -- that requests may 
not have been delivered, and advising past requesters of the need to re-send their requests. 

My request for expedited processing was made as a journalist, and I have reported publicly on 
this incident at: 

http://www.papersplease.org/wp/2009/10/27/tsa-sends-our-foia-request-into- 
a-black^hole/ 

Please reply to confirm your receipt of this report and complaint, and any tracking or 
reference number assigned to this complaint and/or to your investigation. Please advise me of 
the outcome of this complaint and provide me with a copy of any report produced by your 
office in response to this compliant and your investigation. Please feel free to contact me 
if you need any additional information from me, or if I can be of any assistance to you in 
investigating and prosecuting this complaint, 

I am also copying this complaint to the TSA and DHS privacy offices, with a request that it 
be logged in TSA and DHS complaint statistics, investigated, and acted on as a complaint of 
violation of FOIA and potentially the Privacy Act by TSA and DHS officials. 

Sincerely, 

Edward Hasbrouck 
1130 Treat Ave, 
San Francisco, CA 94110 
telephone 415-824-0214 



53 



Edward Hasbrouck 
<edward@hasbrouck.org> 
<http://hasbrouck.org> 
+1-415-824-0214 
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Bird, Rose M 



From: Debnam, Sandra 

Sent: Thursday, November 05, 2009 1 0:46 AM 

To: Bird, Rose M 

Subject: RE: vfolations of FO!A by TSA 

Ok, 

Original Message 

From; Bird, Rose M 

Sent: Thursday, November 05, 2009 10:31 AM 

To: ^ e k na ™» Sandra 

Cc: ^^MMfi SSii <CTR>; Bird, Rose M 

Subject: RE: violations of FOIA by TSA 

TSA already handled. 

Rose Bird 

Director, P rivacy Inciden ts and Inquiries Privacy Office U.S. Department of Homeland Security 

Telephone: S&));W$ 
Fax: f 703) 235-9442 
Email: ISllliH 



Original Message 

From: Privacy 

Sent: Thursday, November 05, 2099 10:20 AM 

To: Bird, Rose M 

Subject: FW: violations of FOIA by TSA 

FYI - 

Original Message 

From: Edward Hasbrouck [mailto:edward@hasbrouck.org] 

Sent: Monday, November 02, 2009 1:41 PM 

To: DH50I6H0TLINE 

Cc: FOIA; FOIA; Privacy; TellTSA; TSA-ContactCenter; ogis@nara.gov 

Subject: violations of FOIA by TSA 

The address of the TSA FOIA office (and, I suspect, the TSA Privacy Act office), and the 
address for postal submisison of FOIA requests to the TSA, have changed without public 
notice. 

The TSA is not currently accepting delivery of FOIA (or, I suspect), Privacy Act) requests 
sent to their officially designated address. 

To my knowledge, this has been the situation at least since October 16, 2009, more than two 
full weeks ago, and it continues today. 

Because the TSA is not accepting delivery of these requests, it is impossible for requesters 
to obtain confirmation of receipt of their requests. Without evidence of the date of 
receipt, it is impossible for requesters to appeal constructive denial of their requests, or 
to litigate constructive denial of requests for expedited processing, 

TSA and DHS are required by FOIA and the Privacy Act to publicly designate, through notices 
in the Federal Register, addresses at which FOIA and Privacy Act requests are accepted, 

1 
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Failure to designate such addresses or to accept delivery at those addresses, or instructing 
the Postal Service not to deliver requests sent to those addresses., are violations of FOIA 
and/or the Privacy Act on the part of the responsible DHS and/or TSA officials. 

The most recent DHS FOIA regulations, as published in the Federal Register (60 FR 4056-4969, 
January 27, 2903) and codified at 6 CFR Part 5, list the TSA FOIA address as: 

Transportation Security Administration 
400 Seventh Street, 5W. 
Washington, DC 20590 

I have been told by phone, on a rare occasion when the TSA FOIA or Pirvacy Act office 
answered their phone, that that address is obsolete. 

The DHS, gov and TSA, gov Web sites list a different address: 

Transportation Security Administration 
Freedom of Information Act Office, TSA-20 
601 S. 12th Street 
11th Floor, East Tower 
Arlington, VA 22202-4220 

However, I believe that neither of these addresses is correct. The U.S. 

Postal Service has told me that they were unable to deliver my FOIA request sent by Express 

Mail to the Arlington address above. 

According to the USPS, my Express Mail letter arrived in the Arlington Post Office on October 
16, 2009, According to the USPS, the TSA zip code has changed to 20598, and the TSA has 
instructed the USPS not to deliver mail sent to that address and zip code 22202. Because the 
TSA has instructed the USPS not to attempt delivery of such mail, the USPS was unable to 
provide proof of delivery, proof of non-delivery, or proof of refusal to accept delivery, and 
my letter was not returned to me. 

Although this happened to my letter on October 16th, more than two full weeks ago, no new TSA 
or DHS FOIA notice, no new TSA Privacy Act SORN for any system of records, and no update to 
the TSA or DHS FOIA regulations in 
6 CFR Part 5 has yet been published in the Federal Register. 

I presume that TSA was aware that their address was to be changed, and that it had been 
changed, and could have published notices of changes in advance on their Web sites and in the 
Federal Register. Standard operating procedures for compliance with FOIA and the Privacy Act 
should have provided for the issuance and publication in the Federal Register of a new FOIA 
notice, updates to the FOIA regulations in 6 CFR Part 5, and new SORNs, *prior* to the 
effective date of the change of address, and special care in instructing the USPS and TSA 
mailroom staff to ensure that requests continued to be delivered without interruption. 

Since that was not done, and until it can be done, the USPS and other carriers should have 
been directed to continue delivery of requests sent to the officially designated addresses. 
The DHS and TSA have an affirmative legal duty under FOIA and the Privacy Act to promulgate 
valid addresses and ensure that they accept delivery of requests sent to those addresses. To 
direct that requests be sent to an address that, by TSA directive to the Postal Service, has 
been rendered a "black hole", constitutes de facto summary, secret denial of all such 
requests. 

My FOIA request — sent by e-mail and Express Mail on October 15, 2009 -- included a request 
for expedited processing. Under FOIA, the TSA was required to make a a decision on that 
request for expedited processing within 10 days, that is, by October 25., 2009. Although I 
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was eventually told by telephone that my request was received by the ISA FOIA office, and I 
have been promised postal and e-mail confirmation of receipt by the TSA FOIA office, I have 
yet to receive any written or electronic confirmation. 

Under FOIA, I was entitled to commence litigation to challenge the constructive denial of my 
request for expedited processing 10 days after the receipt of my request. But since the 
TSA's refusal to accept delivery has made it impossible for me to prove when my request was 
received, it effectively bars the courthouse door, and prevents me from seeking judicial 
review of their constructive denial, or administrative review (if they had actually 
responded), until they provide confirmation of when they received my request. 

This is an extremely grave due process violation. Until corrected through proper new federal 
register notices and instructions to the USPS and other delivery services, it categorically 
precludes FOIA and perhaps also Privacy Act requests and appeals or litigation of 
constructive denials, 

Instead of having been able to commence litigation October 25th (if they confirmed receipt of 
my e-mail on October 15th) or October 26th (if they signed for my Express Mail letter on 
October 16th), I am still waiting for written confirmation of receipt of my request, 

I believe that these actions clearly constitute mismanagement by the DHS and TSA, and 
violations of FOIA and probably also the Privacy Act, 

I request that the Office of the Inspector General investigate this complaint and bring 
appropriate enforcement action for sanctions against the responsible DHS and/or TSA 

officials. 

Even if these violations were to be corrected by new notices in the Federal Register 
tomorrow, the damage of several weeks during which the TSA refused to accept properly 
addressed FOIA requests has been done, and I request that you proceed with your investigation 
of this complaint. 

Most requesters, of course, will not even know that their request was not delivered, and may 
never know why they never receive a response. As part of your investigation, I request that 
you attempt to determine how many other such requests may not have been delivered. And I 
urge that the TSA and DHS be required, as part of their mitigation of their violations of the 
law, to publish prominent notices -- through their usual press release distribution channels 
and on the DHS and TSA home pages and FOIA and Privacy Act Web pages -- that requests may 
not have been delivered, and advising past requesters of the need to re-send their requests. 

My request for expedited processing was made as a journalist, and I have reported publicly on 
this incident at: 

http://www, papers please. org/ wp/2009/10/27/tsa -sends -our -foia- request -into - 
a~black-hole/ 

Please reply to confirm your receipt of this report and complaint, and any tracking or 
reference number assigned to this complaint and/or to your investigation, Please advise me of 
the outcome of this complaint and provide me with a copy of any report produced by your 
office in response to this compliant and your investigation* Please feel free to contact me 
if you need any additional information from me, or if I can be of any assistance to you in 
investigating and prosecuting this complaint. 

I am also copying this complaint to the TSA and DHS privacy offices, with a request that it 
be logged in TSA and DHS complaint statistics, investigated, and acted on as a complaint of 
violation of FOIA and potentially the Privacy Act by TSA and DHS officials. 
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Sincerely., 

Edward Hasbrouck 
1130 Treat Ave. 
San Francisco, CA 94110 
telephone 415-824-0214 



Edward Hasbrouck 
<edward@hasbrouck . org> 
<http : //hasbrouck . org> 
+1-415-824-0214 
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HolEeriand, William 



Fro m ; PW^|ffii ] a|t : j;:ttg$;l <CTR> 

Sent: Tuesday, December .15, 2009 12:20 PM 

To: Holzerfand, William 

Cc: Lockett, Vania 

Subject: Complaint from Requestor - Edward Hasbrouck 

Edward Hasbrouck called and advised he has submitted two requests, one to CBP and the second to TSA in 2007. He 
has never received an acknowledgement from TSA but did received one from CBP, To date he has not received 
information from either component. Please see details below; 

CBP 

o He received a partial response to PA request on 9/18/2007 and the tracking number is 2007-F4114. 

o He sent request certified mail and request was receipted on 9/1 8/2007 

o Contacted CBP and was advised his request was lost. He resubmitted request by e-maif and fifed an appeal. 

o He filed a new PA request dated 10/15/2009 sent express mail and receipted by CBP on 10/19/2009 

o He has submitted two appeals of constructive denial sent to CBP on 12/1 1/2009 express mail 

TSA 

o Request was resubmitted by e-mail and TSA has never responded to phone calls nor e-mail 

o The wrong phone number is published 

o SORNS are missing for various systems and are not published with new address 

o Zip code is incorrect 

He would like to file a law suit but advised he really does not want to spend the money but would be reimburse since we 
are not in compliance with the act, He is seeking guidance from our office to have hfs request processed by the 
components. 

Bill, I believe this is the same individual who called approximately a month ago and complained about an incorrect 
address (zip code) and phone number which you had TSA to correct 



He can be reached at 415-824-0214. 
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Holzerland, William 



From: Holzerland, William 

Sent: Tuesday, December 15, 2009 2:25 PM 

To: Janet, Kevin TSA FOIA; KAY, ELiSSA G; SUZUKI, SHARI 

Cc: Pietra, Peter; Leckey, Eric 

Subject: Fw; Complaint from Requestor- Edward Hasbrouck 

Kevin, pis see below re: an outstanding request to TSA from Mr. Hasbrouck from 2007. Elissa and Shari, pis see below 
w/r/t an initial request, a related partial response, a new request and several related appeals from the same requester. 
Pete and Eric, copying you as an 'FYP since Mr. Hasbrouck mentioned having issues with SORNs being out of date, CBP 
and TSA foia colleagues, can you provide me with status info on all of Mr. Hasbrouck's outstanding issues? Thx, 8 

William H. Holzerland, CIPP/G 

U.S. Department of Homeland Security 

Associate Director, 

Disclosure Policy & FOIA Program Development 

(703) 235-0790 



From: ^ff^MXm^^M <CT ^ > 

To; Ho zerland, William 

Cc: Lockett, Vanla 

Sent: Tue Dec 15 12:20:28 2009 

Subject: Complaint from Requestor - Edward Hasbrouck 



Edward Hasbrouck called and advised he has submitted two requests, one to CBP and the second to TSA in 2007, He 
has never received an acknowledgement from TSA but did received one from CBP. To date he has not received 
information from either component. Please see details below: 

CBP 

o He received a partial response to PA request on 9/18/2007 and the tracking number is 2007-F4114, 

o He sent request certified mail and request was receipted on 9/18/2007 

o Contacted CBP and was advised his request was lost. He resubmitted request by e-mail and filed an appeal. 

o He filed a new PA request dated 10/15/2009 sent express mail and receipted by CBP on 10/19/2009 

o He has submitted two appeals of constructive denial sent to CBP on 12/11/2009 express mail 

TSA 

o Request was resubmitted by e-mail and TSA has never responded to phone calls nor e-mail 

o The wrong phone number is published 

o SORNS are missing for various systems and are not published with new address 

o Zip code is incorrect 

He would like to file a law suit but advised he really does not want to spend the money but would be reimburse since we 
are not in compliance with the act. He is seeking guidance from our office to have his request processed by the 
components. 

Bill, I believe this is the same individual who called approximately a month ago and complained about an incorrect 
address (zip code) and phone number which you had TSA to correct. 



He can be reached at 415-824-0214. 
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From: Holzeriand, William [mailtogg 

Sent: Tuesday, December 15, 2009 2:25 PM 

Tot Janet, Kevin TSA FOIA; KAY, ELISSA G; SUZUKI, SHARI 

Cc: Pletra, Peter; Leckey, Eric 

Subject: Fw: Compfaint from Requestor - Edward Hasbrouck 

Kevin, pis see below re: an outstanding request to TSA from Mr, Hasbrouck from 2007. Elissa and Shah, pis see below 
w/r/t an initial request, a related partial response, a new request and several related appeals from the same requester, 
Pete and Eric f copying you as an 'FYI' since Mr. Hasbrouck mentioned having issues with SORNs being out of date. CBP 
and TSA foia colleagues, can you provide me with status info on all of Mr. Hasbrouck's outstanding issues? Thx, B 



William H. Holzeriand, CIPP/G 

U.S. Department of Homeland Security 

Associate Director, 

Disclosure Policy & FOIA Program Development 

(703) 235-0790 



From : [^HM : V; : ->--hu\ ' , ■< -ft 1 <CTR> 

To: Holzeriand, William 

Cc: Lockett, Vania 

Sent; Tue Dec 15 12:20:28 2009 

Subject: Complaint from Requestor - Edward Hasbrouck 

Edward Hasbrouck called and advised he has submitted two requests, one to CBP and the second to TSA in 2007. He 
has never received an acknowledgement from TSA but did received one from CBP. To date he has not received 
information from either component, Piease see details below: 

CBP 

o He received a partial response to PA request on 9/18/2007 and the tracking number is 2007-F4114. 

o He sent request certified mail and request was receipted on 9/18/20O7 

o Contacted CBP and was advised his request was lost, He resubmitted request by e-mail and filed an appeal 

o He filed a new PA request dated 10/15/2009 sent express mail and receipted by CBP on 10/19/2009 

o He has submitted two appeals of constructive denial sent to CBP on 12/11/2009 express mail 

TSA 

o Request was resubmitted by e-mail and TSA has never responded to phone calls nor e-mail 

o The wrong phone number is published 

o SORNS are missing for various systems and are not published with new address 

o Zip code is incorrect 
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He would [Ike to file a law suit but advised he really does not want to spend the money but would be reimburse since we 
are not in compliance with the act. He is seeking guidance from our office to have his request processed by the 
components. 

Bill, I believe this is the same individual who called approximately a month ago and complained about an incorrect 
address (zip code) and phone number which you had TSA to correct 



He can be reached at 415-824-0214. 
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From: Holzerland, William [malltojj^^^ggj^b^^ 
Sent: Tuesday, December 15, 2009 2:25 p^ 1 ^' 11 ^^^^- 
To: Janet, Kevin TSA FOIA; KAY, ELISSA G; SUZUKI, SHARI 
Cc: Pietra, Peter; Leckey, Eric 
Subject: Fw: Complaint from Requestor - Edward Hasbrouck 






William H. HolzerJand, CfPP/G 

U.S. Department of Homefand Security 

Associate Director, 

Disclosure Policy & FOIA Program Devefopment 

(703) 235-0790 



From: ^^Bj£M3Wf:^ <CTR> 

To: Holzerland, William 

Cc: Lockett, Vania 

Sent; Tue Dec 15 12:20:28 2009 

Subject: Complaint from Requestor - Edward Hasbrouck 



SSSSsSSaa^Bas-a: s^wjsar- * 



information from either component. Please see detaiis below: 
CBP 
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o He received a partial response to PA request on 9/18/2007 and the tracking number is 2007-F4114. 

o He sent request certified mail and request was receipted on 9/18/2007 

o Contacted CBP and was advised his request was fost. He resubmitted request by e-mail and filed an appeal. 

o He filed a new PA request dated 10/15/2009 sent express mail and receipted by CBP on 10/19/2009 

o He has submitted two appeals of constructive denial sent to CBP on 12/1 1/2009 express mail 

TSA 

o Request was resubmitted by e-mail and TSA has never responded to phone calls nor e-mail 

o The wrong phone number is published 

o SORNS are missing for various systems and are not published with new address 

o Zip code is incorrect 

He would like to file a law suit but advised he really does not want to spend the money but would be reimburse since we 
are not in compliance with the act He is seeking guidance from our office to have his request processed by the 
components. 

Bill, I believe this is the same individual who called approximately a month ago and complained about an incorrect 
address (zip code) and phone numberwhich you had TSA to correct. 



He can be reached at 415-824-0214. 
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Cc: Pietra, Peter; Leckey, Eric 

Subject: Pw: Complaint from Requestor - Edward Hasbrouck 

Kevin, pis see below re: an outstanding request to TSA from Mr. Hasbrouck from 2007- Elissa and Sharf, pis see below 
w/r/t an initial request, a related partial response, a new request and several related appeals from the same requester 
Pete and Eric, copying you as an 'FYP since Mr. Hasbrouck mentioned having issues with SORNs being out of date. CBP 
and TSA foia colleagues, can you provide me with status info on all of Mr. Hasbrouck's outstanding issues? Thx, B 

William H. HolzerJand, CIPP/G 

U,S, Department of Homeland Security 

Associate Director, 

Disclosure Policy & FOIA Program Development 

(703) 235^0790 




From: 

To: Holzeriand, William 

Cc; Lockett, Vania 

Sent: Tue Dec 15 12:20:28 2009 

Subject: Complaint from Requestor - Edward Hasbrouck 

Edward Hasbrouck called and advised he has submitted two requests, one to CBP and the second to TSA in 2007 He 
has never received an acknowledgement from TSA but did received one from CBP. To date he has not received 
information from either component. Please see details below: 

CBP 

o He received a partial response to PA request on 9/1 8/2007 and the tracking number is 2007-F41 14. 

o He sent request certified mail and request was receipted on 9/18/2007 

o Contacted CBP and was advised his request was lost. He resubmitted request by e-mail and filed an appeal. 

o He filed a new PA request dated 1 0/1 5/2009 sent express mail and receipted by CBP on 1 0/1 9/2009 

o He has submitted two appeals of constructive denial sent to CBP on 12/1 1/2009 express mail 

TSA 

o Request was resubmitted by e-mail and TSA has never responded to phone calls nor e-mail 

o The wrong phone number is published 

o SORNS are missing for various systems and are not published with new address 

o Zip code is incorrect 

He would like to file a law suit but advised he ready does not want to spend the money but would be reimburse since we 

are not in compliance with the act He is seeking guidance from our office to have his request processed by the 
components. 

Bill, I believe this is the same individual who calied approximately a month ago and complained about an incorrect 
address (zip code) and phone number which you had TSA to correct. 



He can be reached at 415-824-0214. 
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Director, Privacy incidents and Inquiries 
Privacy Office 

U.S. Department of Homeland Security 
Telephone: (703) 235-0758 

Fax: ( 7 0.312^^4«^^ 
Email: ^^lj|yp jggpij^S 



Bird, Rose M 



From: Bird, Rose M 

Sent: Thursday, December 17, 2009 1:33 PM 

To: Johnson, Anthony TSA HQ 

Subject: FwT Complaint from Edward Hasbrouck 

Attachments: Complaint from Requestor - Edward Hasbrouck; RE: Compfaint from Requestor - Edward 

Hasbrouck; FW; violations of FOIA by TSA; FW; violations of FOIA by TSA; RE: Complaint 

from Requestor - Edward Hasbrouck 

Here is the emai! I referenced. Bill Holzerfand granted permission to me to send to you. 

Rose Bird 

Director, Privacy Incidents and Inquiries 

Privacy Office 

U.S. Department of Homeland Security 

Telephone: [|^WB 

Fax: (703)235-0442 



From: Holzerland, William 

Sent: Thursday, December 17, 2009 10:03 AM 

To: Bird r Rose M 

Subject: Complaint from Edward Hasbrouck 

Rose, 

I spoke with Edward Hasbrouck, a gentleman who has encountered difficulties with issues related to various FOIA 
requests with several DHS components, yesterday afternoon. Mr. Hasbrouck also rambled about "criminal violations of 
the Privacy Act" by various DHS employees and multiple components. Hasbrouck also complained that various TSA 
SORNs are out of date and is aggravated he has brought this to the attention of the Privacy Office, TSA privacy folks, the 
IG and various other parties and that "we" {the royal "we" - he means everybody) have allegedly taken no action in 
response to these complaints. He indicated he has complained and complained to the IG to no avail and he also stated 
he has sent complaint-type correspondence ad nauseam to privacy{5),dhs.qov without it being acknowledged, no action 
taken, etc. At any rate, J attempted to help him with the FOIA matters yesterday and he was belligerent and rude to an 
unacceptable degree when I called him, so be wary of that fact He is impossible to deal with. I am not sure what (if 
anything) you can do to help him or whether his privacy complaints have merit or not, but I wanted to pass this on for 
appropriate action, 
Regards, 
Bill 

William H. Holzerland. CIPP/G 

U,S. Department of Homeland Security 

Associate Director, 

Disclosure Policy & FOIA Program Development 
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From: Bird, Rose M [mallto jjfJBI 

Sent: Thursday, December 17, 2009 1:33 PM 

To: Johnson, Anthony TSA HQ 

Cc: I^^^^H <CTR>; Bird, Rose M 
Subject: FW: Complaint from Edward Hasbrouck 

Here is the email I referenced. Bill Holzerland granted permission to me to send to you. 

Rose Bird 

Director, Privacy Incidents and Inquiries 

Privacy Office 

U.S. Department oHHomeland Security 

Telephone: |p§& 

Fax: (703 ) 235- 0442 

Email: If 




From: Holzerland, William 

Sent: Thursday, December 17, 2009 10:03 AM 

To: Bird, Rose M 

Subject: Complaint from Edward Hasbrouck 

Rose, 

I spoke with Edward Hasbrouck, a gentleman who has encountered difficulties with issues related to various FOIA 
requests with several DHS components, yesterday afternoon. Mr. Hasbrouck also rambled about "criminal violations of 
the Privacy Act" by various DHS employees and multiple components, Hasbrouck also compfained that various TSA 
SORNs are out of date and is aggravated he has brought this to the attention of the Privacy Office, TSA privacy folks, the 
IG and various other parties and that Ve" (the royal "we" - he means everybody) have allegedly taken no action in' 
response to these complaints. He indicated he has complained and complained to the IG to no avail and he also stated 
he has sent complaint-type correspondence ad nauseam to Drivacv@dhs.gov without it being acknowledged, no action 
taken, etc. At any rate, I attempted to help him with the FOIA matters yesterday and he was belligerent and rude to an 
unacceptable degree when I called him, so be wary of that fact He is impossible to deal with. I am not sure what (if 
anything) you can do to help him or whether his privacy complaints have merit or not, but I wanted to pass this on for 
appropriate action. 
Regards, 
Bill 

William H. Holzerfand, C1PP/G 

US, Department of Homeland Security 

Associate Director, 

Disclosure Policy & FOIA Program Development 
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Bird, Rose M 

From: 
Sent; 
To: 
Subject: 



Bird, Rose M 

Thursday, December 17, 2009 1:40 PM 

Johnson, Anthony TSA HQ 

RE: Complaint from Edward Hasbrouck 



Can I call you now? 

Rose Bird 

Director, Privacy Incidents and inquiries 

Privacy Office 

U.S. Department qnjomeland Security 

Telephone: ili§if™ 

Fax: (703)235-0^2 

Email: ^^^^^S 



m 




From: Bird, Rose M [mailto^j^ 
Sent: Thursday, December 17, 2009 TY33 PM 
Tot Johnson, Anthony TSA HQ 
Cc: l^^^^^B <CTR>; Bird, Rose M 
Subjects FW; Complaint from Edward Hasbrouck 



Here is the email I referenced, Bill Hoizerland granted permission to me to send to you. 

Rose Bird 

Director, Privacy incidents and Inquiries 

Privacy Office 

U.S. Department of Homeland Security 

Fax: (703JJ35 : 0442_ 
Email: SIP 



From: Hoizerland, William 

Sent: Thursday, December 17, 2009 10:03 AM 

To: Bird, Rose M 

Subjects Complaint from Edward Hasbrouck 

Rose, 
I spoke with Edward Hasbrouck, a gentleman who has encountered difficulties with issues related to various FOIA 
requests with several DHS components, yesterday afternoon. Mr. Hasbrouck also rambled about "criminal violations of 
the Privacy Act" by various DHS employees and multiple components. Hasbrouck also complained that various TSA 
SORNs are out of date and is aggravated he has brought this to the attention of the Privacy Office, TSA privacy folks, the 
IG and various other parties and that "we" (the royal "we" - he means everybody) have allegedly taken no action In 
response to these complaints. He indicated he has complained and complained to the IG to no avail and he also stated 
he has sent complaint-type correspondence ad nauseam to privacv@dhs.qov without it being acknowledged, no action 
taken, etc. At any rate, I attempted to help him with the FOIA matters yesterday and he was belligerent and rude to an 
unacceptable degree when I called him, so be wary of that fact. He is impossible to deal with, I am not sure what (if 
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anything) you can do to help him or whether his privacy complaints have merit or not, but I wanted to pass this on for 

appropriate action. 

Regards, 

Bill 

Wifiiam H. Hoizerland, CIPP/G 

U.S. Department of Homeland Security 

Associate Director, 

Disclosur e Policy & FOIA Program Development 
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From: Bird, Rose M [mailto [ ___ 

Sent; Thursday, December 17, 2009 1:33 "PM 

To: Johnson, Anthony TSA HQ 
Cc: i®S^S <CTR>; Bird, Rose M 
Subject: FW; Complaint from Edward Hasbrouck 

Here is the email I referenced. Bill Holzerfand granted permission to me to send to you. 

Rose Bird 

Director, Privacy Incidents and Inquiries 

Privacy Office 

U.S, Department of Homeland Security 

Telephone: '"~ mL ~ * 

Fax: (703)235^442 
Email: 



From: Holzerland, William 

Sent: Thursday, December 17, 2009 10:03 AM 

To: Bird, Rose M 

Subject: Complaint from Edward Hasbrouck 

Rose, 
! spoke with Edward Hasbrouck, a gentleman who has encountered difficulties with issues related to various FOIA 
requests with several DHS components, yesterday afternoon. Mr. Hasbrouck also rambled about "criminal violations of 
the Privacy Act" by various DHS employees and multiple components, Hasbrouck also complained that various TSA 
SORNs are out of date and is aggravated he has brought this to the attention of the Privacy Office, TSA privacy folks, the 
IG and various other parties and that "we" (the royal "we" - he means everybody) have allegedly taken no action in 
response to these complaints. He indicated he has complained and complained to the IG to no avail and he also stated 
he has sent complaint-type correspondence ad nauseam to privacvcadhs.qov without it being acknowledged, no action 
taken, eta At any rate, I attempted to help him with the FOIA matters yesterday and he was belligerent and rude to an 
unacceptable degree when I called him, so be wary of that fact He is impossible to deal with. I am not sure what (if 
anything) you can do to help him or whether his privacy complaints have merit or not, but 1 wanted to pass this on for 
appropriate action. 

I 

'86 



Regards, 
Bill 

William H. Holzerland, CIPP/G 

U.S. Department of Homeland Security 

Associate Director, 

Disclosure Policy & FOIA Program Development 
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From: Bird, Rose M [mafltQ ^^^|i ii||i^g 
Sent: Thursday, December 17, 2009 1:40 PM 
To: Johnson, Anthony TSA HQ 
Subject: RE: Complaint from Edward Hasbrouck 

Can I call you now? 

Rose Bird 

Director, Privacy incidents and inquiries 

Privacy Office 

U.S. Departmem^H^^and Security 

Telephone: pfc^^ Hl'V : \jl 

Fax: (703)235-6442 

Email: 



! [Sy& . 1 D^torcTa y ffi^jHr- 



From; Bird, Rose M [mailtojjjj| 

Sent; Thursday, December 17, 2009 1:33 PM 
To: Johnson, Anthony TSA HQ 

Cc! ff^^^^B <CTR> ; Bird, Rose M 
Subject: FW: Complaint from Edward Hasbrouck 

Here is the email ! referenced. Bilf Hoizerfand granted permission to me to send to you. 

Rose Bird 

Director, Privacy Incidents and Inquiries 

Privacy Office 

U.S. Department of H omela nd Security 

Telephone: (HP ~ 

Fax: (703) 235-0442 

Email: 

From: Holzerland, William 

Sent: Thursday, December 17, 2009 10:03 AM 

To: Bird, Rose M 

Subject: Complaint from Edward Hasbrouck 

Rose, 
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I spoke with Edward Hasbrouck, a gentleman who has encountered difficulties with issues related to various FOIA 
requests with several DHS components, yesterday afternoon. Mr. Hasbrouck also rambled about "criminal violations of 
the Privacy Act" by various DHS employees and multiple components, Hasbrouck also complained that various TSA 
SORNs are out of date and \s aggravated he has brought this to the attention of the Privacy Office, TSA privacy folks, the 
1G and various other parties and that Ve" {the royal "we" - he means everybody) have allegedly taken no action in 
response to these complaints. He indicated he has complained and complained to the 1G to no avail and he also stated 
he has sent complaint-type correspondence ad nauseam to p_rivacv@.dh_s r cipy without It being acknowledged, no action 
taken, etc. At any rate, I attempted to help him with the FOIA matters yesterday and he was belligerent and rude to an 
unacceptable degree when I called hirn, so be wary of that fact He is impossible to deal with. 1 am not sure what (if 
anything) you can do to help him or whether his privacy complaints have merit or not, but I wanted to pass this on for 
appropriate action. 
Regards, 
Bill 

William H. Holzerland, C1PP/G 

U.S. Department of Homeland Security 

Associate Director, 

Disclosure Policy & FOIA Program Development 



eg 



Bird, Rose M 



From: Bird, Rose M 

Sent: Thursday, December 17, 2009 1:55 PM 

To: Pietra, Peter; Bird, Rose M 

Cc: Johnson, Anthony TSA HQ; Barrett, Claire; Janet, Kevin TSA FOIA 

Subject: RE: Complaint from Edward Hasbrouck 

Thanks, Peter. There was a long message on my voicemail yesterday and accusations were made, i wanted to follow up 
on the November 3, 2009 email request he submitted. I am calling Tony now. 

Rose Bird 

Director, Privacy Incidents and Inquiries 

Privacy Office 

U.S. Department of Hom eland Security 

Telephone: jjj||||~~ 

Fax: (703) 2 35-0442 

Email: 



n/^^^i^^®^^ftsr' 



From; Bird, Rose M [mailtoSS 



Sent? Thursday, December 17, 2009 1:33 PM 
To: Johnson, Anthony TSA HQ 

Cc: f|^S^^B1 <CTR>; Bird/ Rose M 
Subject: FW: Complaint from Edward Hasbrouck 

Here is the email I referenced. Bill Holzerland granted permission to me to send to you. 

Rose Bird 

Director, Privacy Incidents and Inquiries 

Privacy Office 

U.S. De pa rt m i ent ofl H io me I a nd Security 

Fax: (703) 235-0442 

Email: 
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From: Bird, Rose M [maifto f§||i 

Sent: Thursday, December 17, 20091^55 PM 

To: Pietra, Peter; Bird, Rose M 

Cc: Johnson, Anthony TSA HQ; Barrett, Claire; Janet, Kevin TSA FOIA 

Subject: RE: Complaint from Edward Hasbrouck 



Thanks, Peter. There was a fong message on my voicemail yesterday and accusations were made, i wanted to follow up 
on the November 3, 2009 email request he submitted. I am calling Tony now. 

Rose Bird 

Director, Privacy Incidents and Inquiries 

Privacy Office 

U.S. Department o f Homela nd Security 

Telephone; 

Fax; (703^235-0442 

Email: 







^^^ffira 



From: Bird, Rose M [mailto j 

Sent: Thursday, December 17, 2009 1:33 PM 
To: Johnson, Anthony TSA HQ 

Cc; BHBBH Rl^ <CTR>; Bird, Rose M 
Subject: FW: Complaint from Edward Hasbrouck 
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Here is the email I referenced. Bill Hoizerland granted permission to me to send to you, 

Rose Bird 

Director, Privacy Incidents and inquiries 

Privacy Office 

U.S. Department of Homeland Security 

Telephone: mpiU'S'^S 

Fax: (703)235-0442 

Email: llliflKMllilitl 



From: Hoizerland, William 

Sent: Thursday, December 17, 2009 10:03 AM 

To; Bird, Rose M 

Subject: Complaint from Edward Hasbrouck 

Rose, 

[ spoke with Edward Hasbrouck, a gentleman who has encountered difficulties with issues related to various FOIA 
requests with several DHS components, yesterday afternoon. Mr. Hasbrouck also rambled about "criminal violations of 
the Privacy Act" by various DHS employees and multiple components, Hasbrouck also complained that various TSA 
SORNs are out of date and is aggravated he has brought this to the attention of the Privacy Office, TSA privacy folks, the 
IG and various other parties and that "we" (the royal "we" - he means everybody) have allegedly taken no action in 
response to these compfainis. He Indicated he has complained and complained to the IG to no avail and he also stated 
he has sent complaint-type correspondence ad nauseam to prfvacv@dhs.gov without it being acknowledged, no action 
taken, etc. At any rate, I attempted to help him with the FOIA matters yesterday and he was belligerent and rude to an 
unacceptable degree when I called him, so be wary of that fact. He is impossible to deal with. I am not sure what (If 
anything) you can do to help him or whether his privacy complaints have merit or not, but I wanted to pass this on for 
appropriate action. 
Regards, 
Bill 

William H. Hoizerland, CIPP/G 

U.S. Department of Homeland Security 

Associate Director, 

Disclosure Policy & FOIA Program Development 
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Bird, Rose M 



From: Bird, Rose M 

Sent: Thursday, December 17, 2009 2:13 PM 

To: Pietra, Peter 

Cc: Johnson, Anthony TSA HQ;|^V^ ^?"^ ; | <CTR>; Bird, Rose M; Holzeriand, William 

Subject: FW: Complaint - Edward Hasbrouck 

Peter, 

This is the issue Mr. Hasbrouck left the message about. Per my conversation with Tony today, this was handled by TSA 

FOIA. Do you think a meeting with Bill Holzeriand, your team and Mary Ellen, in January would be useful? 

Rose Bird 

Director, Privacy incidents and Inquiries 

Privacy Office 

U.S. Department o£Homeland Security 

Telephone: ^M^M^ 

Fax: (703) 235-0442 

Email: 



From: Bird, Rose M [mailto^||;|l||||||l|j^p 
Sent: Tuesday, November 03, 2009 10:10 AM 
To; Johnson, Anthony TSA HQ 
Subject: RE: violations of FOIA by TSA 

Thanks, Tony, J agree and Bill Howzerland from my office had sent to me and I had the same reservation you mentioned, 
/ill you record it for stats purposes as no action as it is a complaint about a website? 



Bi(t indicated just now that he had spoken to Peter Pietra maybe yesterday. 

Rose Bird 

Director, Privacy Incidents and Inquiries 

Privacy Office 

U.S. Department of Homeland Security 

Telephone: jjlltflli 

Fax: (7M235-Q442 

Email; Elllfef : Miiiil 



\&£s luimm 



From: Bird, Rose M [mailtoSB 



Sent: Thursday, December 17, 2009 2:13 PM 

Tor Pietra, Peter 

Cc: Johnson, Anthony TSA HQ;|gf^^^| <CTR>; Bird, Rose M; Hoizerland, William 

Subject: FW: Complaint - Edward Hasbrouck 

Peter, 

This is the issue Mr. Hasbrouck left the message about. Per my conversation with Tony today, this was handled by TSA 

FO!A. Do you think a meeting with Bill Hoizerland, your team and Mary Ellen, in January would be useful? 

Rose Bird 

Director, Privacy incidents and Inquiries 

Privacy Office 

U,S, Department of Homeland Security 

Telephone: p^^HftKil| 

Fax; (703)235-.0442 

Email: IWffi 



li f.SvSi--! PMcTOiTp \ c"f ifft 



From: Bird, Rose M [mailt ^|§|j^^ ^^^3| 
Sent: Tuesday, November 03, 2009 10:10 AM 
To: Johnson, Anthony TSA HQ 
Subject: RE: violations of FOIA by TSA 

Thanks, Tony. I agree and Bill Howzerland from my office had sent to me and I had the same reservation you mentioned. 
Will you record it for stats purposes as no action as it is a complaint about a website? 

Biff indicated just now that he had spoken to Peter Pietra maybe yesterday. 

Rose Bird 

Director, Privacy Incidents and Inquiries 

Privacy Office 

U,S, Department of Homeland Security 

Telephone: f^^^ 

Fax: (703)235-0442 
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Bird, Rose M 



From: 

Sent: 

To: 

Subject: 



Bird, Rose M 

Thursday, December 17, 2009 2:29 PM 

Pietra, Peter 

RE: Complaint - Edward Hasbrouck 



Ok great. No meeting. J just don't want him to get out of control and also ensure his issue was resolved. 

Put on your Privacy Man suit and ward off aJJ evil. 

Rose Bird 

Director, Privacy Incidents and inquiries 

Privacy Office 

U.S. Department of Homeland Security 

Telephone; pp|fpSHttlffi^iii 

Fax: (70^2^0442 

Email: WmMISSi, 



mmmmm 
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From: Bird, Rose M [malltojjj 

Sent: Thursday, December 17, 2009 2:13 PM 
To: Pietra, Peter 

<CTR>; Bird, Rose M; Holzerland, William 



Cc: Johnson, Anthony TSA HQ; ___ 

Subject: FW: Complaint - Edward Hasbrouck 

Peter, 

This is the issue Mr. Hasbrouck left the message about, Per my conversation with Tony today, this was handled by TSA 
FOEA, Do you think a meeting with Bill Holzerland, your team and Mary Ellen, in January would be useful? 

Rose Bird 

Director, Privacy Incidents and Inquiries 

Privacy Office 

U.S, Department of Homeland Security 

Telephone: ^^^^^ ^^ 

Fax: (703)235^442 

Email: WSSSIBr 



[['?£)$% j tJJjft.^i "S WSi^M\« 



Bird, Rose M 



From: 

Sent: 

To; 

Cc: 

Subject: 



Hoizeriand, William §J§|§ 

Thursday, December 17r2W9~2T37T[vr 

Pietra, Peter; Bird, Rose M 

Johnson, Anthony TSA HQ; 

Re: Complaint - Edward Hasbrouck 



|J 



I'm with Pete-though there's a kernel of merit to some of his complaints, meeting to discuss them is a waste of resources. 
Every time I have interacted with Hasbrouck, I have tried to help him.., yet he persists in being difficult simpfy for the sake 
of being difficult 

William H. Holzerland t CIPP/G 

U.S. Department of Homeland Security 

Associate Director, 

Disclosure Policy & FOIA Program Development 

(703) 235-0790 
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From: Bird, Rose M [mailtolPJj! 

Sent: Thursday, December 17, 2009 2:13 PM 
To: Pietra, Peter ^^ 

Cc: Johnson, Anthony TSA ^Qi^SXBBKBS <CTR>; Bird, Rose M; Hoizeriand, William 
Subject; FW: Compiaint - Edward Hasbrouck 

Peter, 

This is the issue Mr. Hasbrouck left the message about. Per my conversation with Tony today, this was handled by TSA 

FOIA, Do you think a meeting with Bill Hoizeriand, your team and Mary Ellen, in January would be useful? 

Rose Bird 

Director, Privacy Incidents and Inquiries 

Privacy Office 

U.S. Department of Homeland Security 

Telephone; ||[^~ 

Fax: (7031235^0442 

Emaif; 
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Bird, Rose W! 



From: 
Sent; 
To: 
Subject: 



Bird, Rose M 

Thursday, December 17, 2009 2:44 PM 

Holzerland, Wilfiam 

RE: Complaint - Edward Hasbrouck 



I concurred as well 

Rose Bird 

Director, Privacy incidents and Inquiries 
Privacy Office 

U.S. De P art t ^^^^^^jand Security 
Telephone: ^^^ "■—^— 

Fax: {703)235-0442 
Email: II 






From: Holzerfand, William [mailto 

Sent: Thursday, December 17, 2009 2:37 PM 

To: Pletra, Peter; Bird, Rose M 

Cc: Johnson, Anthony TSA HQ; ISf^QHP J 

Subject: Re: Complaint - Edward Hasbrouck 

F^n^mf S* ou ?1 the ?'^ a k f , nel of mer[t t0 ™™ of his complaints, meeting to discuss them is a waste of resources 

^2S? l aCtSd "^ HaSbr ° UCk ' f ^^ tfjed ^ '^ ^^-^ ^ P«'* '" WHO Xu»X* fcS^S" 

William H. Holzerfand, CIPP/G 

U.S. Department of Homeland Security 

Associate Director, 

Disclosure Policy & FOIA Program Development 

(703) 235-0790 
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From: Bird, Rose M [mail toff 



Sent: Thursday, December 17, 2009 2:13 PM 

To: Pietra, Peter 

Cc: Johnson, Anthony TSA HQ;j| 



<CTR>; Bird, Rose M; Holzerland, William 



Subject: FW; Complaint - Edward'Hasbrouck 

Peter, 

This is the issue Mr. Hasbrouck left the message about. Per my conversation with Tony today, this was handled by TSA 

FOIA, Do you think a meetrng with Bill Holzerland, your team and Mary Ellen, in January would be useful? 
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Holzerland, William 



Frofri * Hofzerland, William 

$ ent Wednesday, December 30, 2009 1 :57 PM 

X o: B]rd > Rose M ; Pietr a. Peter ; Janet, Kevin <TSA FOiA> 

° c: r Papoi. Catherine 

?" b ^ t: Complaint from Edward Hasbrouck dated 12/16/09 

Attachments: Hasbrouck.Compteirt.12.16mpdf; FW: violations of FOiA by TSA; RE: FOIA contact page 



[«ni Sf te T^ 6e k? 3 ?? 5° mplai ? from Edward Hasbr ouck, dated 12/16/09 r received today - again dealino with the 

H?sbrouck P S S Mr ' HaSbr ° UCk reqU6StS the ° ,G 9nd PR,V d0 severa( «*«■■ Below is a non-exhaustive list of things 
" Elf' 6 hlS C ° mPlaint and brinS appr °P riate enforcement action against the responsible DHS and/or TSA 

requests W6bpageS) that reqUestS ma ^ not have bee n delivered and advise ?ast requesters to resend thefr 
." ahSU COnf l r lH re °? ipt ° f th i S com P |aint a "d advise him of tracking/reference number assigned to it 

■n*Sfto*^ 0f FOiA - *• »»«* Ac, and will be 

«?S5? on' "^^^S^SSmSS^ *" "* ^ Withl ' n minutes of this bein ^ b ™^ to 



Regards, 
Bill 



William H. Holzerland, CIPP/G 

U.S. Department of Homeland Security 

Associate Director, 

Disclosure Policy & FOfA Program Development 
(703) 235-0790 
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The Identity Project 
www.PapersPlease.org 

1736 Franklin Street, 9th Floor 

Oakland, CA 94612 

510-208-7744 (office) 

415-824-0214 (cell/mobile) 

Privacy Office December 16, 2009 

Department of Homeland Security 
245 Murray Drive, S.W. 
Washington, DC 20528 

DHS Office of Inspector General/MAIL STOP 2600 
Attention: Office of Investigations - Hotline 
245 Murray Drive, SW, Building 410 
Washington, DC 20528 

Complaint of violation of FOIA and criminal violation of the Privacy Act by TSA 

The addresses of the TSA FOIA office and the TSA Privacy Act office, and the 
address for postal submission of FOIA and Privacy Act requests to the TSA have 
changed without public notice. 

The TSA is not currently accepting delivery of FOIA or, we suspect, Privacy Act 
requests sent to their officially designated addresses. 7 

To our knowledge, this has been the situation at least since October 16, 2009 and 
we beheve that it continues today. 

Because the TSA is not accepting delivery of these requests, it is impossible for 
requesters to obtain confirmation of receipt of their requests. Without evidence of the 
date of receipt, it is impossible for requesters to appeal constructive denial of their 
requests, or to litigate constructive denial of requests or appeals. 

TSA and DHS are required by FOIA and the Privacy Act to publicly designate 
through notices in the Federal Register, addresses at which FOIA and Privacy Act 
requests are accepted. Failure to designate such addresses or to accept delivery at those 
addresses or instructing the Postal Service not to deliver requests sent to those addresses 
^violations of FOIA and/or the Privacy Act on the part of the responsible DHS Sor 

The Identity Project - complaint - 12/16/09 - page 1 of 4 
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The most recent DHS FOIA regulations, as published in the Federal Register (60 
FR 4056-4069, January 27, 2003) and codified at 6 CFR Part 5, list the TSA FOIA 
address as: 

Transportation Security Administration 
400 Seventh Street, SW. 
Washington, DC 20590 

We have been told by phone, on a rare occasion when the TSA FOIA or Pirvacy 
Act office answered their phone, that that address is obsolete. 



address: 



The DHS.gov and TS Agov Web sites have listed a different FOIA request 



Transportation Security Administration 
Freedom of Information Act Office, TSA-20 
601 S. 12th Street 
11th Floor, East Tower 
Arlington, VA 22202-4220 

_ However, we believe that neither of these addresses is correct. The U S Postal 
Service has told me that they were unable to deliver our FOIA request sent by Express 
Mad to the Arlington address above. 

According to the USPS, my Express Mail letter arrived in the Arlington Post 

SSI ° n ?T™ l\ 2m - Accordfa g t0 ** USPS, the TSA zip code has changed to 
20598 and the TSA has instructed the USPS not to deliver mail sent to that address and 

!f , CO i e ?^5- Because ul the TSA *» instructed the USPS not to attempt delivery of such 
man, the USPS was unable to provide proof of delivery, proof of non-delivery, or proof 
of refusal to accept delivery, and our letter was not returned to us. 

Although this happened to our letter on October 16th, no new TSA or DHS FOIA 
TSA or DHS FOIA regulations in 6 CFR Part 5 has yet been published in the Federal 

We presume that TSA was aware that their address was to be changed, and that it 
had been changed, and could have published notices of changes in advance on their Web 
sites and in the Federal Register. Standard operating procedures for compliance with 
FOIA and the Privacy Act should have provided for the issuance and publication in the 
Federal Register of a new FOIA notice, updates to the FOIA regulations in 6 CFR Part 5 
and new SORNs prior to the effective date of the change of address, and special care in ' 
mstructag the USPS and TSA mailroom staff to ensure that requests continued to be 
delivered without interruption. 

The Identity Project - complaint - 12/16/09 - page 2 of 4 
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Since that was not done, and until it can be done, the USPS and other carriers 
should have been directed to continue delivery of requests sent to the officially 
designated addresses. The DHS and TSA have an affirmative legal duty under FOIA and 
the Privacy Act to promulgate valid addresses and ensure that they accept delivery of 
requests sent to those addresses. To direct that requests be sent to an address that, by 
TSA directive to the Postal Service, has been rendered a "black hole", constitutes de 
facto summary, secret denial of all such requests. 

One of our FOIA requests - sent by e-mail and Express Mail on October 15, 2009 
- included a request for expedited processing. Under FOIA the TSA was required to 
make a a decision on that request for expedited processing within 10 days, that is by 
October 25, 2009 Although we were eventually told by telephone that our request was 

TT* ^ 5 C TSA F ° IA ° ffice ' we received no «*» or electronic confirmation until 
alter the deadline for expedited processing of our request. 

Under FOIA we were entitled to commence litigation to challenge the 
constructive denial of our request for expedited processing 10 days after the receipt of 
our request. But since the TSA's reftisal to accept delivery made it impossible for us to 
prove when our request was received, it effectively barred the courthouse door, and 
prevented us from seeking judicial review of their constructive denial, or administrative 
review (u 5 they had actually responded), until they provided confirmation of when thev 
received our request. 3 

This is an extremely grave due process violation. Until corrected through proper 
new Federal Register notices and instructions to the USPS and other delivery services it 
categorically precludes FOIA and Privacy Act requests and appeals or litigation of ' 
constructive denials. 

we believe that these actions clearly constitute mismanagement by the DHS and 
TSA and violations of FOIA and probably also the Privacy Act. 

cm a 2? re< ? Uest ?* *? ° ffice of the Ins P ert <>r General and the DHS Privacy and 
FCMA offices investigate this complaint and bring appropriate enforcement action for 
sancuons against the responsible DHS and/or TSA officials. 

Even if these violations were to be corrected by new notices in the Federal 
Register tomorrow, the damage of several months during which the TSA refused to 
accept properly addressed FOIA requests has been done, and I request that you proceed 
with your investigation of this complaint. v 

Most requesters, of course, will not even know that their request was not 
delivered and may never know why they never receive a response. As part of your 
investigation, we request that you attempt to determine how many other such requests 
may not have been delivered. And I urge that the TSA and DHS be required, as part of 

The identity Project - complaint - 12/16/09 - page 3 of 4 
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their mitigation of their violations of the law, to publish prominent notices -- through 
their usual press release distribution channels and on the DHS and TSA home pages and 
FOIA and Privacy Act Web pages -- that requests may not have been delivered, and 
advising past requesters of the need to re-send their requests. 

Our request for expedited processing was made as a news media organization, and 
we have reported publicly on this incident at: 

http://www.papersplease.orgAvp/2009/10/27^sa-sends-ouj-foia-request-into- 
a-black-hole/ ^ 

We originally sent this complaint by e-mail on November 2, 2009 to 

T^ @ T' m> ' < °? SOIGH OTLINE@dhs.gov>, <foia.tsa@dhs.gov>, and 
<foia@hq.dhs gov> and have repeatedly attempted to report it by phone to those offices 

rJZfn w P0Stal S fff e (wh ° referred * t0 ** USPS Office of the Inspect 
General) We were told that our complaint had been assigned case #CA100394971 bv 
to Pos^I Service, and DHS OIG report #DHS091104031. But as of today, we have 
received no written acknowledgment or response. 

nr r.fpr!i™ e ^ * *?"? Y ° W ""^ ° f m re P° rt ** complaint, and any tracking 
or reference number assigned to this complaint and/or to your investigation Please advise 

Z^T™ of this T"*** Md provMe us "* a ^ of 555t^SS5 

your office m response to this complaint and your investigation. Please feel free to 
contact me if you need any additional information from us, or if we can be of any 
assistance to you m investigating and prosecuting this complaint. Please also confirm 
tot this complaint has been logged as a compliant of violation of FOIA and the Privacy 
Act, and will be included in your reporting of statistics regarding such complaints. 

We are copying this complaint to the OIG and to TSA and DHS privacy offices 
with a request that it be logged in OIG, TSA and DHS complaint statistics, investS 

£ ^ £££%£&***» ° f F ° IA aRd «***» ***» * * ^acy' 



Sincerely, 




Edward Hasbrouck 
The Identity Project 
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Bird, Rose M 

From: Bird, Rose M 

Sent: V^gnesday December 30, 2009 2:08 PM 

To : f(MlfSi tl:*1 <CTR> 

Cc: 8ir< 

?" b '' e l f t: FW: Complaint from Edward Hasbrouck dated 12/16/09 

Attachments: Hasbrouck,Complaint.12.16.09.pdf; FW: violations of FOIA by TSA; RE: FOIA contact paqe 



update 



We can discuss later, 



Rose Bird 

Director, Privacy Incidents and Inquiries 

Privacy Office 

U.S. Department of Homeland Security 

Telephone: §|ji ^pFlB Ki;iJP 

Fax: (703^235-0442 

Email: M~ 



From: Holzerland, William 

Sent: Wednesday, December 30, 2009 1:57 PM 

To: Bird, Rose M; Pietra, Peter; Janet, Kevin TSA FOIA 

Cc: Papoi, Catherine 

Subject: Complaint from Edward Hasbrouck dated 12/16/09 

All, 



i.21 3 rl!. See ??!, complaint from Edward Hasbrouck, dated 12/16/09, received today - again dealing with the 

S so Jutl Si? SSllf ,re88, J?' HaSbr ° UCk a J S ° StateS in the complalnt he sent this to OIG 9 vla email a'ndegufar 
2S™« 11 r. ° copiedth f k m °l th,s messa 9 e - Thou 3h he states he also sent it to TSA's privacy office, the TSA mailing 

emSo dhSnh°I» a i P n^ a ^ n the 'f-^f S ^ ea ,° f thiS letter Mr ' Hasbrouck sta tod this complaint is the same one sem via 
email to dhsoiflhotlme@dhs.qov , foia.tsa@dhs.Qoy, foia@ha.dhs.aov on 11/2/09 (attached) and that the US Postal 
Service received the complaint as well and referred it to the USPS Office of Inspector General. Furthermore Mr 

Stn^L f h h f rep f tedly " rep0rted his c °mplaints t° the aforementioned addressees via telephone Though 
not included ,n the most recent complaint, he informed me verbally via phone on 12/17/09 that he has allegedly sent 

identical complaints to pjwac^dhs.goy and they've also gone unacknowledged. 

Hastouci P want S Mr ' HaSbr ° U ° k reqUests the OIG ** PRIV do * eva ' a ' things. Below is a non-exhaustive list of things 
" officials 3te h ' S C ° mp,aint and brin9 a PP r °P riate enforcement action against the responsible DHS and/or TSA 

-" S^S r a \ F ,° IA/PA reqU , eStS may n0t haVe been delivered when TSA ' 5 zi P code cha nged 
TO b A/PA Zhn^nlSL T ( ^ PrSSS re ' eaSeS ' dhs - 9 ° V and tsa " 90V pa 9 es " and Departmental and TSA 
t-OlA/PA webpages) that requests may not have been delivered and advise past requesters to resend their 

■ Reply to confirm receipt of this complaint and advise him of tracking/reference number assigned to it 

■ ?™S t'^I ? .T 6 ? hiS , C ° mp !? int and provide him with a C °PV of an V re P° rt produced in response to it 
£ h Tm / com P ,ain l has ^f " logged "as a complaint of violation of FOIA and the Privacy Act, and will be 
included in (our) reporting of statistics regarding such complaints" 

ou^attentTon cTl ftT™™^ 2 ?? ^J?? 896 ?"' th the COrreCt 2ip code within minute * of this being brought to 
»k» pS a Vl ??' T£ u S ° Updated their webpage as soon as they learned of this issue. I don't know what 
seems^^Th^l D n,^ We ^T^ t° **??* invest ^tive authority in the FOIA shop here. His principa complaf t 
anSThpSmJ h^Ih * ^f? ^ de "vered/received in the mail in between the time the zip code changed 

SOP M H^hr iSSTTw- U h Pdated , H ,T e r er 'u al1 ° f thiS StemS from his re9Uest dated 1 0/1 5/09 for the TSA screening 
™r P I'n 1 P b !! hed v I v i d detal,s about the submission of this request, his request for expedited 

h °n LTf'nL P ? 8S feCe T d ™ TSA m reSp0nse t0 his re9Uest tor expedited processing, etc. here- 
^^ap^ s 9 ' hjs [nc 

DHS/TSA is violating his due process rights because he was not able to get a return receipt from USPS for this request 
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see how DHS/TSA is ■ e fectiS bar ring the SjSSS?^ TIP?" 8 ?". eXaCt reqU6St reCe,Ved via e - maiL ' « to 
multiple ways wouid be helpfu? eithe to the tIa FOif i°° t Hasbr ° UCk States or how receivin 9 the re <W '" 
making an argument then °E pomS publfsNna IrnSin^ "", ""'T? **"*■ Mf ' Hasb ™<* is essentialiy: a.) 

and heard about this same iS^^S^uS^S^?^ ^T ^ ^ UmSnl nUgat0fy - WeVe a " se * n 
requests, nonetheless requester multiple times, but I am passing on this complaint, as he 



Regards, 
Bill 



William H. Holzerland, CIPP/G 

U.S. Department of Homeland Security 

Associate Director, 

SnS°«^ Rcy & F0,A Program Development 
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— Original Message — 

From: Holzerland, William [mailto|| 

Sent; Wed 12/30/2009 1:56 PM 

To: Bird, Rose M; Pietra, Peter ; Janet, Kevin <TSA FOIA> 

Cc: Papoi, Catherine 

Subject: Complaint from Edward Hasbrouck dated 12/16/09 

All, 

issue ofTsA's ?u3SSiSS?' VT ^"t Hasbrouck ' dated 12/16/09 - received today - again dealing with the 
m»ii\o J*tl nn?I?n?i t h !?" Hasbrouck also states in the complaint he sent this to OIG via email and regular 

Jit Hn- r"?L P th f, m °l th ' S meSS39 f ' Th0Ugh he states he also sent il t0 TSA ' S P^acy office, the TSA mailing 
address does not appear in the address area of this letter. Mr. Hasbrouck stated this complaint is the same one sent va 

email to dhsoiqhotline@dhs.qov , foia.tsa@dhs.gov, foia@ha.dhs.aov on 1 1/2/09 (attached) and that the US Postal 

Service received the complaint as well and referred it to the USPS Office of Inspector General. Furthermore Mr 

S™; f tat f h d he has rep ? a tedly ;' reported his complaints to the aforementioned addressees via telephone. Though 
not included in the most recent complaint, he informed me verbally via phone on 12/17/09 that he has allegedly sent 
identical complaints to privacv@dhs.aov and they've also gone unacknowledged. 

Has&ouc^wSs 1 ^'' HaSbr ° UCk requests the 0iG and PRIV do severaj tnin S s - B ^™ •» a non-exhaustive list of things 

officials ' nVest ' 9ate hiS com P ,aint and brin 9 appropriate enforcement action against the responsible DHS and/or TSA 

* Attempt to determine how may FOIA/PA requests may not have been delivered when TSA's zip code changed 

FOIA/pa wihn a « wh!» n0t ' C ? < inc!udin 9 P res u s releases . d ^.gov and tsa.gov pages, and Departmental and TSA 
FOIA/PA webpages) that requests may not have been delivered and advise past requesters to resend their requests 
Keply to confirm receipt of this complaint and advise him of tracking/reference number assigned to it 
S ^ I ? UtC f 1 me °/ hiS , com P' aint and P rovid e him with a copy of any report produced in response to it 

included in S SnoTTS' c S- 9 3 e6 " aS ? complaint of violation of F0IA and the Privacy Act, and will be 

inciuoea in (our; reporting of statistics regarding such complaints" 

ou^attention o?1 V^i^ Jmff 39 ^ ITf^ 96 With the C ° rrect 2ip Code within minutes of this bain 9 brought to 

kSln ? 12* 1° ,A a so »P dated their webpage as soon as they learned of this issue. I don't know what 

2fp m <Si l«T h ♦ >' ° bV !°u USly d ° n0t haVe inve ^igative authority in the FOIA shop here. His principal complaint 

andThVw 5? req H UeS ' S may n °? aVe been de,ivered ^ceived in the mail in between the time the zip code changed 
?op m llhr lP 898 W ^ u P date . d - However, all of this stems from his request dated 1 0/1 5/09 for the TSA screening 
SOP. Mr. Hasbrouck has published vivid details about the submission of this request, his request for expedited 
processing, responses received from TSA in response to his request for expedited processing etc. here 
httpV/www.papersplease.orq/wp/2009/10/27/tsa-sends-our-foia-reaue.t-int o -a-black-hole/ . So his principal beef is that 

y2 T« w« SS'I!? !, pro „ ces . s "^ te because he was not able to Set a return receipt from USPS for this request. 

Yet TSA was able to respond to his initial request, timely respond to his request for expedited processing and timely 
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respond to his appeal of the denial of expedited processing - all regarding this exact request received via e-mail. ! fail to 
see how DHS/TSA is "effectively barring the courthouse door" as Hasbrouck states or how receiving the request in 
multiple ways would be helpful (either to the TSA FOIA office or to the requester) here. Mr. Hasbrouck is essentially: a.) 
making an argument then b.) prominently publishing information clearly rendering his argument nugatory. We've all seen 
and heard about this same issue from the same requester multiple times, but I am passing on this complaint, as he 
requests, nonetheless. 



Regards, 
Bill 



William H. Holzeriand, CIPP/G 

U.S. Department of Homeland Security 

Associate Director, 

Disclosure Policy & FOIA Program Development 

(703) 235-0790 
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Holzerland, William 



From: Holzerland, William 

Sent: Friday, Janua ry 01 , 201 1 C I 7^48 ■ PM 

To: Pietra, Peter; ^ME|i|pE^ttl Janet, Kevin TSA FOIA 

Cc: r catherjne,papoi'^^n^^^ 

Subject: Re: Complaint from Edward Hasbrouck dated 12/16/09 

My thoughts exactly, I would be glad to take the first crack at drafting something up and circulate it for comments/edits. 

William H. Holzerland, CIPP/G 

U.S. Department of Homeland Security 

Associate Director, 

Disclosure Policy & FOIA Program Development 

(703) 235-0790 



Original Message 

From: Holzerland, William \rr\a\\io^^^^lf^iig ^SM V^^^ 

Sent: Wed 12/30/2009 1:56 PM 

To: Bird, Rose M; Pietra, Peter ; Janet, Kevin <TSA FOIA> 

Cc: Papoi, Catherine 

Subject: Complaint from Edward Hasbrouck dated 12/16/09 

All, 

FYI, please see attached complaint from Edward Hasbrouck, dated 12/16/09, received today - again dealing with the 
issue of TSA's published address. Mr, Hasbrouck also states in the complaint he sent this to OIG via email and regular 
mail, so i have not copied them on this message. Though he states he also sent it to TSA's privacy office, the TSA mailing 
address does not appear in the address area of this letter, Mr. Hasbrouck stated this complaint is the same one sent via 
email to dhsoighotline@dhs.gov, foia.tsa@dhs.gov, foia@hq.dhs.gov on 11/2/09 (attached) and that the US Postal 
Service received the complaint as well and referred it to the USPS Office of Inspector General. Furthermore, Mr. 
Hasbrouck stated he has "repeatedly" reported his complaints to the aforementioned addressees via telephone. Though 
not included in the most recent complaint, he informed me verbally via phone on 12/17/09 that he has allegedly sent 
identical complaints to privacy@dhs.gov and they've also gone unacknowledged. 



In his complaint, Mr, Hasbrouck requests the OIG and PRIV do several things. Below is a non-exhaustive list of things 
Hasbrouck wants: 

Investigate his complaint and bring appropriate enforcement action against the responsible DHS and/or TSA 
officials 

Attempt to determine how may FOiA/PA requests may not have been delivered when TSA's zip code changed 
Publish prominent notices (including press releases, dhs.gov and tsa.gov pages, and Departmental and TSA 
FOIA/PA webpages) that requests may not have been delivered and advise past requesters to resend their requests 

l 
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* Reply to confirm receipt of this complaint and advise him of tracking/reference number assigned to it 

* Advise him of the outcome of his complaint and provide him with a copy of any report produced in response to it 
Confirm this complaint has been logged "as a complaint of violation of FOI A and the Privacy Act, and will be 

included in (our) reporting of statistics regarding such complaints" 



At any rate, we updated the www.dhs.gov/foia webpage with the correct zip code within minutes of this being brought to 
our attention on 1 1/2/09. TSA FOIA also updated their webpage as soon as they learned of this issue. I don't know what 
else FOIA can do for him. We obviously do not have investigative authority in the FOIA shop here. His principal complaint 
seems to be that requests may not have been delivered/received In the mail \r\ between the time the zip code changed 
and the time the webpage was updated. However, all of this stems from his request dated 10/15/09 for the TSA screening 
SOP. Mr. Hasbrouck has published vivid details about the submission of this request, his request for expedited 
processing, responses received from TSA in response to his request for expedited processing, etc. here: 
http://www.paperspJease.org/wp/2009/10/27/tsa-sends-our-foia-request-into-a-black-hole/. So his principal beef is that 
DHSrrSA is violating his due process rights because he was not able to get a return receipt from USPS for this request. 
Yet TSA was able to respond to his initial request, timely respond to his request for expedited processing and timely 
respond to his appeal of the denial of expedited processing - all regarding this exact request received via e-mail. I fail to 
see how DHS/TSA is "effectively barring the courthouse door" as Hasbrouck states or how receiving the request in 
multiple ways would be helpful (either to the TSA FOIA office or to the requester) here. Mr. Hasbrouck is essentially: a.) 
making an argument then b.) prominently publishing information clearly rendering his argument nugatory. WeVe all seen 
and heard about this same issue from the same requester multiple times, but I am passing on this complaint, as he 
requests, nonetheless. 



Regards, 
Bill 



William H. Holzerland, CIPP/G 

U.S. Department of Homeland Security 

Associate Director, 

Disclosure Policy & FOJA Program Development 

(703) 235-0790 
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Holzerland, William 



From: 

Sent: 

To: 

Cc: 

Subject: 



Bird, Rose M 

Friday, January 01 , 201 1 0:37 P~M 

Holzerland, William; Pietra, Peter; Bird, Rose M; Janet, Kevin TSA FOIA 

Papoi, Catherine 

Re: Complaint from Edward Hasbrouck dated 12/16/09 



Thanks that would be great. 



From: Holzerland, William <|J8l|pig§ 
To; Pietra, Peter; Bird, Rose M ?iJBp£$] 



I Janet, Kevin TSA FOIA 



Cc; Papoj, Catherine <Catherine.Papoi@dhs.gov> 

Sent: Fri Jan 01 19:47:43 2010 

Subject: Re: Complaint from Edward Hasbrouck dated 12/16/09 



My thoughts exactly, I would be glad to take the first crack at drafting something up and circulate it for comments/edits. 

William H, Holzerland, CIPP/G 

U.S, Department of Homeland Security 

Associate Director, 

Disclosure Policy & FOIA Program Development 

(703)235-0790 



nan 
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Original Message 

From: Holzerland, William 

Sent: Wed 12/30/2009 1:56 PM 

To: Bird, Rose M; Pietra, Peter ; Janet, Kevin <TSA FOIA> 

Cc: Papoi, Catherine 

Subject: Complaint from Edward Hasbrouck dated 12/16/09 



All, 



FYI, please see attached complaint from Edward Hasbrouck, dated 12/16/09, received today - again dealing with the issue of TSA's 
published address. Mr. Hasbrouck also states in the complaint he sent this to OIG via email and regular mail, so I have not copied 
them on this message. Though he states he also sent it to TS A's privacy office, the TSA mailing address does not appear in the address 
area of this letter. Mr. Hasbrouck stated this complaint is the same one sent via email to dhsoighotline@dhs.gov, foia.tsa@dhs.gov, 
foia@hq.dhs.gov on 1 1/2/09 (attached) and that the US Postal Service received the complaint as well and referred it to the USPS 
Office of Inspector General. Furthermore, Mr. Hasbrouck stated he has "repeatedly" reported his complaints to the aforementioned 
addressees via telephone. Though not included in the most recent complaint, he informed me verbally via phone on 12/17/09 that he 
has allegedly sent identical complaints to privacy@dhs.gov and they've also gone unacknowledged. 
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In his complaint, Mr, Hasbrouck requests the OIG and PRIV do several things. Below is a non-exhaustive list of things Hasbrouck 
wants; 

* Investigate his complaint and bring appropriate enforcement action against the responsible DHS and/or TSA officials 

* Attempt to determine how may FOIA/PA requests may not have been delivered when TSA's zip code changed 

* Publish prominent notices (including press releases, dhs.gov and tsa.gov pages, and Departmental and TSA FOIA/PA webpages) 
that requests may not have been delivered and advise past requesters to resend their requests 

* Reply to confirm receipt of this complaint and advise him of tracking/reference number assigned to it 

* Advise him of the outcome of his complaint and provide him with a copy of any report produced in response to it 

* Confirm this complaint has been logged "as a complaint of violation of FOIA and the Privacy Act, and will be included in (our) 
reporting of statistics regarding such complaints" 



At any rate, we updated the www.dhs.gov/foia webpage with the correct zip code within minutes of this being brought to our 
attention on 11/2/09. TSA FOIA also updated their webpage as soon as they learned of this issue. I don't know what else FOIA can 
do for him. We obviously do not have investigative authority in the FOIA shop here. His principal complaint seems to be that 
requests may not have been delivered/received in the mail in between the time the zip code changed and the time the webpage was 
updated. However, all of this stems from his request dated 10/15/09 for the TSA screening SOP. Mr. Hasbrouck has published vivid 
details about the submission of this request, his request for expedited processing, responses received from TSA in response to his 
request for expedited processing, etc. here: httt3://wvvw.papersplease.orLy/wp/2009/10/27/tsa-sends-our-foia-request-into-a-black-hole/ . 
So his principal beef is that DHS/TS A is violating his due process rights because he was not able to get a return receipt from USPS for 
this request. ^ Yet TSA was able to respond to his initial request, timely respond to his request for expedited processing and timely 
respond to his appeal of the denial of expedited processing - all regarding this exact request received via e-maiL I fail to see how 
DHS/TSA is "effectively barring the courthouse door" as Hasbrouck states or how receiving the request in multiple ways would be 
helpful (either to the TSA FOIA office or to the requester) here. Mr. Hasbrouck is essentially: a.) making an argument then b.) 
prominently publishing information clearly rendering his argument nugatory. We've ail seen and heard about this same issue from the 
same requester multiple times, but I am passing on this complaint, as he requests, nonetheless. 



Regards, 
Bill 



William H. Holzerland, C1PP/G 

U.S, Department of Homeland Security 
Associate Director, 

Disclosure Policy & FOIA Program Development 
(703) 235-0790 
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Holzerland, William 



From: Edward Hasbrouck [edward@hasbrouck.org] 

Sent: Monday, January 04, 2010 2:22 PM 

To: FOIA 

Cc; Janet, Kevin TSA FOIA; Holzerland, William; ogis@nara.gov 

Subject: Re: FOIA request address 

Attachments: Attachment information.; 10 0179 Acknowledgement Ltr.pdf 

Dear FOIA office: 

According to your acknowledgment letter for FOIA case TSA1 0-0179, as attached, "Your request was received in this 
office on December 24, 2009." 

However, that acknowledgement was sent from the same e-mail address 
f fora.tsa@dhs.gov ) to which my request was sent on December 18, 2009. 

If "foia.tsa@dhs.Qov" isn't received in the FOJA office, where is it received? Where was my request for the 6 days from 
December 18 to 24? 

And most importantly, what e-mail address for FOIA requests, if any, *is* received in the FOIA office without such an 
inexpficabie delay? 

It appears that "neither* the e-mail address nor the postal address on your Web site actually is received in your office for 
almost a week. This is unconscionable, and in violation of FOJA, It is especially egregious and damaging not to have a 
functional direct e-mail address for FOIA requests when you know that the address in the most recent FOIA notice in the 
Federal Register and the CFR is entirely incorrect, *and* when you know that due to internal DHS procedures for handling 
postal mail it is substantially delayed at best, and in some case lost without a trace. 

I reiterate my complaint of violation of FOIA, and my demand that you forthwith bring the TSA into compliance with FOIA 
through the publication of an accurate FOIA notice in the Federal Register, updating the CFR, along with updated SORN's 
for all TSA systems of records to comply with the Privacy Act. 

Sincerely, 

Edward Hasbrouck 

On 24 Dec 2009 at 11:37, "FOIA" <FOJA < FOIA.tsa@dhs.gov >> wrote: 

Subject: YOUR FOIA INQUIRY 

Date sent: Thu t 24 Dec 2009 1 1 :37:28 -0500 

From: "FOIA" <FOIA.tsa@dhs.gov> 

To: <edward@hasbrouck.org> 

Copies to: "FOIA" <FOIA.tsa@dhs,gov> 



> Good morning Mr. Hasbrouck, 

> Attached below is your acknowledgement letter to case number 

> TSA1 0-0179. A hard copy should arrive in the mail by next week. If 

> you have any questions or concerns, please feel free to contact us at 

> (866) 364 - 2872 or via e-mail at FOIA.TSA@DHS.GOV . 
> 

> «10 0179 Acknowledgement Ltr.pdf» 
> 

> Thank you, 
> 

> Transportation Security Administration HQ (TSA) Office of Special 

> Counselor (OSC) Freedom of Information Act Office (FOIA) 

> Main: 866.364.2872 

> Fax: 571.227.1406 
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Hofzerland, William 



From: Holzerland, William 

Sent: Monday, January 04, 2010 3:02 PM 

To: Papoi, Catherine; Lockett, Vania 

Subject: FW: FOJA request address 

Attachments: Attachment information.; 10 0179 Acknowledgement Ur.pdf 

I (and others) have received a litany of complaints from this requester over the past few months, all related to the same 
subject I am going to draft up a Setter to address all of his issues, then send it to you two, Rose Bird, Kevin Janet and 
Pete Pietra for comment prior to issuance. Can we discuss at our meeting tomorrow? 

Also, I have to say I agree with Mr Hasbrouck about one thing in particular here: requests should not go into a black hole 
when sent via email I spoke with Kevin Janet about this just last week. In other words, what rule of thumb should we 
use? (i.e. a request received via email after 2;00p,m. EST is always considered received the next business day; those 
received prior to 2;00p,m, EST are considered received the same business day, etc.) 

Original Message- — 

From: Edward Hasbrouck [mailto:edward@hasbrouck.org] 

Sent: Monday, January 04, 2010 2:22 PM 

To: FOIA 

Cc: Janet, Kevin TSA FOIA; Holzerland, William; ogis@nara.gov 

Subject: Re: FOIA request address 

Dear FOIA office: 

According to your acknowledgment letter for FOIA case TSA1 0-0179, as attached, "Your request was received in this 
office on December 24, 2009," 

However, that acknowledgement was sent from the same e-mail address 
( foia.tsa@dhs.gQv ) to which my request was sent on December 18, 2009. 

If " foia.tsafa^dhs.qov 1 ' isn't received in the FOIA office, where is it received? Where was my request for the 6 days from 
December 18 to 24? 

And most importantly, what e-mail address for FOIA requests, if any, *is* received in the FOIA office without such an 
inexplicable delay? 

It appears that 'neither* the e-mail address nor the postal address on your Web site actually is received in your office for 
almost a week. This is unconscionable, and in violation of FOIA. It is especially egregious and damaging not to have a 
functional direct e-mail address for FOIA requests when you know that the address in the most recent FOIA notice in the 
Federal Register and the CFR is entirely incorrect, *and* when you know that due to internal DHS procedures for handling 
postaf mail it is substantially delayed at best, and in some case lost without a trace. 

I reiterate my complaint of violation of FOIA, and my demand that you forthwith bring the TSA into compliance with FOIA 
through the publication of an accurate FOIA notice in the Federal Register, updating the CFR, along with updated SORN's 
for all TSA systems of records to comply with the Privacy Act, 

Sincerely, 

Edward Hasbrouck 

On 24 Dec 2009 at 11:37, "FOIA" <FOIA < FQIA,t$a(a)dhs.qov » wrote: 

Subject: YOUR FOIA INQUIRY 

Date sent: Thu, 24 Dec 2009 1 1 :37:28 -0500 

From: "FOIA" <FOIA.tsa@dhs.gov> 

To: <edward@hasbrouck.org> 

Copies to: "FOIA" <FOIA.tsa@dhs.gov> 
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> Good morning Mr. Hasbrouck, 

> Attached below Is your acknowledgement letter to case number 

> TSA10-0179, A hard copy should arrive in the mail by next week. If 

> you have any questions or concerns, please feef free to contact us at 

> (866) 364 - 2872 or via e-mail at FOIA.TSA@DHS.GOV . 
> 

> «10 0179 Acknowledgement Ltr.pdf>> 

> 

> Thank you, 
> 

> Transportation Security Administration HQ (TSA) Office of Special 

> Counselor (OSC) Freedom of Information Act Office (FOIA) 

> Main: 866.364.2872 

> Fax: 571.227.1406 

Edward Hasbrouck 

< ed ward® hasbrouck. ora > 

< http://hasbrouck.org > 

11 30 Treat Ave., San Francisco, CA 94110, USA 

+1-415-824-0214 

consultant to The Identity Project (IDP), a program of the First Amendment Project < http://www.paperspiease.ora > 

"Congress shall make no law ... abridging ,., the right of the people peaceably to assemble" (U.S. Constitution, 
Amendment 1) 

"Everyone has the right to freedom of movement and residence within the borders of each state. Everyone has the right 
to leave any country, including his own, and to return to his country." 
(Universal Declaration of Human Rights, Article 13) 

"Liberty of movement is an indispensable condition for the free development of a person," 
(United Nations Human Rights Committee, General Comment No, 27) 
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Holzerland, William 



From; Edward Hasbrouck [edward@hasbrouck.org] 

Sent: Tu^^^^^^^201 11:22 AM 

Subject: (Fwd) R^^^^^^^^ddress 

Attachments: Attachment information.; 10 0179 Acknowledgement Ltr.pdf 

Dear Ms. Zarek; 

Thanks for checking back with me. f had copied the message below yesterday to " oqis@nara.gov ". It appears that postal 
mail to TSA (and other DHS components) is still being indefinitely delayed or lost, *and* that e-mail to the designated 
FOIA request is being delayed or mis-routed. 

There has still been no new TSA FOIA (or Privacy Act) notice in the federal register. But while that would be required, it 
appears that it wouldn't be sufficient, since what ! have been told are the "new' e-mail and postal address aren't working. 

I've still received no indication that any effort has been made to alert past requesters (whose requests may have been 
lost) or new requesters about the potential problems, or that any effort has been made to rectify the postal and e-mail 
delivery problems or locate misdirected postal or e- mail. 

Any assistance you can provide would be welcomed. 
Sincerely, 

Edward Hasbrouck 

Forwarded message follows 

From; Edward Hasbrouck <edward@hasbrouck,org> 

To; "FOIA" <FOIA.tsa@dhs.gov> 

Subject: Re: FOIA request address 

Cop [es to: BHJ^^HgBl ^iM^ ^^^M^^, 

ogis@nara.gov 
Date sent: Mon, 04 Jan 2010 11:18:53-0800 

Dear FOIA office: 

According to your acknowledgment letter for FOIA case TSA1 0-0179, as attached, "Your request was received in this 

office on December 24, 2009." 

However, that acknowledgement was sent from the same e-mail address 
( foia.tsa@dhs.gov ) to which my request was sent on December 18, 2009. 

ff r 'foia.tsa(a) r dhs.gpv" isn't received in the FOIA office, where is it received? Where was my request for the 6 days from 
December 18 to 24? 

And most importantly, what e-mail address for FOIA requests, if any, *is* received in the FOIA office without such an 
inexplicable delay? 

It appears that 'neither* the e-mail address nor the postal address on your Web site actually is received in your office for 
almost a week. This is unconscionable, and in violation of FOIA. It is especially egregious and damaging not to have a 
functional direct e-mail address for FOIA requests when you know that the address in the most recent FOIA notice in the 
Federal Register and the CFR is entirely incorrect, *and* when you know that due to internal DHS procedures for handling 
postal mail it is substantially delayed at best, and in some case lost without a trace. 

I reiterate my complaint of violation of FOIA, and my demand that you forthwith bring the TSA into compliance with FOIA 
through the publication of an accurate FOIA notice in the Federal Register, updating the CFR, along with updated SORN's 
for all TSA systems of records to comply with the Privacy Act, 
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Sincerely, 

Edward Hasbrouck 

On 24 Dec 2009 at 1 1:37, "FOIA" <FO!A < FOlA.tsa@>dhs,qov » wrote: 

Subject: YOUR FOIA INQUIRY 

Date sent: Thu, 24 Dec 2009 11:37:28 -0500 

From: "FOIA" <FOIA,tsa@dhs,gov> 

To: <edward@hasbrouck.org> 

Copies to: "FOIA" <FOIA.tsa@dhs.gov> 

> Good morning Mr, Hasbrouck, 

> Attached below is your acknowledgement letter to case number TSA1 0-0179, 

> A hard copy should arrive in the mail by next week, if you have any 

> questions or concerns, please feef free to contact us at (866) 364 - 

> 2872 or via e-mail at FOIA.TSAffiDHS.GOV . 
> 

> «10 0179 Acknowledgement Ltr,pdf» 

> 

> Thank you, 

> 

> Transportation Security Administration HQ (TSA) Office of Special 

> Counselor (OSC) Freedom of Information Act Office (FOIA) 

> Main: 866.364.2872 

> Fax: 571.227,1406 



Attachments: 

H:\Documents\TSA-ID\FOIA\10 0179 Acknowledgement Ur.pdf 
End of forwarded message 



Edward Hasbrouck 

< edward{5)hasbrouck.orq > 

< http://hasbrouck.org > 

1 1 30 Treat Ave., San Francisco, CA 941 1 0, USA 

+1-415-824-0214 

consultant to The Identity Project (IDP), 
a program of the First Amendment Project 
< http://www > papersplease.orq > 

"Congress shall make no law ... abridging ... the right of the 
people peaceably to assemble" (U.S. Constitution, Amendment 1) 

"Everyone has the right to freedom of movement and residence 
within the borders of each state. Everyone has the right to leave 
any country, including his own, and to return to his country." 
(Universal Declaration of Human Rights, Article 13) 

"Liberty of movement is an indispensable 
condition for the free development of a person." 
(United Nations Human Rights Committee, 
General Comment No. 27) 
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Holzerland, William 



From: Holzerland, William 

Sent: Tuesday, January 05, 2010 12:06 PM 

To: Corinna Zarek 

Subject: RE: following up 

Thanks Cori, he copied me on that message. His complaint about requests not being delivered via postal mail apparently 
has no merit, according to TSA. They've not had any issues with delivery of mall. However, Mr. Hasbrouck's latest issue 
with TSA is that a request sent on Friday, 12/18/09 was acknowledged in a letter dated Thursday, 12/24/09 - though the 
acknowledgment letter was issued in a timely manner, the date the request TSA indicated the request was received 
(12/24/09) is problematic, i concur with Mr, Hasbrouck that this is unacceptable. Depending on what time the request was 
received in the TSA FOIA jnbox (and in this case, I do not know the particulars), it might make sense for it to be 
considered received the next business day - I.e., if it's received after 2:30pm EST, a component might consider it received 
the next business day, Monday the 21st (kind of like the bank woufd for a deposit). However, there is nothing in the DHS 
Interim FOIA regs that directly addresses this issue and there is no standard business rufe dictating how that process 
works Department-wide. Regardless, a lag of several days is impermissible and I have advised the TSA FOIA office of 
this multiple times. At any rate, ail of these related complaints have been sent multiple times and to multiple individuals. 
In the interest of efficiency, I'm drafting a response to him that will cover al! the bases. I will keep you posted. 
Thanks, 
B 
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>» "Holzerland, William' 1 <HMwM^^^JM^ffffi 1/5/2010 12:05 

PM>» 

Thanks Cori, he copied me on that message. His complaint about requests not being delivered via postal mail apparently 

has no merit, according to TSA, They've not had any issues with delivery of mail. However, Mr. 

Hasbrouck's latest issue with TSA is that a request sent on Friday, 

12/18/09 was acknowledged in a letter dated Thursday, 12/24/09 - though the acknowledgment letter was issued in a 

timely manner, the date the request TSA indicated the request was received (12/24/09) is problematic. I concur with Mr. 

Hasbrouck that this is unacceptable. 

Depending on what time the request was received in the TSA FOIA inbox (and in this case, i do not know the particulars), 

it might make sense for it to be considered received the next business day - i.e., if it's received after 2;30pm EST, a 

component might consider it received the next business day, Monday the 21st (kind of like the bank would for a deposit). 

However, there is nothing in the DHS Interim FOIA regs that directly addresses this issue and there is no standard 

business rule dictating how that process works Department-wide, Regardless, a lag of several days is impermissible and 

t have advised the TSA FOIA office of this multiple times, At any rate, all of these related complaints have been sent 

multiple times and to multiple individuals. In the interest of efficiency, I'm drafting a response to him that wil! cover all the 

bases. 1 will keep you posted. 

Thanks, 



S®^I^BfflB^f 
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Hofzerland, William 



From: Holzertand; William 

Sent: Tuesday, January 12, 201 9:25 AM 

To: Holzer, James 

Cc: Papoi, Catherine; Lockett, Vanfa 

Subject: FW; auto-reply ffnal (hopefully!) 

Attachments: Auto-Reply Letter-WHH Final edits.doc 



Old-school, and probably needs to be updated. 



From: Holzerland, William 
Sent: Tuesday, February 27, 2007 3:41 PM 
^ 0{ W§MM^M^ <CTR>; Lockett, Vania; Papoi, Catherine 
Subject: RE: auto-reply final (hopefuily!) 

Hi Loren and Vania, 

I have attached another round of edits to this document. My concern right now is that it was just way too wordy, It was 
over 2100 words and took up six pages in a Word document. .so most of it will be completely ignored when people read 
their email. Think about it. .when you get emails that are fongwinded (i.e., this very email), you ignore most of it and read 
just the stuff in bold or the underlined/important stuff. Catherine and I took a crack at cutting out a ton of what we thought 
was TMI, so here it is for your consideration, 
thanks again, 
Bill 



Sent: Tue 2/27/2007 9:25 AM 
To: Lockett, Vania 
Cc: Holzerland, William 
Subject: auto-reply final (hopefully!) 

OK, 

Here are the final edits for the auto-reply email. The biggest change is the DHS TRIP program at the bottom. 
Thanks, 
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Holzeriand, William 



From: Hofzerland, William 

Sent: Thursday, January 14, 2010 10:04 AM 

To: Lockett, Vania; Papoi, Catherine 

Cc: Holzer, James 

Subject: RE: FOJA Inbox 



„.so leaving Tara and Jimmy with access as backups is out the window? 



From: Lockett, Vania 

Sent: Thursday, January 14, 2010 10:01 AM 

To: Papol, Catherine 

Cc: Holzerland, William; Hotzer, James 

Subject: FOIA Inbox 

Catherine, 

The following two IT tickets are pending: 

Ticket #304431 - reset password on FOIA account (so that James can log onto the computer as FOIA and update the e~ 
mail auto-reply message). 

Ticket #304444 - change permissions to allow only the folfowing users: Catherine Papoi, Bill Hoizerland, Vania Lockett, 
James Holzer, Lashawn Schmidt 

Thanks, 

Vania T. Lockett, CIPP/G 

Associate Director, Disclosure & FOIA Operations 

Privacy Office 

U.S, Department of Homeland Security 

Main: L866.43t.0486 or 703.235.0790 

Fax: 703.235.0443 

Web: http://w\vw.d lis.gov/foia 

This communication, along with any attachments, is covered by federal and state law governing electronic communications and may 
contain confidential and legally privileged information. If the reader of this message is not the intended recipient, you are hereby 
notified that any dissemination, distribution, use or copying of this message is strictly prohibited. If you have received this in error, 
please reply immediately to the sender and delete this message. Thank you. 
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Holzerland, William 



From: Holzerland, William 

Sent: Friday, January 22, 2010 3:49 PM 

To: Lockett, Vania 

Cc: Holder, James 

Subject: RE; FOIA Inbox Auto-Reply 

Attachments: Thank you for contacting the Department of Homeland Securityjvmlh_\rtljwhh.doc 

I inserted one line and suggest changing the language on one other. Beyond that, love it I think V's edits eliminated a lot 
of needless words. 



From: Lockett, Vania 

Sent: Friday, January 22, 2010 1:16 PM 

To: Holzerland, William 

Cc: Hoizer, James 

Subject: FOTA Inbox Auto-Reply 

Bill - attached is the auto-reply with my comments. 

Thx. 

Vania T. Lockett, CIPP/G 

Associate Director, Disclosure & FOfA Operations 

Privacy Office 

U,S. Department of Homeland Security 

Main: 1.866.431.0486 or 703.235.0790 

Fax: 703,235.0443 

Web: h t tp ;//ww w . d h s.g ov/f oia 

This communication, along with any attachments, is covered by federal and state law governing electronic communications and may 
contain confidential and legally privileged information. If the reader of this message is not the intended recipient, you are hereby 
notified that any dissemination, distribution, use or copying of this message is strictly prohibited. If you have received this in error, 
please reply immediately to the sender and delete this message. Thank you. 




^S»5T£^ 
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Holzerland, William 



From: Holzerland, William 

Sent; Tuesday, January 26, 201 1 1 :22 AM 

To: Holzer, James; Lockett, Vania 

Subject: RE: Thank you 



am a fan! Thanks James. 



From: Holzer, James 

Sent: Tuesday, January 26, 2010 9:16 AM 
To: Lockett, Vania; Holzerland, Wiliiam 
Subject: Thank you 



Vania and Bill, 

I have incorporated changes and your suggestions. The auto-reply is attached and below, and if you approve I wii 
submit an IT Ticket this morning. 



Thank you for contacting the Department of Homeland Security's Privacy Office, This office is responsible for 
administering policies, programs, and procedures to ensure that the Department complies with the Freedom of 
Information Act (FOIA} and the Privacy Act (PA), 5 USX. 552 and 5 U.S.C 552a, respectively. For more information about 
the DHS Privacy Office, please click here: http://www,dhs.£ov/xabout/structure/edjtorial 0338.shtm . 

This email account exists to facilitate FOIA requests that are properly made in accordance with the DHS FOIA 
regulations. While PA request may be sent via e-mail, no work will be done nor access provided to records until we 
receive either a notarized request or a signed statement made under 28 U,5.C 1746. If you have questions regarding 
what constitutes a properly made request, please refer to the regulations found at: 
http://www,dh$ r gov/xlibrary/asset5/FQfA FedReg Notice.pdj 

If your request is a properly made request, and you do not receive an acknowledgement letter within 15 business days, 
please send a follow-up email or call our office at 1-866-431-0486. Please have the date and time you sent your email so 
that we may quickly reference it. 

If your request is not a properly made request, this is the only response you will receive from us. You may wish to 
consult one of the references below: 



General FOIA information 

How to fife a FOIA request - http://www.dhs. ffov/xfoia/editoriaJ 0316, shtm 
Frequently requested records - http:~//www, dhs.gov/xfoia/editoria I 0424. shtm 
FOIA Contacts -- http;//www. dhs.gov/xfoia/Copy of editorial 0318. shtm 

Citizenship and Benefits Information 

If you are seeking information or records pertaining to citizenship or immigration benefits, you should contact one of the 
following offices or programs within U.S. Citizenship and Immigration Services (USCIS): 

1 

12 5 4 



-Immigration Case Status; 

To check your immigration case status, visit www.uscis.gov and enter your immigration case number. You may also 
contact the USCIS National Customer Service Center at 1-800-375-5283. 

-Replacement Documents: 

If you are simply trying to obtain a replacement copy of your naturalization certificate, the most efficient way to do so is 
to contact your local USCIS service center. To obtain the necessary forms and a list of service centers, visit 
www.uscis.gov. 



Identity Theft 

If you are a victim of a telephone scam and paid money or gave your credit card account numbers, or any other financial 
information, to someone claiming to collect required taxes or duty on lottery winnings, you should contact Project 
Phone Busters at 1-888-495-8501 or www.phonebusters.com . 

If you are a victim of identity theft, you can call the FederalTrade Commission's Identity Theft Hotline at 1-877-438-4338 
or report it .http://www.ftc,gqy/.bcp/edu/micro_sites/idtheft/ online. If you believe someone is using your social security 
number, you can report it to the Social Security Administration Fraud Hotline at 1-800-269-0271. 

DHS Equal Employment Opportunity (EEO)_ Program 

If you have a question or need assistance with an EEO case, please call the EEO Customer service line at (202) 254-8250, 
or email atstatusFA@hq.dhs.gov. 

Complaints 

To fife a complaint against employees and/or officials of the Department of Homeland Security with the Office for Civil 
Rights and. Civil Liberties, follow this link: http://www.dhs.gov/xabout/structure/editorial Q373,shtm DHS: investigating 
and Resolving Complaints, Civil Rights and Civil Liberties 

To file a complaint with the Department of Homeland Security Office of Inspector General, follow this link: 
http;//www.dhs.gov/xoig/about/g:c 1163703329805.shtm 



Reporting Suspicious Activity 

To Report Incidents: http://www.dhs, gov/xinfoshare/reportincidents/ 

DHS Main Operator; (202) 282-8000 

DHS Tip Lines: 

1-866-DHS-2ICE - illegal immigration or related activities that are under the purview of U.S. Immigration & Customs 
Enforcement (ICE) 

1-877-9TUNNEL- Information concerning underground passageways along the U.S./Mexican border 
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l-800-BE-ALERT-5uspicious activity regarding customs or border issues that are under the purview of U.S. Customs 
and Border Protection (CBP} 

1-800-THE-LOST-Tips regarding exploited children or online predators, which fall under the purview of the National 
Center for Missing and Exploited Children (also alert locat law enforcement) 

1-866-720-5721 -- Cases of fraud involving the Federal Emergency Management Agency (FEM A) 



DHSTRJP Program 

The Department of Homeland Security's Travel Redress Inquiry Program (DHS TRIP) is a single point of contact for 
individuals who have inquiries or seek resolution regarding difficulties they experienced du ring their travel screening at 
transportation hubs—like airports and train stations--or crossing U.S. borders, including: 1} denied or delayed airline 
boarding; 2) denied or delayed entry into and exit from the U.S. at a port of entry or border checkpoint; or 3) 
continuously referred to additional (secondary) screening. Individuals seeking to file an inquiry to have erroneous 
information corrected in DHS systems should contact DHS TRIP attrip@dhs.gov or visit www.cihs.gov/tnp . 

If you are requesting records pertaining to difficulties experienced during travel, we recommend consulting the DHS TRIP 
program first, as an alternative to filing a FOIA request, and if you are still interested in pursuing the request via the 
FOIA, submit the request directly to the component that would most likely have the records (CBP or TSA depending on 
the travel situation). 

For further information, please visit w w w . d h s ,goy/t r jp_ . 

Regards, 

DHS Privacy Office 

Disclosure & FOIA Program 

STOP 0655 

Department of Homeland Security 

245 Murray Lane, SW 

Arlington, VA 20598-0655 

Telephone; 1-866-431^0486 or 703-235-0790 

Fax: 703^235-0443 



James V.M.L. Holier, I, MHR, CIPP/G 

FOIA Program Specialist 

Privacy Office 

U.S. Department of Homeland Security 

Main: 1.866.431.0486 or 703.235.0790 

Direct: 
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Fax: 703.235.0443 

This communication, along with any attachments, is covered by federal and state law governing electronic communications and may 
contain confidential and legally privileged information. If the reader of this message is not the intended recipient, you are hereby 
notified that any dissemination, distribution, use or copying of this message is strictly prohibited. If you have received this in error, 
please reply immediately to the sender and delete this message. Thank you. 
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Holzerland, William 



From: Holzerland, William 

Sent: Tuesday, January 26, 2010 11:24 AM 

To: Janet, Kevin <TSA FOIA> 

Subject: DHS FOIA inbox auto-reply 



Text of our auto-reply below. 



Thank you for contacting the Department of Homeland Security's Privacy Office. This office is responsible for 
administering policies, programs, and procedures to ensure thatthe Department complies with the Freedom of 
Information Act (FOIA) and the Privacy Act (PA), 5 LLS.C. 552 and 5 ILS.C 552a, respectively. For more information about 
the DHS Privacy Office, please click here: http://www.dhs.gov/xabout/structure/editonal Q338.shtm , 

This email account exists to facilitate FOIA requests that are properly made in accordance with the DHS FOIA 
regulations. While PA request may be sent via e-mail, no work will be done nor access provided to records until we 
receive either a notarized request or a signed statement made under 28 U.S.C. 1746. If you have questions regarding 
what constitutes a properly made request, please refer to the regulations found at: 
http://www.dhs.ROv/xlibrarv/assets/FOIA Fedfteg N otice, pdf. 

If your request is a properly made request, and you do not receive an acknowledgement letter within 15 business days, 
please send a folfow-up email or call our office at 1-866-431-0486. Please have the date and time you sent your email so 

that we may quickly reference it. 

If your request is not a properly made request, this is the only response you will receive from us. You may wish to 
consult one of the references below: 



GeneraLFOlA information 

How to file a FOIA request -- http://www, dhs.gov/xfoia/editorial Q316,5htm 
Frequently requested records -- http://www.dhs.gov/xfoia/editorial Q424,shtm 
FOIA Contacts - http://www.dhs.gov/xfoia/Copy of editorial 0318.shtm 

Citizenship and Benefits Information 

If you are seeking information or records pertaining to citizenship or immigration benefits, you should contact one of the 
following offices or programs within U.S. Citizenship and Immigration Services (USCJS): 

-immigration Case Status: 

To check your immigration case status, visit www, uscis.gov and enter your immigration case number. You may also 
contact the USCfS National Customer Service Center at 1-800-375-5283, 

-Replacement Documents: 
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ff you are simply trying to obtain a replacement copy of your naturalization certificate, the most efficient way to do so is 
to contact your focal USCIS service center. To obtain the necessary forms and a list of service centers, visit 
www.>uscis.gov . 



Identity Theft 

If you are a victim of a telephone scam and paid money or gave your credit card account numbers, or any other financial 
information, to someone claiming to collect required taxes or duty on lottery winnings, you should contact Project 
Phone Busters at 1-888-495-8501 or www.phonebuster5.com . 

If you are a victim of identity theft, you can call the Federal Trade Commission's Identity Theft Hotline at 1-877-438-4338 
or report it http://www.ftc.gov/bcp/edu/microsite5/idtheft/ online, ff you befteve someone is using your social security 
number, you can report it to the Social Security Administration Fraud Hotline at 1-800-269-0271. 



DHS Equal Employment Opportunity (EEQ) Program 

If you have a question or need assistance with an EEO case, please call the EEO Customer service line at (202) 254-8250, 
or email atstatusFA@hq.dhs.gov. 

Complaints 

To file a complaint against employees and/or officials of the Department of Homeland Security with the Office for Civil 
Rights and Civil liberties, follow this link: http://www.dhs.gov/xabout/structure/editorial 0373, shtm DHS; investigating 
and Resolving Complaints, Civil Rights and Civil Liberties 

To file a complaint with the Department of Homeland Security Office of Inspector General, follow this link: 
http://www.dhs.fiov/xoig/about/gc 1163703329805. shtm 



Reporting Suspicious Activity 

To Report Incidents: htt p^/w w w . d h s.gq y/_xi nf os. h a re/repo rtincrdents/ 

DHS Main Operator; (202) 282-8000 

DHS Tip Lines: 

1-866-DHS-2ICE- Illegal immigration or related activities that are under the purview of U.S. Immigration & Customs 
Enforcement (ICE) 

1-877-9TUNNEL- Information concerning underground passageways along the U.S./Mexican border 

1-800-BE-ALERT -- Suspicious activity regarding customs or border issues that are under the purview of U.S. Customs 
and Border Protection (CBP) 

1-800-THE-LOST - Tips regarding exploited children or online predators, which fall under the purview of the National 
Center for Missing and Exploited Children (also alert local law enforcement) 

1-866-720-5721 -Cases of fraud involving the Federal Emergency Management Agency (FEMA) 
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DHS TRIP Program 

The Department of Homeland Security's Travel Redress Inquiry Program (DHS TRIP) Is a single point of contact for 
individuals who have inquiries or seek resolution regarding difficulties they experienced during their travel screening at 
transportation hubs-like airports and train stations— or crossing U.S. borders, including: 1) dented or delayed airline 
boarding; 2) denied or delayed entry into and exit from the U.S, at a port of entry or border checkpoint; or 3) 
continuously referred to additional (secondary) screening. Individuals seeking to file an inquiry to have erroneous 
information corrected in DHS systems should contact DHS TR[P at trip@dhs.gov or visit www,dh$.£ov/trip > 

If you are requesting records pertaining to difficulties experienced during travel, we recommend consulting the DHS TRIP 
program first, as an alternative to filing a FOIA request, and if you are still interested in pursuing the request via the 
FOIA, submit the request directly to the component that would most likely have the records (CBP or TSA depending on 
the travel situation). 

For further information, please visit www,dhs.gov/trip. 

Regards, 

DHS Privacy Office 

Disclosure & FOIA Program 

STOP 0655 

Department of Homeland Security 

245 Murray Lane, SW 

Arlington, VA 20598-0655 

Telephone: 1-866-431-0486 or 703-235-0790 

Fax: 703-235-0443 
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Holzeriand, William 



From: Holzeriand, William 

Sent: Tuesday, January 26, 201 1 1 :31 AM 

To: Corinna Zarek 

Subject: TSA follow-up 

Cori, 

I just spoke with the TSA FOIA officer, Kevin Janet. I suggested to them several times they ought to adopt an auto-reply 
for their FOIA email inbox - most recently on 12/16/09. Kevin indicated that he asked his IT fofks to set this up (on an 
unspecified date), and currently, the matter is on their IT folks' plate for resolution. He did not have an estimate of when 
this will be completed, but it's definitely in the works. 
Thanks, 
Bill 

William H, Holzeriand, CIPP/G 

U.S. Department of Homeland Security 

Associate Director, , 

Disclosure Policy & FOIA Program Development j 
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Bird, Rose M 

From: Bird, Rose M 

Sent: Wednesday, January 20, 2010 3:28 PM 

To: Holzerland, Willfam 

Subject: FW: Complaint from Edward Hasbrouck dated 12/16/09 

Attachments: Hasbrouck,Complaint.12.16.09,pdf; FW: vfolations of FOfA by TSA; RE: FOIA contact page 

update 

Last we spoke -you were working on this. Are you still? We have logged into out complaints tracking 

Rose Bird 

Director, Privacy incidents and Inquiries 

Privacy Office 

U.S, Department of Homeland Security 

Te lep hon e Hlpl8lli^ 

Fax; (703)2^^0442 






From: Holzerland, William 

Sent; Wednesday, December 30, 2009 1:57 PM 

To: Bird, Rose M; Pietra, Peter; Janet, Kevin TSA FOIA 

Cc: Papoi, Catherine 

Subject: Complaint from Edward Hasbrouck dated 12/16/09 

AH, 

FYi, please see attached complaint from Edward Hasbrouck, dated 12/16/09, received today - again dealing with the 
issue of TSA's published address. Mr, Hasbrouck aiso states in the complaint he sent this to OIG via email and regular 
mail, so I have not copied them on this message. Though he states he also sent it to TSA's privacy office, the TSA mailing 
address does not appear in the address area of this Setter. Mr. Hasbrouck stated this complaint is the same one sent via 
email to dhsoiqhotli ne@dhs.gov, fo[a.tsa(5)dhs.qov , foia(a>hq .dhs.gov on 1 1/2/09 (attached) and that the US Postal 
Service received the complaint as well and referred it to the USPS Office of Inspector General. Furthermore, Mr, 
Hasbrouck stated he has "repeatedly" reported his complaints to the aforementioned addressees via telephone. Though 
not included in the most recent complaint, he informed me verbally via phone on 12/17/09 that he has allegedly sent 
identical complaints to privacv@dhs.gov and they've also gone unacknowledged. 

In his complaint, Mr, Hasbrouck requests the OIG and PRIV do several things. Below is a non-exhaustive list of things 
Hasbrouck wants: 

■ investigate his complaint and bring appropriate enforcement action against the responsible DHS and/or TSA 
officials 

■ Attempt to determine how may FOIA/PA requests may not have been delivered when TSA's zip code changed 

■ Publish prominent notices {including press releases, dhs.gov and tsa,gov pages, and Departmental and TSA 
FOIA/PA webpages) that requests may not have been delivered and advise past requesters to resend their 
requests 

■ Reply to confirm receipt of this complaint and advise him of tracking/reference number assigned to it 

■ Advise him of the outcome of his complaint and provide him with a copy of any report produced in response to it 

■ Confirm this complaint has been logged u as a complaint of violation of FOIA and the Privacy Act, and will be 
included in (our) reporting of statistics regarding such complaints" 

At any rate, we updated the www.dhs.QQv/foja webpage with the correct zip code within minutes of this being brought to 
our attention on 1 1/2/09. TSA FOIA also updated their webpage as soon as they learned of this issue, I don't know what 
else FOIA can do for him. We obviously do not have investigative authority in the FOIA shop here. His principal complaint 
seems to be that requests may not have been delivered/received in the mail \r\ between the time the zip code changed 
and the time the webpage was updated. However, all of this stems from his request dated 1 0/1 5/09 for the TSA screening 
SOP. Mr. Hasbrouck has published vivid detaifs about the submission of this request, his request for expedited 
processing, responses received from TSA In response to his request for expedited processing, etc. here: 
http://www.papersplease.org/wp/2QQ9/10/27/tsa-sendSrOur-foja So his principal beef is that 

DHS/TSA is violating his due process rights because he was not able to get a return receipt from USPS for this request. 



131 



Yet TSA was able to respond to his initial request, timely respond to his request for expedited processing and timely 
respond to his appeal of the denial of expedited processing - all regarding this exact request received via e-mail. I fail to 
see how DHSrTSA is "effectively barring the courthouse door" as Hasbrouck states or how receiving the request in 
multiple ways would be helpful (either to the TSA FOIA office or to the requester) here. Mr. Hasbrouck is essentially: a.) 
making an argument then b.) prominently publishing information clearly rendering his argument nugatory. We've all seen 
and heard about this same issue from the same requester multiple times, but I am passing on this complaint, as he 
requests, nonetheless. 

Regards, 
Bill 

William H. Holzerland, CIPP/G 

U.S. Department of Homeland Security 

Associate Director, 

Disclosure Policy & FOIA Program Development 

(703) 235-0790 
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Holzerland, William 



From: Hoizerland, William 

Sent: Wednesday, Januaiy 20, 201 3:33 PM 

To: Bird, Rose M 

Subject: RE: Complaint from Edward Hasbrouck dated 12/16/09 

Yes, definitely in my pile. Talked to MEC about it Friday and I hope to have a draft for you and TSA to review this week. 



From: Bird, Rose M [mailto^^p^ 



Sent: Wednesday, January 20, 2010 3:28 PM 

To: Hoizerland, William 

Subject: FW: Complaint from Edward Hasbrouck dated 12/16/09 

Last we spoke -you were working on this. Are you still? We have logged Into out complaints tracking 

Rose Bird 

Director, Privacy Incidents and Inquiries 

Privacy Office 

U.S. Department of Homeland Security 

Telephone: ^plSSi fefcil;^ 

Fax: (703) 235-0442 

Email: 

From: Hoizerland, William 

Sent: Wednesday, December 30, 2009 1:57 PM 

To: Bird, Rose M; Pietra, Peter; Janet, Kevin TSA FOIA 

Cc: Papoi, Catherine 

Subject: Complaint from Edward Hasbrouck dated 12/16/09 

All, 
FYI, pfease see attached complaint from Edward Hasbrouck, dated 12/16/09, received today - again deafing with the 
issue of TSA's published address. Mr, Hasbrouck also states in the complaint he sent this to OIG via email and regular 
mail, so I have not copied them on this message. Though he states he also sent it to TSA's privacy office, the TSA mailing 
address does not appear in the address area of this letter. Mr, Hasbrouck stated this complaint is the same one sent via 
email to dhsoiqhotline@dhs.gov , foia.tsa(g>dhs.gov , foia(@hq. dhs.gov on 1 1/2/09 (attached) and that the US Postal 
Service received the complaint as well and referred it to the USPS Office of Inspector General, Furthermore, Mr. 
Hasbrouck stated he has "repeatedly" reported his complaints to the aforementioned addressees via telephone. Though 
not Included in the most recent complaint, he informed me verbally via phone on 12/17/09 that he has allegedly sent 
identical complaints to phvacy@dhs.gov and they've also gone unacknowledged. 

In his complaint, Mr. Hasbrouck requests the OIG and PRIV do several things. Below is a non-exhaustive list of things 
Hasbrouck wants: 

* Investigate his complaint and bring appropriate enforcement action against the responsible DHS and/or TSA 
officials 

■ Attempt to determine how may FOI A/PA requests may not have been delivered when TSA's zip code changed 

■ Publish prominent notices (including press releases, dhs.gov and tsa.gov pages, and Departmental and TSA 
FOIA/PA webpages) that requests may not have been delivered and advise past requesters to resend their 
requests 

Reply to confirm receipt of this complaint and advise him of tracking/reference number assigned to it 

■ Advise him of the outcome of his complaint and provide him with a copy of any report produced in response to it 

■ Confirm this complaint has been logged "as a complaint of violation of FOIA and the Privacy Act, and will be 
included in (our) reporting of statistics regarding such complaints" 

At any rate, we updated the www.dhs.gov/foia webpage with the correct zip code within minutes of this being brought to 
our attention on 11/2/09, TSA FOIA also updated their webpage as soon as they learned of this issue. I don't know what 
else FOIA can do for him. We obviously do not have investigative authority in the FOIA shop here. His principal complaint 

i 
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seems to be that requests may not have been delivered/received in the mail in between the time the zip code changed 
and the time the webpage was updated. However, all of this stems from his request dated 1 0/1 5/09 for the ISA screening 
SOP. Mr. Hasbrouck has published vivid details about the submission of this request, his request for expedited 
processing, responses received from TSA in response to his request for expedited processing, etc. here: 
http://www.papersplease.Org/wp/20Q9/1 0/27/tsa-sends-our-foia-request-intQ-a-biack-hoie/ , So his principal beef Is that 
DHS/TSA is violating his due process rights because he was not able to get a return receipt from USPS for this request. 
Yet TSA was able to respond to his initial request, timely respond to his request for expedited processing and timely 
respond to his appeal of the denial of expedited processing - ail regarding this exact request received via e-mail, f fail to 
see how DHS/TSA is "effectively barring the courthouse door" as Hasbrouck states or how receiving the request in 
multiple ways would be helpful (either to the TSA FOIA office or to the requester) here. Mr. Hasbrouck is essentially: a.) 
making an argument then b.) prominently publishing information clearly rendering his argument nugatory. We've all seen 
and heard about this same issue from the same requester multiple times, but I am passing on this complaint, as he 
requests, nonetheless. 

Regards, 
Bill 

William H. Holzerland, CIPP/G 

U.S. Department of Homeland Security 

Associate Director, 

Disclosure Policy & FOfA Program Development 

(703) 235-0790 
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Bird, Rose 1VI 

From: Bird, Rose M 

Sent: Wednesday, January 20, 2010 3:36 PM 

To: Hokerfand, William 

Subject: RE; Complaint from Edward Hasbrouck dated 12/16/09 

Great! Per our sat chat. yeah! 

Rose Bird 

Director, Privacy Incidents and inquiries 

Privacy Office 

U.S. Department of Homeland Security 

Telephone: |^^fi||!|iiS 

Fax: (703)23&-04jg^ 

Email: WtSfifcH&& 

From: Holzerland, William [H d JnVi ^ j j V^^^^- v ^ ;■ : "^ !^ ^ ^ T " r '^;o ;^. ^ ?' ■ -'y'^;^" ^- ^j 

Sent: Wednesday, January 20, 2010 3:33 PM 

To: Bird, Rose M 

Subject: RE: Complaint from Edward Hasbrouck dated 12/16/09 

Yes, definitely in my pile. Talked to MEC about it Friday and I hope to have a draft for you and TSA to review this week. 



From; Bird, Rose M [mailto[||^j^B 

Sent: Wednesday, January 20, 2010 3:28 PM 

To: Holzerland, William 

Subject: FW: Complaint from Edward Hasbrouck dated 12/16/09 

Last we spoke - you were working on this. Are you still? We have logged into out complaints tracking 

Rose Bird 

Director, Privacy Incidents and Inquiries 

Privacy Office 

U.S. Department of Homeland Security 

Telephone: (703) 235-0758 

Fax: (703)235-0442 

Email: fj|ill~~ 



From: Holzerland, William 

Sent: Wednesday, December 30, 2009 1:57 PM 

To: Bird, Rose M; Pietra, Peter; Janet, Kevin TSA FOIA 

Cc: Papoi, Catherine 

Subject: Complaint from Edward Hasbrouck dated 12/16/09 

All, 

FY!, please see attached complaint from Edward Hasbrouck, dated 12/16/09, received today - again dealing with the 
issue of TSA's published address. Mr, Hasbrouck also states in the complaint he sent this to OIG via email and regular 
mail* so I have not copied them on this message, Though he states he also sent it to TSA's privacy office, the TSA mailing 
address does not appear in the address area of this letter. Mr. Hasbrouck stated this complaint is the same one sent via 
email to dhsoighotlineCQJdhs.gov , foia.tsatgjdhs.qov , foia(S>hq. dhs.gov on 1 1/2/09 (attached) and that the US Postal 
Service received the complaint as well and referred it to the USPS Office of Inspector General. Furthermore, Mr. 
Hasbrouck stated he has "repeatedly" reported his complaints to the aforementioned addressees via telephone. Though 
not included in the most recent complaint, he informed me verbally via phone on 12/17/09 that he has allegedly sent 
identical complaints to privacY@dh$.qov and they've also gone unacknowledged. 
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In his complaint, Mr. Hasbrouck requests the OIG and PRIV do several things. Below is a non-exhaustive fist of things 
Hasbrouck wants: 

■ Investigate his complaint and bring appropriate enforcement action against the responsible DHS and/or TSA 
officials 

■ Attempt to determine how may FOIA/PA requests may not have been delivered when TSA's zip code changed 

■ Publish prominent notices (including press releases, dhs.gov and tsa.gov pages, and Departmental and TSA 
FOIA/PA webpages) that requests may not have been delivered and advise past requesters to resend their 
requests 

■ Repiy to confirm receipt of this complaint and advise him of tracking/reference number assigned to it 

■ Advise him of the outcome of his complaint and provide him with a copy of any report produced in response to it 
* Confirm this complaint has been logged "as a complaint of violation of FOIA and the Privacy Act, and will be 

included in (our) reporting of statistics regarding such complaints" 

At any rate, we updated the www.dh5.gov/foia webpaae with the correct zip code within minutes of this being brought to 
our attention on 11/2/09. TSA FOIA also updated their webpage as soon as they learned of this issue, I don't know what 
else FOIA can do for him. We obviously do not have investigative authority in the FOIA shop here. His principal complaint 
seems to be that requests may not have been delivered/received in the mail in between the time the zip code changed 
and the time the webpage was updated. However, all of this stems from his request dated 10/15/09 for the TSA screening 
SOP. Mr. Hasbrouck has published vivid details about the submission of this request, his request for expedited 
processing, responses received from TSA in response to his request for expedited processing, etc. here; 
http://www.papersplease.ora/wp/2Q09/10/27/tsa-send5-our-foia-request-into-a-black-hQie/ . So his principal beef is that 
DHS/TSA is violating his due process rights because he was not able to get a return receipt from USPS for this request. 
Yet TSA was able to respond to his initial request, timely respond to his request for expedited processing and timely 
respond to his appeal of the denial of expedited processing - all regarding this exact request received via e-mail." I fail to 
see how DHS/TSA is "effectively barring the courthouse door" as Hasbrouck states or how receiving the request in 
multiple ways would be helpful (either to the TSA FOIA office or to the requester) here. Mr, Hasbrouck is essentially: a,) 
making an argument then b.) prominently publishing information clearly rendering his argument nugatory. We've all seen 
and heard about this same issue from the same requester multiple times, but I am passing on this complaint* as he 
requests, nonetheless. 

Regards, 
Bill 

William H, Holzerland. CIPP/G 

U.S. Department of Homeland Security 

Associate Director, 

Disclosure Policy & FOIA Program Development 

(703) 235-0790 
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Holzerland, William 



From; Holzerland, WiJfiam 

Sent: Thursday, January 21, 2010 3:48 PM 

To: Lockett, Vania 

Subject: Re: FOIA INBOX 



Yes, J am with you. Only the most salient points - it's a lot to wade through as-is. 



William K Holzerland, CIPP/G 

U.S. Department of Homeland Security 

Associate Director, 

Disclosure Policy & FOIA Program Development 

(703) 235-0790 



From: Lockett, Vania 
To: Holzerland, William 
Sent: Thu Jan 21 15:07:25 2010 
Subject: RE: FOIA INBOX 

Bill - before I get too far into this, I'm starting to think that our auto-reply is just way too long, and that it might be best to 
just highlight some key points, and include links to pages on our website if they want all the details,, especially since the 
page has been beefed up quite a bit recently. Do you agree? Just want to be sure before I start deleting whole 
paragraphs.. 



From; Holzerland, William 
Sent: Thursday, January 21, 2010 2:45 PM 
To: Lockett, Vania; Holzer, James 
Subject: RE: FOIA INBOX 

I was in the midst of doing the same.., great minds... I'll hold off then. 



From: Lockett, Vania 

Sent: Thursday, January 21, 2010 2:40 PM 
To: Holzer, James; Holzerland, William 
Subject: RE: FOIA INBOX 

Bill, 

I will comment on this and then forward the version with my comments to you for review. 

Vania 



From: Holzer, James 

Sent: Thursday, January 21, 2010 2:31 PM 
To: Lockett, Vania; Holzerland, William 
Subject: FOIA INBOX 

Vania and Bill, 
Attached is the proposed auto-reply for the FOIA Inbox. 



r, 
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James VM.L. Holier, I MHR t CIPP/G 

FOIA Program Specialist 

Privacy Office 

U,S. Department of Homeland Security 

Main: 1 866.43 1.0486 or 703,235,0790 

Fax: 703.235.0443 

This communication, along with any attachments, is covered by federal and state law governing electronic communications and may 
contain confidential and legally privileged information. If the reader of this message is not the intended recipient^ you are hereby 
notified that any dissemination distribution, use or copying of this message is strictly prohibited. If you have received this in error> 
please reply immediately to the sender and delete this message. Thank you. 
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Hotzerland, William 



From: Holzerland, William 

Sent: Saturday, February 06, 2010 9;34 PM 

To: Holzer, James 

Subject: Re: Freedom Of Information Act 



Thank you, sir! 



William H. Ho1zerEand r CIPP/G 

U.S. Department of Homeland Security 

Associate Director, 

Disclosure Policy & FOIA Program Development 

(703) 235-0790 

— — Original Message — 

From: Holzer, James 

To; Papoi, Catherine 

Cc: Lockett, Vania; Holzerland, William 

Sent: Sat Feb 06 21:26:59 2010 

Subject: FW: Freedom Of Information Act 

Catherine, 

I am still working the FOIA inbox automatic reply issue. It appears that the auto reply only works if the 
FOIA@hq.dhs.gov email address is used and not the FQIA@dhs.gov . I am coordinating with IT (systems administration 
group)to determine what can be done to ensure this auto reply works for both addresses. ! will keep you informed of 
progress made in this issue, 

r, 

James 
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Holzerland, William 



From: Hofzerland, William 

Sent: Wednesday, February 10, 2010 8:24 PM 

To: Holzer, James 

Subject: RE: Freedom Of Information Act 

That begs a more basic question: are requests sent to either address routed to the same place? If not, we may want to 
ask ST why the helf not.. 

Original Message — 

From: Holzer, James 

Sent: Saturday, February 06, 2010 9:27 PM 

To: Papoi, Catherine 

Cc: Lockett, Vania; Holzerland, William 

Subject: FW; Freedom Of Information Act 

Catherine, 

I am still working the FOIA inbox automatic reply issue. It appears that the auto reply only works if the 
FQIA{S)hq,dhs.qov email address is used and not the FQIA@dhs.gov . I am coordinating with IT (systems administration 
group)to determine what can be done to ensure this auto reply works for both addresses. I will keep you informed of 
progress made in this issue. 

r, 
James 
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Holzeriand, William 



From: 

Sent: 

To: 

Cc: 

Subject: 

Importance: 


Holzeriand, William 

Friday, February 26, 2010 12:28 PM 

Holzer, James; Lockett, Vania 

Odom, Erin 

FW: FOIA CASE # 2010F05707 

High 



What is going on with the FOIA inbox auto-reply? It appears to be the old one. it contains our old phone number, old fax 
number and references a title for Catherine that is no longer correct. James, i know you'd spoken with IT about this matter 
to get our new autho-repty up and running recently, and Erin, copying you for situational awareness. We need to put in a 
ticket to have this corrected immediately. 



From: FOIA 

Sent: Friday, February 26, 2010 12:25 PM 

To: Holzeriand, William 

Subject: RE; FOIA CASE # 2010F05707 

Dear Sir or Madam, 

Thank you for contacting the Department of Homeland Security's Freedom of Information Act (FOIA) 
Office. In an effort to better serve the public, we have provided the following information to ensure that your 
requests are handled as efficiently as possible. Below you will find various reference resources including the 
type of information our office handles, where to find information regarding immigration and travel, where to 
submit complaints, what to do if you are a victim of identity theft and how to report suspicious activity. We 
appreciate your initiative to contact the Department of Homeland Security and hope that the following 
information will direct you to the information and assistance you seek. Please be advised that DHS has 
launched a new program for travelers experiencing difficulties at security checkpoints, called the DHS TRIP 
program, whose information is listed at the end of this email. If you are requesting records, making a 
complaint, or seeking to correct information regarding yourself due to difficulties while traveling please consult 
the DHS TRIP section of our email. 

Our office handles requests through the Freedom of Information Act (FOIA) and the Privacy Act (PA). 
These acts serve as mechanisms to ensure government transparency, as the public has the right to request 
government records to remain informed of government activities and policies. Please read through the 
guidelines of a perfected FOIA request, including the specific instructions for request regarding personal 
records (through the PA) and contracts, to ensure that your request can be appropriately processed. 

If after reading the descriptions and the checklist below, you submit a perfected FOIA request, you will 
hear from us shortly. If you do not receive an acknowledgement letter within 1 5 business days, please email or 
call our office at 571-227-3813. Please have the date and time you sent your email so that we may quickly 
reference it. 

This email account exists to facilitate FOIA requests so please be aware that if your email is not a 
perfected FOIA request this is the only response you will receive from us. If you are looking for information or 
a response that is related to issues other than a FOIA or PA request, please consult "Other Information" so that 
we may direct you to the correct resources and contacts. Regardless of the nature of your inquiry, for security 
reasons, we will not open any attachments. Again, thank you for contacting our office. 

FOIA REQUESTS 

A Perfected Request 

l 
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For your request to be considered a perfected FOIA request, it must contain your contact information as 
well as sufficient details about the records you seek. We require your name and mailing address, as some of our 
offices do not process FOIA requests via email. A phone number, while optional, can facilitate faster 
communication if we need to contact you regarding your request. To be able to accurately locate the records 
you are looking for, we need a detailed description of the records you are requesting, including which 
component you believe houses the records. Under the FOIA, we are permitted to charge fees for excessive 
photocopying and search efforts, and therefore need a stated agreement to pay fees ( <4 I agree to pay any 
reasonable fees for the processing of this request"). We will contact you if the fees will exceed what you have 
already agreed to pay. If you are making a request for personal records related to immigration, pleaseread 
"FOIA Requests Relating to Immigration" as there are additional requirements. 

While the Freedom of Information Act is a mechanism to ensure government transparency, we are not a 
research aide and we do not answer questions, If your request is in the form of a question (example: Why did 
I get stopped at the airport?) your request will not be processed, 

If you have sent us an email with an attached request, it will not be considered, as we do not open 
attachments for security reasons. Please resubmit your request in the body of the email, or send your request to 
us via mail or fax at (571) 227-1125, You may mail your request to; 

Director, Departmental Disclosure & FOIA 
The Privacy Office 

U.S. Department of Homeland Security 
Arlington, VA 22202 

Personal Records Requests 

If you are requesting records pertaining to yourself or another individual, you must submit your request 
in writing to our office. The request is not required to be submitted on any particular form or in any particular 
format, as long as it is in writing. Pursuant to Department of Homeland Security regulations, we need an 
original signature along with the following statement: "I swear under penalty of perjury that to the best of my 
knowledge the following is true." For records on another individual, we need a release from that individual, 
giving us permission to release their records to you. If the person is deceased, please provide a death certificate. 
If you are making a request for personal records related to immigration, please read "FOIA Requests Relating to 
Immigration" as there are additional requirements. 

FOIA Requests Relating to Immigration 

To obtain a copy of your complete Alien File or to request any other immigration-related documents via 
the FOIA, you must submit a request to the Associate Director for the United States Citizenship & Immigration 
Services (USCIS) National Records Center (NRC) FOIA/PA Program, Brian Welsh, at FOIA/PA office, P.O. 
Box 64801 0, Lee's Summit, MO 64064-8010, for processing and direct response to you. You may contact the 
NRC via telephone at (816) 350-5570. 

If you are seeking your Alien File, you must include your full name, current address and date and place 
of birth. In addition, your request must be made in writing, must contain your signature, and should either be 
notarized or contain a statement made under penalty of perjury. If you are seeking records on behalf of another 
individual, you must include a statement from that individual certifying his or her agreement in your accessing 
his/her records. If you have further questions, please visit www.uscis.gov . 

Contracts 

If you are requesting contracts, you should provide either a valid solicitation or contract number. This 
can be found at www.fedbizopps.gov or https://fpds.gov. If you are unable to locate the specific solicitation or 
contract number, please provide the name of the DHS component that administers the contract. 

Additional FOIA/PA Information 

General FOIA Information: 
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www.usdoi.gov/oip 

DHS Component Contact Information: htt p://wvvw>dhs,g:ov/xfoia/Copy_of_editoriai_03 1 8.shtm 

DHS Main FOIA Website: 

http://wvvw,dhs,g oy/xfp i ia/e ditorial_0579,shtm 

****STOP!**** 

Before you submit your request, please make sure you have addressed the following: 

1 . Contact Information (Required: Name, Mailing Address; Optional: Phone Number) 

2. Description of the Records You Are Requesting 

3. Components You Believe House the Records 

4. Agreement to Pay Reasonable Fees 

5. DOES NOT contain questions 

6. NO attachments to the email 

7. NOT a request for records related to immigration (should be sent in writing to USCIS, read above for 
details) 

8. NOT a request for personal records (must be submitted in writing, read above for details) 

9. Appropriate Contract Information 

OTHER INFORMATION 

Basic DHS Reference Materials 

About the Department 
lUtp://www.dhs.go v/xabout/ 
Laws and Regulations 
liUn://www»dhs.gov/xaboul/law5/ 
http://www.regu lations»gov 
Contact Information 

http://www,dhs,gov/xutil/contactus.shtm 

Identity Theft 

If you are a victim of a telephone scam and paid money or gave your credit card account numbers, or 
any other financial information, to someone claiming to collect required taxes or duty on lottery winnings, you 
should contact Project Phone Busters at 1 -888-495-850 1 or www.phonebusters.com. 

If you are a victim of identity theft, you can call the Federal Trade Commission's Fdentity Theft Hotline 
at 1-877-438-4338 or report it online . If you believe someone is using your social security number, you can 
report it to the Social Security Administration Fraud Hotline at 1-800-269-0271. 

Complaints 

To file a complaint against employees and/or officials of the Department of Homeland Security with the Office 

for Civil Rights and Civi! Liberties, follow this link: 

DHS: Investigating and Resolving Complaints. Civil Rights and Civil Liberties 

To file a complaint with the Department of Homeland Security Office of Inspector General, follow this link: 
DHS: Office of Inspector General Hotline Information 

Travel/Passport Assistance 

Failure to turn in your 1-94: 

Failure to turn in your 1-94 (or 1-94 W) when you leave the U.S. can create a serious problem. Without 
this record of your departure, you will be identified in our records as an "overstay," Being identified as an 
overstay means that you will be denied re-entry into the U.S. If you failed to turn in your 1-94, please send it, 

3 

*i 
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along with any documentation that proves you left the U.S., to ACS Inc. 1 084 South Laurel Rd., London, 

Snt y t ?°T e , nt u ati0 , n t0 Pr ° Ve y ° Ur departUre Can inciude the boardin § P ass fro ™ your ^ght. If you 
ex ted the country by a land border ,t is much harder to verify that you did, in fact, leave the country on the date 

JhnnH uTl y ° U ?l ny d P c l ument3ti0n ° f y ° Ur arrival in y° ur home counti y 0.e. Passport stamp), then you 
aim t have ST T f * *" ab ° Ve / fice does not ha ^ any supporting documents tosubstantiaie your 

h vl Hn w ♦ ,° n 3 Certam datC ' th6rc iS n ° gUarantee that y° u wiI1 be entered S "to the record as 

having done so. We strongly urge you to keep a copy of what you send to ACS Inc. and to carry it with you the 

eTglbiHty ^ Z* t0 U ' S ' " " ^ CUSt ° mS 3nd B ° rder Patr0i ° ffiCer ^ "* <* UeSti0nS ^™ 

If you want to confirm that your 1-94 was received by ACS, please allow four (4) months to process the 
paperwork. Jhen you can write the following address to determine whether or not your departure was 3rd ed 

f e" T™^ t " 9 , ? " ^ le V h : ^ " r6qUired ' Piease d ° N0T -quesLnfirmation S i tTon 
file. This process is only for people who did not turn in the 1-94 when they exited the U.S. You will need to 

provide your name, date of birth, passport number, and date of departure, in addition to asking wheme or not 
your departure was «corijd U.S. Customs and Border Protection Air Sea Passenger Operations, Room 4D 
1 300 Pennsylvania Ave., N.W., Washington D.C. 20229. 

Specific Questions 

of T<5 a I " a l y -?*ffT regarding Spedal " eeds or concerns P lease consuit ^ Air Travel Information Section 
!l* ,7t S \ l3M TT^ tSa /^^^te^i^vej^esjhim as well as their Frequently Asked Quesdons 
of HomSnf^^ You may also consult ^2 

oi Homeland Security s Travel Security and Procedures page at http://www.dhs.gOv/xtrvlser./ . 

Passports and Visas 

himHlJ^! ^TT'c? re8 T ardi " 8 PaSSP ° rtS 3nd VisaS ' includin § their status and w h^her or not you need one is 
Smf t!on° US De P art ™nt. Please go to http : //www.state.,nv/w.l^K,. c; ^w for y detaiIe 7 °^ 

Citizenship and Immigration Services 

contact on^fXfotwIn^ 11011 " """^ P ?? ining to dtiZe " ship ° r ™™8«tion benefits, you should 
contact one of the following offices or programs within U.S. Citizenship and Immigration Services (USCIS). 

Immigration Case Status: 

You may°at e con y taculrufc^°MT e IT' ** ™*^ a " d e "*r y™r immigration case number. 
iou may aiso contact the USCIS National Customer Service Center at 1-800-375-5283. 

Replacement Documents: 

If you are simply trying to obtain a replacement copy of your naturalization certifiratP th* mn ct «f«„- * 

z£££r£r ,ocal USCIS *™ iro °" ^ - «^s ftssr 

Reporting Suspicious Activity 

To Report Incidents 

http://vv wvv.dhs.gov/xinfoshare/reportincidents/ 

DHS Main Operator; (202) 282-8000 
DHS Tip Lines 
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Tip Line 



What to report,,. 



1 -866-DHS-2ICE Illegal immigration or related activities that are under the purview of U.S, Immigration & 

Customs Enforcement (ICE) 

1-877-9TUNNEL Information concerning underground passageways along the U.SVMexican border 

I-800-BE-ALERT Suspicious activity regarding customs or border issues that are under the purview of U.S. 

Customs and Border Protection (CBP) 



1-800-THE^LOST 



Tips regarding exploited children or online predators, which fall under the purview of the 

National Center for Missing and Exploited Children (also alert local law enforcement) 



1-866-720-5721 Cases of fraud involving the Federal Emergency Management Agency (FEMA) 

******* DHS TRIP program******* 

The Department of Homeland Security's Travel Redress Inquiry Program (DHS TRIP) is a single point of 
contact for individuals who have inquiries or seek resolution regarding difficulties they experienced during their 
travel screening at transportation hubs-like airports and train stations»-or crossing U.S, borders, including: 1) 
denied or delayed airline boarding; 2) denied or delayed entry into and exit from the U.S. at a port of entry or 
border checkpoint; or 3) continuously referred to additional (secondary) screening. Individuals seeking to file 
an inquiry to have erroneous information corrected in DHS systems should contact DHS TRIP at trip@dhs.gov 
or to visit www.dhs.gov/trip . 

If you are requesting records pertaining to difficulties experienced during travel, we recommend consulting the 
DHS TRIP program first, as an alternative to filing a FOIA request, and if you are still interested in pursuing the 
request via the FOIA, submit the request directly to the component that would most likely have the records 
(CBP or TSA depending on the travel situation). 

For further information, please visit www.dhs.gov/trip. 
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Holzerland, William 



From; Holzerland, William 

Sent: Friday, February 26, 2010 12:51 PM 

To: Odom, Erin 

Subject: Fw: Freedom Of information Act 



Fyi 



William H. Holzerland, CIPP/G 

U.S. Department of Homeland Security 

Associate Director, 

Disclosure Policy & FOIA Program Development 

(703) 235-0790 



From: Holzer, James 

To: Holzerland, William 

Sent: Fri Feb 26 12:46:51 2010 

Subject: Re; Freedom Of Information Act 



Bill - email sent to IT requested they turn off auto reply or use the language attached in the original IT request. 

Again, though, the auto reply is still not working for public domain accounts (e.g. Gmail, yahoo, hotmail etc). A request has 
been submitted to IT to reconfigure our email account to enable auto reply to these types of emails (using the language 
you and Vania approved). 



James V.M.L Holzer, I, MHR, CIPP/G 

FOIA Program Specialist 

Privacy Office 

U.S. Department of Homeland Security 

Main; 1.866.431.0486 or 703.235.0790 

Directig^^^^^Fax: 703.235.0443 

This communication, along with any attachments, Is covered by federal and state law governing electronic 
communications and may contain confidential and legally privileged information. If the reader of this message is not the 
intended recipient, you are hereby notified that any dissemination, distribution, use or copying of this message is strictly 
prohibited. If you have received this in error, please reply immediately to the sender and delete this message. Thank you 



From: Holzer, James 
To: Holzerland, William; Odom, Erin 
Sent; Fri Feb 26 12:37:17 2010 
Subject: Fw; Freedom Of Information Act 

Bill, 

The out of office reply is only going to work if someone is sending an email from a government computer - so this reply is 
not going to the general public, it appears that steve just turned the old one back on. I will send him an email rt now to turn 
off, but they are already working the larger issue. 
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James V.M.L. Holzer, f, MHR f CIPP/G 
FOIA Program Specialist 
Privacy Office 

U.S. Department of Homeland Security 
Main; 1jS66.431.0486 or 703.235.0790 

D ' rect: [lljSliiSy a* : 703.235.0443 






From: Holzer, James ™ 

Sent: Thu Feb 25 14:27:00 2010 
Subject: Re: Freedom Of Information Act 

Steve, 

X SK SJ ° Ur needS - l "^ "* 6maH 9ddreSS t0 ~P^ *> a » --is it receives, regardless of the domain 

Thisis an organizational emai, address that is provided to the public. When they write to our office they need to receive 

Please advise on how this problem can be resolved. 

Thanks, 



James V.M.L Holzer, I, MHR, CIPP/G 

FOIA Program Specialist 

Privacy Office 

U.S, Department of Homeland Security 

Mam: 1 .866.431 .0486 or 703.235.0790 

Direct: ^^Milfi F ^ 703.235.0443 



commSSS WiraiSK fe ? ra ; and State ' aW 9 ° Vemins efectronic 

intended recipient you are he ebv not 52 ^hJ^T V P " V e 9 ed J nf °™atfon. If the reader of this message is not the 



From 'fSBMWI <CTR > 

To: Holzer, James 

Sent: Thu Feb 25 14:21:15 2010 

Subject: RE: Freedom Of Information Act 



I have set the Out of Office reply, and turned off the Outlook rule autorepiy 

However, the Out of Office reply does not work external* except possible .mil and .gov addresses. 

ThZrikfSO** mS if y ° U h8Ve 3ny ° ther qU6Sti0ns ' ° therwise ' V° ur ticket wil > ^ resolved. 



v/r. 
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CTR 

System Administrator, Second Shift 

Shift Evenings; Wednesday - Saturday 

DHS Nebraska Ave, Complex (MAC) Headquarter Operations Center (HOC) 



Call Center Suppo rt: 




From: Holzer, James 

Sent: Wednesday, February 24, 2010 5:36 PM 

Subject: Re: Freedom Of Information Act 



Pfease proceed using the current autorepiy for the out of office. 



Thank you, 
James 



To: Ho Izei^ James 

Sent: Wed Feb 24 17:18:26 2010 

Subject: FW: Freedom Of Information Act 



Mr. Holzer: 

Per [T Security,: 
reply? 

Please approve. 

Thanks, 



approval, would it be okay for me to use the current autorepiy using the Out of Office 



v/r, 



|, CTR 

"System Administrator, Second Shift 

Shift Evenings: Wednesday - Saturday 

DHS Nebraska Ave. Com pl ex (NAC ) Headquarter Operations Center {HOC) 



Call C enter Support: 
[•fits] 




From: FOIA 

Sent: Wednesday, February 24, 2010 5:16 PM 

r °*WWSSS <CTR> 

Subject: Freedom Of Information Act 
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Thank you for contacting the Department of Homeland Security's Privacy Office, This office is responsible for 
administering policies, programs, and procedures to ensure that the Department complies with the Freedom of 
Information Act (FOIA) and the Privacy Act (PA), 5 U.S.C. 552 and 5 U.S.C. 552a, respectively. For more 
information about the DHS Privacy Office, please click here: 

http://www, dhs.gov/xabout/striicture/cditQrial_033 8, shtm . 



This email account exists to facilitate FOIA requests that are properly made in accordance with the DHS FOIA 
regulations. While PA request may be sent via e-mail, no work will be done nor access provided to records 
until we receive either a notarized request or a signed statement made under 28 U.S.C. 1746, If you have 
questions regarding what constitutes a properly made request please refer to the regulations found at: 
http://www.dhs.gov/xiibrary/assets/FOIA_FedReg_Tslotice.pdf . 



If your request is a properly made request, and you do not receive an acknowledgement letter within 15 
business days, please send a follow-up email or call our office at 1-866-431-0486, Please have the date and 
time you sent your email so that we may quickly reference it 

If your request is not a properly made request, this is the only response you will receive from us. You 

may wish to consult one of the references below: 



General FOIA Information 

How to file a FOIA request -- http://www.dhs.gov/xfoia/editorial 03 1 6. shtm 
Frequently requested records -- http://vv wvv.dhs.ROv/xfoia/editorial Q424.shfm 
FOIA Contacts — littp://vvww T dhs_goy/xfoj_ / C opy 

Citizenship and Benefits Information 

If you are seeking information or records pertaining to citizenship or immigration benefits, you should contact 
one of the following offices or programs within U.S. Citizenship and Immigration Services (USCIS): 

-Immigration Case Status: 

To check your immigration case status, visit www.uscts.gov and enter your immigration case number, You J 
may also contact the USCIS National Customer Service Center at 1 -800-375-5283. j 

--Replacement Documents: j 

i 

r 

If you are simply trying to obtain a replacement copy of your naturalization certificate, the most efficient way t0| 
do so is to contact your local USCIS service center. To obtain the necessary forms and a list of service centers, j 

visit vvww.uscis.gov t 

Identity Theft j 
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If you are a victim of a telephone scam and paid money or gave your credit card account numbers, or any other 
financial information, to someone claiming to collect required taxes or duty on lottery winnings, you should 
contact Project Phone Busters at 1-888-495-8501 or www. phonebusters.com . 

If you are a victim of identity theft, you can call the Federal Trade Commission's Identity Theft Hotline at 1- 
877-438-4338 or report it http://www, ftc.gov/bcp/cdu/microsites/idtheft/ online. If you believe someone is 
using your social security number, you can report it to the Social Security Administration Fraud Hotline at 1- 
800-269-0271. 



DHS Equal Employment Opportunity (EEO) Program 

If you have a question or need assistance with an EEO case, please call the EEO Customer service line at (202) 
254-8250, or email at statusFA@hq,dhs.gov. 

Complaints 

To file a complaint against employees and/or officials of the Department of Homeland Security with the Office 
for Civil Rights and Civil Liberties, follow this link: http://www.dhs>gov /xabout/structure/editorial_0373,shtm 
DHS: Investigating and Resolving Complaints, Civil Rights and Civil Liberties 

To file a complaint with the Department of Homeland Security Office of Inspector General, follow this link: 
http://www.dhs.gov/x oig/about/ gc 1 16370332980S.shtm 

Reporting Suspicious Activity 

To Report Incidents: http://www.dhs.gov/xinfoshare/reportincidents/ 

j DHS Main Operator: (202) 282-8000 

I DHS Tip Lines: 

1-866-DHS-2ICE — Illegal immigration or related activities that are under the purview of U.S. Immigration & 

Customs Enforcement (ICE) 

i 

I 1-877-9TUNNEL — Information concerning underground passageways along the U.S./Mexican border 

I 

| 1-800-BE-ALERT — Suspicious activity regarding customs or border issues that are under the purview of U.S. 

| Customs and Border Protection (CBP) 

1-800-THE-LOST — Tips regarding exploited children or online predators, which fall under the purview of the 
National Center for Missing and Exploited Children (also alert local law enforcement) 

1-866-720-5721 - Cases of fraud involving the Federal Emergency Management Agency (FEMA) 

DHS TRIP Program 

The Department of Homeland Security's Travel Redress Inquiry Program (DHS TRIP) is a single point of 
contact for individuals who have inquiries or seek resolution regarding difficulties they experienced during theirj 

____ _____ __ 5 ____ 
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travel screening at transportation hubs— like airports and train stations— or crossing U.S. borders, including: 1) 
[denied or delayed airline boarding; 2) denied or delayed entry into and exit from the U.S. at a port of entry or 
[border checkpoint; or 3) continuously referred to additional (secondary) screening, Individuals seeking to file 
an inquiry to have erroneous information corrected in DHS systems should contact DHS TRIP at trip@dhs,gov 
or visit www.dhs.gov/trip . 

If you are requesting records pertaining to difficulties experienced during travel, we recommend consulting the 
DHS TRIP program first, as an alternative to filing a FOIA request, and if you are still interested in pursuing the 
request via the FOIA, submit the request directly to the component that would most likely have the records 
(CBP or TSA depending on the travel situation). 

For further information, please visit www.dhs.gov/trip , 

i Regards, 

| DHS Privacy Office 

1 Disclosure & FOIA Program 

' STOP 0655 

Department of Homeland Security 

245 Murray Lane, SW 

Arlington, VA 20598-0655 

Telephone: 1-866-431-0486 or 703-235-0790 

Fax: 703-235-0443 
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Holzerland, William 



From: Holzerland, William 

Sent: Friday, February 26, 2010 2:37 PM 

To: HoJzer, James 

Cc: Odom, Erin 

Subject: RE: Freedom Of Information Act 



Thx James, pis keep Erin in the loop. 



From: Holzer, James 

Sent: Friday, February 26, 2010 2:30 PM 

To; Holzerland, William 

Subject: Re: Freedom Of Information Act 

Bill, 

The auto reply has been disabled. Will continue to work issues and let you know once we have resolution. 

James V.M.L Holzer, I, MHR, CIPP/G 

FOIA Program Specialist 

Privacy Office 

U.S. Department of Homeland Security 

Main: 1 866.431 ,0486 or 703.235.0790 

Dfrect: lli:!ISIE3 Fax: "03.235.0443 

This communication, along with any attachments, Is covered by federal and state law governing electronic 
communications and may contain confidential and legally privileged information. If the reader of this message is not the 
intended recipient, you are hereby notified that any dissemination, distribution, use or copying of this message is strictly 
prohibited. If you have received this in error, please reply immediately to the sender and delete this message. Thank you 



From: Holzer, James 

To: Holzerland, William 

Sent: Fri Feb 26 12:46:51 2010 

Subject: Re: Freedom Of Information Act 

Bill - email sent to IT requested they turn off auto reply or use the language attached in the original IT request. 

Again, though, the auto reply is still not working for public domain accounts (e.g. Gmail t yahoo, hotmail etc). A request has 
been submitted to IT to reconfigure our email account to enable auto reply to these types of emails (using the language 
you and Vania approved). 



James V.M.L Holzer, I, MHR, CIPP/G 

FOIA Program Specialist 

Privacy Office 

U.S. Department of Homeland Security 

Main: 1 .866.431 .0486 or 703.235.0790 

Direct: gg|£l£^Fax; 703.235.0443 

This communication, along with any attachments, is covered by federal and state law governing electronic 
communications and may contain confidential and iegaffy privileged information. If the reader of this message is not the 
intended recipient, you are hereby notified that any dissemination, distribution, use or copying of this message is strictly 
prohibited. If you have received this in error, please reply immediately to the senderand delete this message. Thank you 
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Holzerland William 



From: Holzerland, William 

Sent: Friday, February 26, 2010 2:43 PM 

To: Holzer, James 

Subject: RE: Freedom Of Information Act 



You are, in fact, The Man, 



From: Holzer, James 

Sent; Friday, February 26, 2010 2:43 PM 

To: Holzerland, William 

Subject: Re: Freedom Of Information Act 



did/will - f called and spoke with her right after your first email. 



James V.M.L Holzer, E, MHR, CIPP/G 

FOIA Program Specialist 

Privacy Office 

U.S. Department of Homeland Security 

Main: 1 .866.431 .0486 or 703.235.0790 



Direct: [iSlM£ : BtfSFax: 703.235.0443 



This communication, along with any attachments, is covered by federal and state law governing electronic 
communications and may contain confidential and legally privileged information. If the reader of this message is not the 
intended recipient, you are hereby notified that any dissemination, distribution, use or copying of this message is strictly 
prohibited, if you have received this in error, please reply immediately to the sender and delete this message. Thank you 



From: Holzerland, William 

To: Holzer, James 

Cc: Odom, Erin 

Sent: Fri Feb 26 14:37:06 2010 

Subject: RE: Freedom Of Information Act 

Thx James, pis keep Erin in the loop. 



From: Holzer, James 

Sent: Friday, February 26, 2010 2:30 PM 

To: Holzerland, William 

Subject: Re: Freedom Of Information Act 

Bill, 

The auto reply has been disabled. Will continue to work issues and let you know once we have resolution. 

James V.M.L, Holzer, I, MHR, CiPP/G 

FOIA Program Specialist 

Privacy Office 

U.S. Department of Homeland Security 

Main: 1866.4310486 or 703.235.0790 

Direct: ^^SSiii8 Fax: 703.235.0443 

This communication, along with any attachments, is covered by federal and state law governing electronic « 

l 
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communications and may contain confidential and legally privileged information. If the reader of this message is not the 
intended recipient, you are hereby notified that any dissemination, distribution, use or copying of this message is strictly 
prohibited. If you have received this in error, please reply immediately to the sender and delete this message. Thank you 



From: Hofzer, James 

To; Holzerland, Wiiiiam 

Sent: Fri Feb 26 12:46:51 2010 

Subject: Re: Freedom Of Information Act 

Bill - email sent to IT requested they turn off auto reply or use the language attached in the original IT request. 

Again, though, the auto reply is still not working for public domain accounts (e.g. Gmail, yahoo, hotmail etc). A request has 
been submitted to IT to reconfigure our email account to enable auto reply to these types of emails (using the language 
you and Vania approved). 



James V.M.L Holzer, I, MHR, CIPP/G 

FOIA Program Specialist 

Privacy Office 

U.S. Department of Homeland Security 

Main: 1.866.431.0486 or 703,235.0790 

Direct: MW&M T -;ffiax: 703.235.0443 

This communication, along with any attachments, is covered by federal and state law governing electronic 
communications and may contain confidential and legally privileged information. If the reader of this message is not the 
intended recipient, you are hereby notified that any dissemination, distribution, use or copying of this message is strictly 
prohibited. If you have received this in error, please reply immediately to the sender and delete this message. Thank you 

From: Holzer, James 
To: Holzerland, William; Odom, Erin 
Sent: Fri Feb 26 12:37:17 2010 
Subject: Fw: Freedom Of Information Act 

Bin, 

The out of office reply ss only going to work if someone is sending an email from a government computer - so this reply is 
not going to the general public, ft appears that steve just turned the old one back on. I will send him an email rt now to turn 
off, but they are already working the larger issue. 



James V.M.L. Hofzer, I, MHR, CIPP/G 

FOIA Program Specialist 

Privacy Office 

U.S. Department of Homeland Security 

Main: 1.866.431 .0486 or 703.235.0790 

Direct: [^^^y.i:>^ Fax: 703.235.0443 

This communication, along with any attachments, is covered by federal and state law governing electronic 
communications and may contain confidential and legally privileged information. If the reader of this message is not the 
intended recipient, you are hereby notified that any dissemination, distribution, use or copying of this message is strictly 
prohibited. If you have received this in error, please reply immediately to the sender and delete this message. Thank you 
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From: Hojzery James 

Sent: Thu Feb 25 14:27:00 2010 
Subject: Re: Freedom Of Information Act 

Steve, 

This does not meet our needs. I need this emaii address to respond to all emails it receives, regardless of the domain 

(e.g. public or gov). 

This is an organizational email address that is provided to the public. When they write to our office they need to receive a 
reply. 

Please advise on how this problem can be resolved. 

Thanks, 



James V.M.L Holzer, I. MHR, CIPP/G 

FOJA Program Specialist 

Privacy Office 

U.S. Department of Homeland Security 

Main: 1.866,431,0486 or 703.235,0790 

Direct: WMSSffSSBFax: 703.235,0443 



This communication, along with any attachments, is covered by federal and state law governing electronic 
communications and may contain confidential and legally privileged information, ff the reader of this message is not the 
intended recipient* you are hereby notified that any dissemination, distribution, use or copying of this message is strictly 
prohibited. If you have received this in error, please reply immediately to the sender and delete this message. Thank you 



From: iBll@^S <CTR> 

To: Holzer, James 

Sent: Thu Feb 25 14:21:15 2010 

Subject: RE: Freedom Of Information Act 

I have set the Out of Office reply, and turned off the Outlook rule autoreply. 

However, the Out of Office reply does not work externally except possibly to .mil and .gov addresses. 

Please contact me if you have any other questions, otherwise, your ticket wfll be resolved. 
Thank you. 

v/r, 

System Administrator, Second Shift 

Shift Evenings: Wednesday - Saturday 

DHS Nebraska Ave. Complex (NAC) Headquarter Operations Center (HOC) 



Call Center Support: 
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From: Hoizer, James 

Sent: Wednesday, February 24, 2010 5:36 PM 

^ ol WMSl MMM <CTR> 

Subject: Re; F=reedom Of Information Act 



Please proceed using the current autorepfy for the out of office. 



Thank you, 
James 



From: (isiH™| <ctr> 

To: Hoizer, James 

Sent: Wed Feb 24 17:18:26 2010 

Subject: FW: Freedom Of Information Act 

Mr. Hofzer: 



Per IT Security, l^Hj ilSilliil iij approval would it be okay for me to use the current autoreply using the Out of Office 
reply? 

Please approve. 

Thanks. 



v/r, 



CTR 

"System Administrator, Second Shift 

Shift Evenings: Wednesday - Saturday 

DHS Nebraska Ave. Complex (NAG) Headquarter Operations Center (HOC) 



Call Center Suppo rt: 
SI 




From: FOIA 

Sent: Wednesday, February 24, 2010 5:16 PM 

To: ^^^^B <CTR> 

Subject: Freeaom Of Information Act 

Thank you for contacting the Department of Homeland Security's Privacy Office, This office is responsible for 
administering policies^ programs, and procedures to ensure that the Department complies with the Freedom of 
Information Act (FOIA) and the Privacy Act (PA), 5 U.S.C. 552 and 5 U.S.C. 552a, respectively. For more 
information about the DHS Privacy Office, please click here: 
http://ww w.dhs.go v/xabout/structure/editorial 0338. shtm . 

This email account exists to facilitate FOIA requests that are properly made in accordance with the DHS FOIA 
regulations. While PA request may be sent via e-mail, no work will be done nor access provided to records 
until we receive either a notarized request or a signed statement made under 28 LLS.C. 1 746. If you have 
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questions regarding what constitutes a properly made request, please refer to the regulations found at: 

http://vv\vw,dhs,gov/xlibrarv/a$sets/FQIA_FedReg ^Ngtice.pdf t 



If your request is a properly made request, and you do not receive an acknowledgement letter within 15 
business days, please send a follow-up email or call our office at I -866-43 1 -0486. Please have the date and 
time you sent your email so that we may quickly reference it. 

If your request is not a properly made request, this is the only response you will receive from us. You 

may wish to consult one of the references below; 



General FOIA Information 

How to file a FOIA request — http://www,dhs,gov/xfoia/eclitorial_03 i 6»shtm 

Frequently requested records - http;//vvw r vv,dhs,gov/xfoia/editorial_0424.shtin 

FOIA Contacts -- http;//www.dhs,gov/xfoia/Copv of editorial 03 1 S.shtm 

Citizenship and Benefits Information 

If you are seeking information or records pertaining to citizenship or immigration benefits, you should contact 
one of the following offices or programs within U.S. Citizenship and Immigration Services (USCIS): 

—Immigration Case Status: 

To check your immigration case status, visit wvvw.uscis, gov and enter your immigration case number. You 
may also contact the USCIS National Customer Service Center at 1-800-375-5283. 

—Replacement Documents: 

If you are simply trying to obtain a replacement copy of your naturalization certificate, the most efficient way to 
do so is to contact your local USCIS service center, To obtain the necessary forms and a list of service centers, 
visit www.uscis.eov, 



j Identity Theft 

! 
If you are a victim of a telephone scam and paid money or gave your credit card account numbers, or any other 
financial information, to someone claiming to collect required taxes or duty on lottery winnings, you should 

j contact Project Phone Busters at 1-888-495-8501 or www.phoncbustcrsxom . 

If you are a victim of identity theft, you can call the Federal Trade Commission's Identity Theft Hotline at 1- 
j 877-438-4338 or report it htt p://www.ftc t gov/bcp/edu/microsites/idtheft/ online, If you believe someone is 
| using your social security number, you can report it to the Social Security Administration Fraud Hotline at 1- 
1 800-269-0271. 



DHS Equal Employment Opportunity (EEQ) Program 



L 
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[If you have a question or need assistance with an EEO case, please call the EEO Customer service fine at (202) 
J254-8250, or email at statusFA@hq.dhs.gov. 

Complaints 

To file a complaint against employees and/or officials of the Department of Homeland Security with the Office 
for Civil Rights and Civil Liberties, follow this link: http://wvvvv,dlis,gov/xabout/structure/editorial 0373,shtm 
DHS: Investigating and Resolving Complaints, Civil Rights and Civil Liberties 

To file a complaint with the Department of Homeland Security Office of Inspector General, follow this link: 
http://www,dhs.gov/xoig/abouty gc_ 11 6370332 9805 ,sh£m 

Reportine Suspicious Activity 

To Report Incidents; lUtp://www^lhs.gov/xinfoshare/reportincid_en_ts/ 

DHS Main Operator: (202) 282-8000 

DHS Tip Lines: 

j 1-866-DHS-2ICE - Illegal immigration or related activities that are under the purview of U.S. Immigration & 
i Customs Enforcement (ICE) 

1-877-9TUNNEL -- Information concerning underground passageways along the U.S./Mexican border 

1-800-BE- ALERT - Suspicious activity regarding customs or border issues that are under the purview of U,S. 
Customs and Border Protection (CBP) 

t 

1-800-THE-LOST — Tips regarding exploited children or online predators, which fail under the purview of the 
National Center for Missing and Exploited Children (also alert local law enforcement) 

1-866-720-5721 — Cases of fraud involving the Federal Emergency Management Agency (FEMA) 

DHS TRIP Program 

The Department of Homeland Security's Travel Redress Inquiry Program (DHS TRIP) is a single point of 
contact for individuals who have inquiries or seek resolution regarding difficulties they experienced during their 
travel screening at transportation hubs-like airports and train stations-or crossing U.S. borders, including: 1) 
denied or delayed airline boarding; 2) denied or delayed entry into and exit from the U,S. at a port of entry or 
border checkpoint; or 3) continuously referred to additional (secondary) screening. Individuals seeking to file 
an inquiry to have erroneous information corrected in DHS systems should contact DHS TRIP at trip@dhs.gov 
or visit www,dhs,fiOv/trip , 

If you are requesting records pertaining to difficulties experienced during travel, we recommend consulting the 
DHS TRIP program first, as an alternative to filing a FOIA request, and if you are still interested in pursuing the 
request via the FOIA, submit the request directly to the component that would most likely have the records 
(CBP or TSA depending.on the travel situation). 

For further information, please visit www.dhs.gov/irip , 

6 
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kegards, 

DHS Privacy Office 

Disclosure & FOIA Program 

STOP 0655 

Department of Homeland Security 

245 Murray Lane, SW 

Arlington, VA 20598-0655 

Telephone: I -866-43 1 -0486 or 703-235-0790 

Fax: 703-235-0443 
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Hoizerland, William 



From: Hoizerland, William 

Sent: Wednesday, March 1 7, 201 9:43 AM 

To: ^ Sotoudeh, Paul; Robertson, LeEtte 

Subject; FW: Hasbrouck complaint: email auto-reply 

Please see below. This wasn't the first time this topic was broached. There's been no action on the email auto-reply issue 
yet, as far as J can tefL 



From: Hoizerland, William 

Sent: Wednesday, December 16, 2009 12:03 PM 

To; Janet, Kevin <T5A FOIA> 

Subject; Hasbrouck complaint: email auto-reply 

KJ, 
I just got off the phone with NARA-OGIS. Among Mr. Hasbrouck's litany of complaints regarding the TSA physical 
address and Federal Register issues fs one that i think is valid and easily solvable. He says that the auto-reply email he 
receives when sending them to the agency gives the wrong physical address for TSA, We had no idea whether he's 
referring to your auto-reply or the one issued from our office, so I thought I would mention it just in case your email inbox 
has one - and I am having the gent who monitors our FOIA inbox look into whether our auto-reply needs to be updated as 
well. Also, if you guys do not have an auto-reply, I suggest adopting one, since requesters apparently (according to 
NARA) fee! as if their requests are going into a "black hole" when they're sent to TSA. 
Regards, 
Bill 

William H. Hoizerland, CIPP/G 

US. Department of Homeland Security 

Associate Director, 

Disclosure Policy & FOIA Program Development 
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Holzerland, William 



£ ro ™ : Holzerland, William 

2*. Wednesday, March 17, 2010 9:44 AM 

i„L. t Sotoudeh, Paul; Robertson, LeEtte 

Sub J ect: FW: DHS FOIA inbox auto-reply 

Here's another one... 



From: Holzerland, William 
Sent: Tuesday, January 26, 2010 11:24 AM 
To: Janet, Kevin <TSA F0IA> 
Subject: DHS FOIA inbox auto-reply 

Text of our auto-reply below. 



•he DHS Priyacy Office, p,e 8se * k J. aU^S^SSSSfSZ' in, ° rm8 " 0n *°" 

*™*r , property made request, please refer .ethere^ ions found " ^ qUeS *° nS reg "' di, " i 

,Mtp://www.dhs.nov/y|lhrnrv/n;..t.^OlA fertPn., Mn,i„ r „, "" "'' 

that we may quickly reference It. «l-0486. Please nave the date and time you sent your email so 

is rissistt ■ ,equest - ,ws ,s ,he °- ,y resp ™ se - - -— *- «• «» «» - <» 

General FOfA Information 

How to fife a FOIA request - h^ww.dhs.* m M«i*f~*w n M pgig ~ htm 

Frequently requested records - httpj/^^ 

FOIA Contacts - http://www.dh.s. f! n V ^oh/rn DV f editnrnfn^ i« sht , 



:m 



Citizenship and Benefits Information 



s™rx:r^^^^ 



-Immigration Case Status: 
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To check your immigration case status, visit www.uscis.gov and enter your immigration case number You may also 
contact the USCIS National Customer Service Center at 1-800-375-5283, 

--Replacement Documents: 

If you are simply trying to obtain a replacement copy of your naturalization certificate, the most efficient way to do so is 
to contact your local USCIS service center. To obtain the necessary forms and a list of service centers, visit 

www.uscis.gov . 

Identity Theft 

ff you are a victim of a telephone scam and paid money or gave your credit card account numbers, or any otherfinancial 
information, to someone claiming to collect required taxes or duty on lottery winnings, you should contact Project 
Phone Busters at 1-888-495-8501 or www.ph0nebu5ters.com . 

If you are a victim of identity theft, you can call the Federal Trade Commission's Identity Theft Hotline at 1-877-438-4338 
or report it http://www.ftc.gov/bcp/edu/microsites/idtheft/ online. If you believe someone is using your social security 
number, you can report it to the Social Security Administration Fraud Hotline at 1-800-269-0271, 

DHS Equal Employment Opportunity fEEO) Program 

If you have a question or need assistance with an EEO case, please call the EEO Customer service line at (202) 254-8250, 
or emaii at statusFA@hq.dhs.gov, 

Complaints 

To fife a complaint against employees and/or officials of the Department of Homeland Security with the Office for Civil 
Rights and Civil Liberties, follow this link: http;//www,dhs.Rov/x3bout/structure/editorial 0373, shtm DHS: Investigating 
and Resolving Complaints, Civil Rights and Civil Liberties 

To file a complaint with the Department of Homeland Security Office of Inspector General, follow this link: 
http://www.dhs.gov/xoig/about/gc 11637Q3329805.shtm 

Reporting Suspicious Activity 

To Report Incidents: http://www.dhs.gov/xinfoshare/reportincidents/ 
DHS Main Operator: (202) 282-8000 
DHS Tip Lines: 

1-86G-DHS-2ICE - Illegal immigration or related activities that are under the purview of U.S. immigration & Customs 
Enforcement (ICE) 

1-877-9TUNNEL-- Information concerning underground passageways along the U.S./Mexican border 

1-800-BE-ALERT - Suspicious activity regarding customs or border issues that are under the purview of U.S. Customs 

and Border Protection (CBP) 
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jl- 800-TH E- LOST - Tips regarding exploited children or online predators, which fail under the purview of the National 
tenter for Missing and Exploited Children (also alert local law enforcement) 

i 

f 

jl-866-720-5721 -- Cases of fraud involving the Federal Emergency Management Agency (FEMA) 
DHS TRIP Program 



The Department of Homeland Security's Travel Redress Inquiry Program (DHS TRIP) is a single point of contact for 
individuals who have inquiries or seek resolution regarding difficulties they experienced during their travel screening at 
transportation hubs-like airports and train stations-or crossing U.S. borders, including: 1) denied or delayed airline 
boarding; 2) denied or delayed entry into and exit from the U,S. at a port of entry or border checkpoint; or 3) 
continuously referred to additional (secondary) screening. Individuals seeking to file an inquiry to have erroneous 
information corrected in DHS systems should contact DHS TRIP at trip@dhs.gov or visit www.dhs.gov/trip . 

If you are requesting records pertaining to difficulties experienced during travel, we recommend consulting the DHS TRIP 
program first, as an alternative to filing a FOIA request, and if you are still interested in pursuing the request via the 
FOIA, submit the request directly to the component that would most likely have the records (CBP or TSA depending on 

the travel situation), 

i 

For further information, please visit www.dhs.gov/trip . j 

I ' 

i i 

Regards, i 

DHS Privacy Office i 

Disclosure & FOIA Program I 

STOP 0655 ! 

Department of Homeland Security I 

245 Murray Lane, SW j 

Arlington, VA 20598-0655 : 

Telephone: 1-866-431-0486 or 703-235-0790 I 

Fax: 703-235-0443 ! 



L_ 
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Holzerland, William 



From: Holzerland, William * 

Sent: Wednesday, May 05, 201 8:40 AM 

To: Janet r Kevin TSA FOIA 

Subject: What r s the word? 



What was the result of the meeting on the Mesnick/Hasbrouck/other requests yesterday? 



William H. Holzerland, CIPP/G 

U.S. Department of Homeland Security 

Associate Director, 

Disclosure Poiicy & FOIA Program Development 

(703) 235-0790 
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Bird, Rose M 

From: Bird, Rose M 

Sent: Thursday, May 20, 2010 9:33 AM 

To; Hofzerland, William 

Subject: Hasbrouck 

Hi Bill, i wanted to put an update in our CTS about this issue. Per our discussion - not a privacy complaint for our tracking 
but wanted to close it out. Can you provide a statement?Tx 

Rose Bird 

Director, Privacy Incidents and Inquiries 

Privacy Office 

U.S. Depart ment of Homela nd Security 

Telephone; (§MW~ 

Fax: ( 703) 23543442 

Email: 
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OiXJ I L'S:'- i D/oy^ifB aT^yii-it ! 



>» "Holzerland, William' 
>>>PM»> 



3/17/2010 12:21 



ft "5 i '-iff. -'?>'! 



-™ Original Message 

^ASft^ I^Jr ^4^1'tt'f »S I v 2 ?.^ PwHiiiiKi 
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Holzeriand, William 



From: Holzeriand, William 

Sent: Tuesday, August 17, 201 Q 4:08 PM 

j", - -■--■■■ ■ ■ — *— i — -*.u..-. ■■■■■ — -. i 

To: llSlfiffl^ 

Subject: Re: guessTwHas Back?. . 



Absolutely. Will look into it. 

William H. Holzeriand, CIPP/G 

U.S. Department of Homeland Security 

Associate Director, 

Disclosure Policy & FOIA Program Development 

(703) 235-0790 



"Holzeriand. William 1 ' SIIK 12:21 P&. 
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®M®AI®?lifiP^^P; 



>» "Edward Hasbrouck" <edward@hasbrouck.org> 8/17/2010 10:27 AM >» 
I appreciate your past efforts on our behalf. 

As an update: 

There has been *some* slight improvement. Although the TSA FOIA office still doesn't have an e-mail auto-responder, 
*some* of our FOIA requests sent by e-mail have been acknowledged as received by e-mail, rather than only weeks later 
when the hard copies finally made their way to the FOIA office through the TSA's off-site security screening process. 

But: 

(1) There has still been no new DHS FOIA rule (or Privacy Act SORNs, although I realize that is outside the purview of 
your office) promulgated. The FOIA {and Privacy Act) request and appeal addresses of record for TSA and CBP (and 
perhaps other CBP components) are still invalid. 

(2) We still have received no response or ackowledgement whatsoever from DHS to our complaint of violation of FOIA 
(and the Privacy Act) by TSA (see attached). We still can find no public designation of a point of contact at DHS, TSA, or 
CBP for complaints of FOIA violations. 

(3) There are continuing problems with requests and appeals processed under both FOIA and the Privacy Act. It is good -- 
indeed, it is required - 

- for Privacy Act requests to *also* be processed under FOIA, and for all information reieasable under either statute to be 
released. However, there are appears to be a lack of a clear protocol for such responses. 

This may be soemihing with whihc your office could help by recommending best practices for mixed FOIA/PA processing, 
responses, and appeals. 

Responses to such requests often have failed to (a) make explicit whether they were intended to be responsive under 

both statutes (or were e.g. 

intended only to be responsive under FOIA, leaving PA processing pending), 

(b) make explicit, for Information withheld, both the FOIA exemption and the PA exemption claimed, and perhaps most 

importantly (c) give notice of both FOIA and PA appeal rights, procedures, and points of contact, particularly where FOIA 

and PA responses are commingled and determinations are made under both FOIA and the PA, but the FOIA and PA 

appeal rights, procedures, and points of contact are different. 

Given the frequency with which requests to many agencies are processed under both FOIA and the PA, this may be 
something it would be useful or your office to work. 

Any assistance you could provide with any of these rssues would be appreciated. 

Sincerely, 

Edward Hasbrouck 



Edward Hasbrouck 

<edward@hasbrouck.org> 

<http://hasbrouck.org> 

1130 Treat Ave. r San Francisco, CA 94110, USA 

+1-415-824-0214 

consultant to The Identity Project (IDP), 
a program of the First Amendment Project 
<http://www.papersplease.org> 

"Congress shaJf make no Jaw ,., abridging ... the right of the 
people peaceably to assemble" (U.S. Constitution, Amendment 1) 

"Everyone has the right to freedom of movement and residence 
within the borders of each state. Everyone has the right to leave 
any country, including his own, and to return to his country." 
(Universal Declaration of Human Rights, Article 13) 

"Liberty of movement is an indispensable 
condition for the free development of a person." 
(United Nations Human Rights Committee, 
General Comment No. 27) 
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Holzerland, William 



From: Holzer, James 

Sent: Wednesday, August 18, 2010 1:12 PM 

To: Holzerland, William 

Subject: FW: FOIA project request - INC000000312733 

Attachments: image002.jpg 

Bill, 
Per your request. 

Regards, 

James VM.L Holzer, J\ MHR, CIPP/G 

FOIA Program Specialist 

Privacy Office 

U.S. Department of Homeland Security 

Main: ! .866.43 f .0486 or 703,235,0790 

D i root : (JiKBiPllii 
Fax: 703.235,0443 
Visit our FOiA website 

This communication, along with any attachments, is covered by federal and state law governing electronic communications and may 
contain confidential and legally privileged information. If the reader of this message is not the intended recipient, you arc hereby 
notified that any dissemination, distribution, use or copying ofthis message is strictly prohibited. If you have received this in error, 
please reply immediately to the sender and delete this message. Thank you. 

From: Holzerland, William 

Sent: Monday, March 22, 2010 8:32 AM 

To: Holzer, James; Lockett, Vania 

Subject: RE; FOIA project request - INC000000312733 

Interesting... it used to be far less complicated than it appears to be now, Thanks for the update on this! 



From: Holzer, James 

Sent: Monday, March 22, 2010 8:24 AM 

To: Lockett, Vania; Holzerland, William 

Subject: FW: FOIA project request - INC0000003 12733 

Good Morning, 

We are still having issues with the auto reply for the FOIA email box and I am not hopeful that we will see satisfactory 
resolution; Essentially, according to IT, there is a rule set on the servers that restricts "auto-replies" or "Out of Office" 
replies to only go to, mil, and .gov addresses. This is not just internal to HCt but everyone under the DHS umbrella. The 
reason behind this is that spammers poll accounts and send out mass emails, if they get a response, then they know 
they have a valid address and then if continually gets spammed, IT is contacting USCG who controls the external mail- 
servers (everything that comes in, or goes out is routed through them) to see if it's possible to allow the server-side 
auto-replies to go to outside accounts for a specific mailbox. 

Bottom line: Right now the FOIA mailbox will have to be manually monitored and responded to. 

Thanks, and I'll let you know when IT gets back to me. 

l 
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James KM1, Holier, /, MHR, CIPP/G 

FOIA Program Specialist 

Privacy Office 

U.S. Department of Homeland Security 

Main: 1 .866,43 1 .0486 or 703.235.0790 

Fax; 703.235.0443 

This communication, along with any attachments, is covered by federal and stale law governing electronic communications and may 
contain confidential and legally privileged information. If the reader of this message is not the intended recipient, you are hereby 
notified that any dissemination, distribution, use or copying of this message is strictly prohibited, if you have received this in error, 
please reply immediately 10 the sender and delete this message- Thank you. 

From: [| r [?fK]V[3 <CTR> 

Sent: Friday, March 19, 2010 1:45 PM 

To: Papoi, Catherine 

Cc; 'Papoi, Catherine 1 ; Hoizer, James 

Subject: RE: FOIA project request - INC0000003 12733 

Good Afternoon, 

There is one more person I'll ask on Monday to see if this is possible to accomplish this from our end. But the main issue 
we seem to be facing is that in order to make an exception for a single mailbox, our current infrastructure doesn't 
support this right now (Exchange 2003 vs. Exchange 2007. . . not the same as Outlook 2003 and 2007, but the servers). 

There is one Exchange engineer that may know some tricks to get it to work, otherwise it doesn't look like it's possible, 

I'll keep you updated. 
Thanks, 




Department of Homeland Security 
Lockheed Martin - O&M Engineering 



From: Papoi, Catherine 

Sent: Friday, March 19, 2010 10:31 AM 

To: f^^ff0M <CTR> 

Cc: Tapoi, Catherine'; Hoizer, James 

Subject: RE: FOIA project request - INC0000003 12733 ( 

i appreciate it. Under the Open Government Act and the Freedom of Information Act we are required to step up our 
customer service, so an auto-reply would be a big step in that direction. Thanks, 

Catherine Papoi, J.D., CIPP/G 
Deputy Chief FOIA Officer 
Director, Departmental Disclosure & FOIA 
U.S. Department of Homeland Security 
Washington, D.C. 20528 

2 
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Phone: 703.235.0790/Fax: 703,235.0443 

This communication } along with any attachments, is covered by federal and state law governing electronic 
communications and may contain confidential and legally privileged information. If the reader of this message is not the 
intended recipient, you are hereby notified that any dissemination, distribution, use or copying of this message is strictly 
prohibited. If you have received this in error, please reply immediately to the sender and delete this message. Thank 
you. 




Sent; Friday, March 19, 2010 10:30 AM 

To: Papoi, Catherine 

Cc: 'Papoi, Catherine'; Holzer, James 

Subject: RE; FOIA project request - INC0000003 12733 

Good Morning, 

I'm trying to find out if there is a way to make an exception and get this to work for this specific mailbox. The downside 
is that there is a rule set on the servers to only allow auto-replies, or Out of Office replies to only go to .MIL, and .GOV 
addresses. This isn't just internal to HQ, but everyone under the DHS umbrella. The reason behind this is that 
Spammers poll accounts and send out mass emails, . . if they get a response, then they know they have a valid address. . 
. and then it continually gets spammed (that's why it's locked down to .gov, and ,mi! extensions) 

I've contacted U5CG who controls the external mail-servers (Everything that comes in, or goes out is routed through 
them) to see if It's possible to allow the server-side auto-replies to go to outside accounts for a specific mailbox. 

This isn't the first time we've had a request for this to work for a mailbox, but so far, those mailboxes are manually 
monitored, and responded to* 

Thanks, and I'll let you know when USCG gets back to me (hopefully today). 




Department of Homeland Security 
Lockheed Martin - O&M Engineering 



From; Papoi, Catherine 

Sent: Thursday, March 18, 2010 10:11 AM 

To: IT Support 

Cc: Papoi, Catherine; Holzer, James 

Subject: FW: FOIA project request - INC000000312733 

Please see the below string. We really need to get this ticket resolved. Please advise on how to best move forward. 

Catherine Papoi, J.D., CIPP/G 

Deputy Chief FOIA Officer 
Director, Departmental Disclosure & FOIA 
U.S. Department of Homeland Security 
Washington, D.C. 20528 

3 
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Phone: 703.235. 0790/Fax: 703,235.0443 

This communication, along with any attachments, is covered by federal and state law governing electronic 
communications and may contain confidential and legally privileged information. If the reader of this message is not the 
intended recipient, you are hereby notified that any dissemination, distribution, use or copying of this message is strictly 
prohibited. If you have received this in error, please reply immediately to the sender and delete this message. Thank 
you. 



From: Holzer, James 

Sent: Tlnursday, March 18, 2010 10:00 AM 

To; Papoi, Catherine 

Subject; FW: FOIA project request - INC000000312733 

Catherine, 

On January 27, 2010 I submitted an \J Ticket to the help desk to have the FOIA email box configured to have a standard 
response to all incoming emails. The IT Support personnel worked diligently to provide a resolution to the issue, 
however, they were unable to configure the this function (see email traffic below). On February 25, 2010, 1 was told that 
the ticket would need to be reassigned to "Admin and the Exchange Engineers" to configure this function. At this time I 
have not received any response that this has been accomplished, 

r, 

James V.M.L Hotter, /, MHR, CIPP/G 

FOIA Program Specialist 

Privacy Office 

U.S. Department of Homeland Security 

Main: 1.866.431.0486 or 703.235,0790 

Fax: 703.235.0443 

This communication, along with any attachments, is covered by federal and state law governing electronic communications and may 
contain confidential and legally privileged information. If the reader of this message is not the intended recipient, you are hereby 
notified that any dissemination, distribution, use or copying of this message is strictly prohibited. If you have received this in error, 
please reply immediately to the sender and delete this message. Thank you. 

From: Holzer, James 

Sent; Wednesday, March 10, 2010 10:32 AM 

To: IT Support 

Subject: FW: FOIA project request - INC0G00003 12733 

Good morning, 

Can you tell me the status of this request and whether it has been reassigned to Sys Admin and the Exchange Engineers 
per email traffic below? 

Thanks, 

James KM. I. Holier \ /, MHR, CIPP/G 

FOIA Program Specialist 

Privacy Office 

U.S. Department of Homeland Security 

Main: i .866.43 1 .0486 or 703.235.0790 

Fax: 703235.0443 
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This communication, along with any attachments, is covered by federal and slate law governing electronic communications and may 
contain confidential and legally privileged information. IT the reader of this message is not the intended recipient, you are hereby 
notified that any dissemination, distribution, use or copying of this message is strictly prohibited. If you have received this in error, 
please reply immediately to the sender and delete this message. Thank you. 

From; Hoizer, James 

Senti Monday, March 01, 2010 8:56 AM 

To: |PP^^^W^-f |CTR>_; ^^^^H <CTR>; HSD O&M Engineering 

Subject: RE: FOIA project request - INC000000312733 



Good Morning, 

I have been working with Ryan and Steve to resolve this issue (thanks for all the help!). The FOIA@hq.dhs.gov or 
FOIA@dhs.gov is an email address that is given to the general public to submit FOIA requests to the Department. AH 
emails that are received in this email box need to receive an email acknowledging receipt of their contact. I have 
attached the word document that contains the correct language that should be used as the response for the reply to 
ANY incoming emails to the FOIA@hq,dhs.gov or FOIA@dhs.gov from any email address (government or public, interna 
and external). The language in the current out of office reply is outdated. Steve and Ryan have attempted to use the 
Outlook rule auto reply and the "out of office" reply on. 

Please let me know how to get this issue resolved as soon as possible. 

Thanks, 

James KMM Holier, I, MHR t CIPP/G 

FOIA Program Specialist 

Privacy Office 

U.S. Department of Homeland Security 

Main: 1 .866.43 i ,0486 or 703.235.0790 

Fax: 703.235.0443 

This communication, along with any attachments, is covered by federal and state law governing electronic communications and may 
contain confidential and legally privileged inlbrmation. If the reader of this message is not the intended recipient, you are hereby 
notified that any dissemination, distribution, use or copying of this message is strictly prohibited, if you have received this in error, 
please reply immediately to the sender and delete this message. Thank you. _ _ . „ _ 

From: ^^^^p|||;l|i|S|CTR> 

Sent: Thursday, February 25, 2010 2:35 PM 

lo\WM^ff:S-\ < CTR>_; HSD O&M Engineering 

Cc: Holzer, James; p|^^3ife|i^J < ^^ > 

Subject: RE: FOIA project request - INC000000312733 

The ticker, should be reassigned to Sys Admin and the Exchange Engineers will configure this function from the server. 

Thanks, 



HSD O&M Engineering 
Systems Team Deputy 




UQC K H- ^tQ, *&AH r / Ai 




^ rom: ^ff@Blii <CTR> 

Sent: Thursday, February 25, 2010 2:33 PM 
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To: HSD O&M Engineering 

Cc: Holzer, J a mes; BBHBBJ^^ <CTR> 

Subject: FOIA project request- INC0000003 12733 

O&M Engineering: 

Please reference below request, and advise next step. 

Should the Project Engineering team contact the customer and start putting together a project scoping document to fulfill 
his mission requirement? 



Please be advised as the ticket may need to be re-assigned. 



Thank you. 



v/r, 



CTR 

System Administrator, Second Shift 

Shift Evenings: Wednesday - Saturday 

DHS Nebraska Ave. 9^ffi^^ c ) Headquarter Operations Center (HOC) 



Call Center Support: 




From: Holzer, James 

Sent: Thursday, February 25, 2010 2:27 PM 

Subject: Re: Freedom Of Information Act 

Steve, 

This does not meet our needs. 1 need this email address to respond to all emails it receives, regardless of the domain 

(e.g. public or gov). 

This is an organizational email address that is provided to the public. When they write to our office they need to receive a 
reply. 

Please advise on how this problem can be resolved. 

Thanks, 



James V.M.L Holzer, I, MHR, CIPP/G 

FOIA Program Specialist 

Privacy Office 

U.S. Department of Homeland Security 

Main: 1 .866.431 .0486 or 703.235.0790 
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Direct: i 



: ax: 703.235.0443 



This communication, along with any attachments, is covered by federal and state law governing electronic 
communications and may contain confidential and legally privileged information. If the reader of this message is not the 
intended recipient, you are hereby notified that any dissemination, distribution, use or copying of this message is strictly 
prohibited. If you have received this in error, please reply immediately to the sender and delete this message. Thank you 




From: iffl^Hii3 <( ^R> 

To: Hoizer, James 

Sent; Thu Feb 25 14:21:15 2010 

Subject: RE: Freedom Of Information Act 

I have set the Out of Office reply, and turned off the Outlook rule autoreply. 

However, the Out of Office reply does not work externally except possibly to ,mil and .gov addresses. 

Please contact me if you have any other questions, otherwise, your ticket will be resolved. 
Thank you. 



v/r, 



CTR 

"System Administrator, Second Shift 

Shift Evenings: Wednesday - Saturday 

DHS Nebraska Ave, Complex (NAC) Headquarter Operations Center (HOC) 



Call Center Support: 




From: Hoizer, James 

Sent: Wednesday, February 24, 2010 5:36 PM 

Subject: Re: Freedom Of Information Act 



Please proceed using the current autoreply for the out of office. 

Thank you, 
James 




From; 



1 <CTR> 



To: Hoizer, James 

Sent: Wed Feb 24 17:18:26 2010 

Subject: FW: Freedom Oflnformation Act 



Mr, Hoizer: 

Per IT Security, 
reply? 

Please approve. 

Thanks. 



lapproval, would it be okay for me to use the current autoreply using the Out of Office 
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v/r, 



JHHCTR 

System Administrator, Second Shift 

Shift Evenings: Wednesday - Saturday 

DHS Nebraska Ave, Complex (NAC) Headquarter Operations Center (HOC) 



Call Center Support: 




From: FOIA 

Sent: Wednesday, February 24, 2010 5:16 PM 

Subject^ Freedom Of Information Act 

Thank you for contacting the Department of Homeland Security's Privacy Office, This office is responsible for 
administering policies, programs, and procedures to ensure that the Department complies with the Freedom of 
Information Act (FOIA) and the Privacy Act (PA), 5 U.S.C. 552 and 5 U.S.C. 552a, respectively, For more 
information about the DHS Privacy Office, please click here: 
http://www. dhs.Gov/xabout/siructin > e/editorial 0338.shim , 

This email account exists to facilitate FOIA requests that are properly made in accordance with the DHS FOIA 
regulations. While PA request may be sent via e-mail, no work will be done nor access provided to records 
until we receive either a notarized request or a signed statement made under 28 U.S.C. 1746. If you have 
questions regarding what constitutes a properly made request, please refer to the regulations found at: 
http://wvvw t dhs.gov/xlibrarv/assets/FQ]A FedReg Noticc.pdf . 

If your request is a properly made request, and you do not receive an acknowledgement letter within 15 
business days, please send a follow-up email or call our office at 1-866-431-0486. Please have the date and 
time you sent your email so that we may quickly reference it. 

If your request is not a properly made request, this is the only response you will receive from us. You 

may wish to consult one of the references below: 

General FOIA Information 

How to file a FOIA request - http://www.dhs.TOv/xfoia/editorial 03 i 6.shtm 
Frequently requested records - hUp://www,dhs.gov/xfoia/editorial 0424,shtm 
FOIA Contacts - http://www.dhs, go v/xfoia/Copy of editorial 03 1 8, shim 



Citizenship and Benefits Information 
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If you are seeking information or records pertaining to citizenship or immigration benefits, you should contact 
one of the following offices or programs within U,S, Citizenship and Immigration Services (USCIS): 

—Immigration Case Status: 

To check your immigration case status, visit www.usc.is, gov and enter your immigration case number. You 
may also contact the USCIS National Customer Service Center at 1-800-375-5283. 

—Replacement Documents: 

If you are simply trying to obtain a replacement copy of your naturalization certificate, the most efficient way to 
do so is to contact your local USCIS service center. To obtain the necessary forms and a list of service centers, 
visit www.uscis.eov. 



Identity Theft 

If you are a victim of a telephone scam and paid money or gave your credit card account numbers, or any other 
financial information, to someone claiming to collect required taxes or duty on lottery winnings, you should 
contact Project Phone Busters at 1-888-495-8501 or www. phonebustersxom . 

If you are a victim of identity theft, you can call the Federal Trade Commission's Identity Theft Hotline at I- 
877-438-4338 or report it http ://www,ftc, go v/bcp/edu/microsites/idtheft/ online, If you believe someone is 
using your social security number, you can report it to the Social Security Administration Fraud Hotline at I- 
800-269-0271. 



DHS Equal Employment Opportunity (EEO) Program 

If you have a question or need assistance with an EEO case, please call the EEO Customer service line at (202) 

254-8250, or email at statusFA@hq.dhs.gov. 

Complaints 

To file a complaint against employees and/or officials of the Department of Homeland Security with the Office 
for Civil Rights and Civil Liberties, follow this link: http://www < dhs.gov/xabout/structui'e/edit orial 0373. shtm 
DHS: Investigating and Resolving Complaints, Civil Rights and Civil Liberties 

To file a complaint with the Department of Homeland Security Office of Inspector General, follow this link; 
http://www.dhs.gov/xoig/about/gc 1 163703329805. shtm ■ 



Reporting Suspicious Activity 

To Report Incidents; http://www.dhs.gov/xinfoshare/reportincidents/ 

DHS Main Operator: (202) 282-8000 

DHS Tip Lines: 
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1-866-DHS-2ICE - Illegal immigration or related activities that are under the purview of U.S. Immigration & 
Customs Enforcement (ICE) 

1-877-9TUNNEL -- Information concerning underground passageways along the U.S ./Mexican border 

1-800-BE-ALERT - Suspicious activity regarding customs or border issues that are under the purview of U.S, 

Customs and Border Protection (CBP) 

1-800-THE-LOST — Tips regarding exploited children or online predators, which fall under the purview of the 
National Center for Missing and Exploited Children (also alert local law enforcement) 

1-866-720-5721 — Cases of fraud involving the Federal Emergency Management Agency (FEMA) 

DHS TRIP Program 

The Department of Homeland Security's Travel Redress Inquiry Program (DHS TRIP) is a single point of 
contact for individuals who have inquiries or seek resolution regarding difficulties they experienced during their 
travel screening at transportation hubs— like airports and train stations— or crossing U.S. borders, including: I) 
denied or delayed airline boarding; 2) denied or delayed entry into and exit from the U.S. at a port of entry or 
border checkpoint; or 3) continuously referred to additional (secondary) screening, Individuals seeking to file 
an inquiry to have erroneous information corrected in DHS systems should contact DHS TRIP at trip@dhs.gov 
or visit www.dhs,gov/lrip . 

If you are requesting records pertaining to difficulties experienced during travel, we recommend consulting the 
DHS TRIP program first, as an alternative to filing a FOIA request, and if you are still interested in pursuing the 
request via the FOIA, submit the request directly to the component that would most likely have the records 
(CBP or TSA depending on the travel situation). 

For further information, please visit www.dhs.gov/trip. 

Regards, 

DHS Privacy Office 
Disclosure & FOIA Program 
STOP 0655 

Department of Homeland Security 

245 Murray Lane, SW 

Arlington, VA 20598-0655 

Telephone: 1-866-431-0486 or 703-235-0790 

Fax: 703-235-0443 
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Holzerland, William 



From: 

Sent; 

To: 

Cc: 

Subject: 



Holzerland, William 

Wednesday, August 18, 2010 1:22 PM 
<CTR> 
lames 
FW: FOJA project request - INC000000312733 




Good afternoon Brian, 
Is there a specific, written IT security (or other) Departmental policy that requires the servers to be configured in such a 
manner as to prevent DHS and its components from creating auto-replies for the FOIA email inboxes? [f so t would it be 
possible to share this information? Thanks and have a good day. 
Regards, 
Bill 

William H. Holzerland, CIPP/G 

U.S. Department of Homeland Security 

Associate Director, 

Disclosure Policy & FOIA Program Development 



From:fMSK|i <CTR> 

Sent: Friday, March 19, 2010 1:45 PM 

To: Papoi, Catherine 

Cc: 'Papoi, Catherine 1 ; Holzer, James 

Subject: RE: FOIA project request - INC0000003 12733 

Good Afternoon, 

There is one more person Tit ask on Monday to see If this is possible to accomplish this from our end. But the main issue 
we seem to be facing is that In order to make an exception for a single mailbox, our current infrastructure doesn't 
support this right now (Exchange 2003 vs. Exchange 2007. . . not the same as Outlook 2003 and 2007, but the servers). 

There Is one Exchange engineer that may know some tricks to get it to work, otherwise it doesn't look like it's possible, 

I'll keep you updated. 

Thanks, 




Department of Homeland Security 



Lockheed Martin - O&M Engineering 



From; Papoi, Catherine 

Sent: Friday, March 19, 2010 10:31 AM 

To: ®^^M <CTR> 

Cc: 'Papoi, Catherine'; Holzer, James 

Subject: RE; FOIA project request - INC000000312733 
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I appreciate ft Under the Open Government Act and the Freedom of Information Act we are required to step up our 
customer service, so an auto-reply would be a big step in that direction. Thanks. 

Catherine Papoi, J.D.. CIPP/G 

Deputy Chief FOIA Officer 

Director, Departmental Disclosure & FOIA 

U.S. Department of Homeland Security 

Washington, D.C. 20528 

Phone: 703.235.G790/Fax: 703.235.0443 

This communication, along with any attachments* is covered by federal and state tew governing electronic 
communications and may contain confidential and legally privileged information. if the reader of this message is not the 
intended recipient, you are hereby notified that any dissemination, distribution, use or copying of this message is strictly 
prohibited. If you have received this in error, please reply immediately to the sender and delete this message. Thank 
you. 




From: |p| ^i||i|| < CTR> 

Sent: Friday, March 19, 2010 10:30 AM 

To: Papoi, Catherine 

Cc; r Papoi, Catherine'; Holzer, James 

Subject: RE: FOIA project request - INC0000003 12733 

Good Morning, 

I'm trying to find out if there is a way to make an exception and get this to work for this specific mailbox. The downside 
is that there is a rule set on the servers to only allow auto-replies, or Out of Office replies to only go to ,MIL, and .GOV 
addresses. This isn't just internal to HQ, but everyone under the DHS umbrella. The reason behind this is that 
Spammers poll accounts and send out mass emails. . . if they get a response, then they know they have a valid address. . 
, and then it continually gets spammed (that's why it's locked down to ,gov, and ,mil extensions) 

I've contacted USCG who controls the external mail-servers (Everything that comes in, or goes out is routed through 
them) to see if it's possible to allow the server-side auto-replies to go to outside accounts for a specific mailbox. 

This isn't the first time we've had a request for this to work for a mailbox, but so far, those mailboxes are manually 

monitored, and responded to. 

Thanks, and I'll let you know when USCG gets back to me (hopefully today). 




Department of Homeland Security 



Lockheed Martin - 0&.M Engineering 



From: Papoi, Catherine 

Sent: Thursday, March 18, 2010 10:11 AM 

To: IT Support 
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Cc: Papol, Catherine; Holzer, James 

Subject: FW: FOIA project request- INC000000312733 

Please see the below string. We realfy need to get this ticket resolved. Please advise on how to best move forward. 

Catherine Papoi, J.D M CIPP/G 

Deputy Chief FOfA Officer 

Director, Departmental Disclosure & FOIA 

U.S. Department of Homeland Security 

Washington, D.C, 20528 

Phone: 703.235.079Q/Fax: 703.235.0443 

This communication, along with any attachments, is covered by federal and state law governing electronic 
communications and may contain confidential and legally privileged information. If the reader of this message is not the 
intended recipient, you are hereby notified that any dissemination, distribution, use or copying of this message is strictly 
prohibited. If you have received this in error, please reply immediately to the sender and delete this message. Thank 
you. 



From; Holzer, James 

Sent: Thursday, March 18, 2010 10:00 AM 

To: Papoi, Catherine 

Subject; FW: FOIA project request - INC000000312733 

Catherine, 

On January 27, 2010 I submitted an IT Ticket to the help desk to have the FOIA email box configured to have a standard 
response to all incoming emails. The IT Support personnel worked diligently to provide a resolution to the issue, 
however, they were unable to configure the this function (see email traffic below). On February 25, 2010, 1 was told that 
the ticket would need to be reassigned to " Admin and the Exchange Engineers" to configure this function. At this time I 
have not received any response that this has been accomplished. 

r, 

James V.M.L Holzer, I MHR, CIPP/G 

FOIA Program Specialist 

Privacy Office 

U.S. Department of Homeland Security 

Main: 1 .866.43 1 .0486 or 703.235.0790 

Fax: 703.235,0443 

This communication, along with any attachments, is covered by federal and state law governing electronic communications and may 
contain confidential and legally privileged information. If the reader of this message is not the intended recipient, you are hereby 
notified that any dissemination, distribution, use or copying of this message is strictly prohibited, if you have received this in error, 
please reply immediately to the sender and delete this message. Thank you. 

From; Holzer, James 

Sent; Wednesday, March 10, 2010 10:32 AM 

To: IT Support 

Subject: FW: FOIA project request- INC0000Q03 12733 

Good morning, 
Can you tell me the status of this request and whether it has been reassigned to Sys Admin and the Exchange Engineers 

per email traffic below? 

Thanks, 
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James V.M.L Holier, /, MHR, CIPP/G 

FOIA Program Specialist 

Privacy Office 

U.S. Department of Homeland Security 

Main: 1 .866,43 1 .0486 or 703.235.0790 

Fax: 703.235.0443 

This communication, along with any attachments, is covered by federal and state law governing electronic communications and may 
contain confidential and legally privileged information. If the reader of this message is not the intended recipient, you are hereby 
notified that any dissemination, distribution, use or copying of this message is strictly prohibited. If you have received this in error, 
please reply immediately to the sender and delete this message. Thank you, 

From: Holzer, James 

Sent: Monday, March 01, 2010 8:56 AM 

To:J$p^^ <CTR>; HSD O&M Engineering 

Subject: RE; FOIA project request - INC0000003 12733 

Good Morning, 
I have been working with Ryan and Steve to resolve this issue (thanks for all the help!). The FOlA@hq.dhs.gov or 
FOIA@dhs,gov Is an email address that is given to the general public to submit FOIA requests to the Department. All 
emails that are received In this email box need to receive an email acknowledging receipt of their contact. I have 
attached the word document that contains the correct language that should be used as the response for the reply to 
ANY incoming emails to the FOIA@hq.dhs, gov or FOIA@dhs.gov from any email address (government or public, internal 
and external). The language In the current out of office reply is outdated, Steve and Ryan have attempted to use the 
Outlook rule auto reply and the "out of office" reply on. 

Please let me know how to get this issue resolved as soon as possible. 

Thanks, 

James V.M.L Hotter, /, MHR, CIPP/G 

FOIA Program Specialist 

Privacy Office 

U.S. Department of Homeland Security 

Main: 1 .866.431.0486 or 703.235.0790 

D i rect: BiSlliliiifl 

Fax; 703.235.0443 

This communication, along with any attachments, is covered by federal and state law governing electronic communications and may 

contain confidential and legally privileged information. If the reader of this message is not the intended recipient, you are hereby 

notified that any dissemination, distribution, use or copying of this message is strictly prohibited. If you have received this in error, 

please reply immediately to the sender and delete this message. Thank you. 

From: ^J5|J||!||llttJCTR> 

Sent; Thursday, February 25, 2010 2:35 PM 

To: l°ffltt?^3 <C J R ?' HSD 0&M Engineering 

Cc: Hoizer, James; j^^ ^liiBi <CTR> 

Subject: RE; FOIA project request - INC000000312733 

The ticket should be reassigned to Sys Admin and the Exchange Engineers will configure this function from the server. 

Thanks. 



HSD 6&M Engineering 



183 



Sygtems Team Dggoty 

fill £ss^^ffi^^^^^^^^i 



tflC«H«5ft At* 



t. rz^fh 



From:|H?|EliS^ <CTR> 

•Sent: Thursday, February 25, 2010 2:33 PM 

To: HSD O&M Engineering 

Cc: HoJzer, James; ^^ Ki;p-^'^ <CTR> 

Subject; FOIA project' request- INC000000312733 

O&M Engineering: 

Pfease reference below request, and advise next step. 

Should the Project Engineering team contact the customer and start putting together a project scoping document to fulfill 
his mission requirement? 



is ... 

Please be advised as the ticket may need to be re-assigned. 



Thank you. 



v/r, 



CTR 

System Administrator, Second Shift 
Shift Evenings: Wednesday - Saturday 
DHS Nebraska Ave, Complex (NAC) Headquarter Operations Center (HOC) 



Call Center Support: 




From: Holzer, James 

Sent: Thursday, February 25, 2010 2:27 PM 

SubjectHRe: Freedom Of Information Act 



Steve, 

This does not meet our needs. I need this email address to respond to all emails it receives, regardless of the domain 

(e.g. public or gov). 

This is an organizational email address that is provided to the public. When they write to our office they need to receive a 
reply. 

Please advise on how this problem can be resolved. 

Thanks, 



184 



James V.M.L Holzer, [ f MHR, CIPP/G 

FOIA Program Specialist 

Privacy Office 

U.S. Department of Homeland Security 

Main: 1,866.431.0486 or 703,235.0790 

D[rect: ^^iKiB Fax: 703.235.0443 

This communication, along with any attachments, is covered by federal and state law governing electronic 
communications and may contain confidential and legally privileged information. If the reader of this message is not the 
intended recipient, you are hereby notified that any dissemination, distribution, use or copying of this message is strictly 
prohibited. If you have received this in error, please repty immediately to the sender and delete this message. Thank you 



To: Holzer, James 

Sent: Thu Feb 25 14:21:15 2010 

Subject: RE: Freedom Of Information Act 

I have set the Out of Office reply, and turned off the Outlook rule autoreply. 

However, the Out of Office reply does not work externally except possibly to .mil and .gov addresses. 

Please contact me if you have any other questions, otherwise, your ticket will be resolved. 
Thank you. 



v/r 



CTR 

System Administrator, Second Shift 

Shift Evenings: Wednesday - Saturday 

DHS Nebraska Ave, Complex (NAC) Headquarter Operations Center (HOC) 



Call Center Support; 




From; Holzer, James 

Sent: Wednesday, February 24, 2010 5:36 PM 

SubjectrRe: Freedom Of Information Act 



Please proceed using the current autoreply for the out of office. 



Thank you, 
James 



Prom : BglK^^^I < CTR> 
To: Holzer, James 
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Sent: Wed Feb 24 17:18:26 2010 
Subject: FW: Freedom Of Information Act 

Mr. Hofzer: 

Per IT Security, ^^Biliililili a PP rova ^ would it be okay for me to use the current autoreply using the Out of Office 
repfy? 

Please approve. 
Thanks. 



v/r, 



CTR 

System Administrator, Second Shift 
Shift Evenings: Wednesday - Saturday 
DHS Nebraska Ave, Compl^fW;) Headquarter Operations Center (HOC) 



Call Center Support: 




From: FOIA 

Sent: Wednesday, February 24, 2010 5:16 PM 

Subject: Freedom Of Information Act 

Thank you for contacting the Department of Homeland Security's Privacy Office. This office is responsible for 
administering policies, programs, and procedures to ensure that the Department complies with the Freedom of 
Information Act (FOIA) and the Privacy Act (PA), 5 U.S.C. 552 and 5 U.S.C. 552a, respectively. For more 

information about the DHS Privacy Office, please click here: 
http://wwvv.dhs.gov/xabout/structure/editorial Q338.shtm , 

This email account exists to facilitate FOIA requests that are properly made in accordance with the DHS FOIA 
regulations. While PA request may be sent via e-mail, no work will be done nor access provided to records 
until we receive either a notarized request or a signed statement made under 28 U.S.C 3 746. If you have 
questions regarding what constitutes a properly made request, please refer to the regulations found at: 
httpi/Avwvv.dhs.gov/xHbrarv/assets/FOJA FedReu Notice, pdf . 

If your request is a properly made request, and you do not receive an acknowledgement letter within 15 
business days, please send a follow-up email or call our office at 1-866-431-0486. Please have the date and 
time you sent your email so that we may quickly reference it. 

If your request is not a properly made request, this is the only response you will receive from us. You 

may wish to consult one of the references below: 



General FOIA Information 

How to file a FOIA request -- http://www,dhs^ov/xfoia/editoria l_03 1 6>shtm 
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Frequently requested records -- http://www t dhs.gov/xfoia/editorial 0424, shtm 
FOIA Contacts »- http:/Avww.dhs.gov/xfoia/Copv of editorial_03 i 8. shtm 

Citizenship and Benefits Information 

If you are seeking information or records pertaining to citizenship or immigration benefits, you should contact 
one of the following offices or programs within U.S. Citizenship and Immigration Services (USCIS): 

-Immigration Case Status: 

To check your immigration case status, visit www.uscis.gov and enter your immigration case number. You 
may aiso contact the USCIS National Customer Service Center at 1-800-375-5283. 

-Replacement Documents: 

If you are simply trying to obtain a replacement copy of your naturalization certificate, the most efficient way to 
do so is to contact your local USCIS service center. To obtain the necessary forms and a list of service centers, 
visit wwwjj_s cis.gov. 

— C FW 

Identity Theft 

If you are a victim of a telephone scam and paid money or gave your credit card account numbers, or any other 
financial information, to someone claiming to collect required taxes or duty on lottery winnings, you should 
contact Project Phone Busters at 1-888-495-8501 or www,phonebusters.com . 

If you are a victim of identity theft, you can call the Federal Trade Commission's Identity Theft Hotline at 1- 
877-438-4338 or report it http://vvww.ftc.gov/bcp/edLi/microsites/idthe-ft/ online. If you believe someone is 
using your social security number, you can report it to the Social Security Administration Fraud Hotline at 1- 
800-269-0271, 

DHS Equal Empioyment Opportunity fEEOl Program 

If you have a question or need assistance with an EEO case, please call the EEO Customer service line at (202) 
254-8250, or email at statusFA@hq.dhs.gov. 

Complaints 

To file a complaint against employees and/or officials of the Department of Homeland Security with the Office 
for Civil Rights and Civil Liberties, follow this link: http://www,dhs,eov/xabout/structure/editorial _ 0373.shtm 
DHS: Investigating and Resolving Complaints, Civil Rights and Civil Liberties 

To file a complaint with the Department of Homeland Security Office of Inspector General, follow this link: 
http://wvw.dhs.gov/xoig/about/gc U63703329805.shtm 

Reporting Suspicious Activity 

8 
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To Report Incidents: htto://w\vvv,dhs.gov/xirifoshare/reportincidents/ 
DHS Main Operator; (202) 282-8000 
DHS Tip Lines: 

1-866-DHS-2ICE - Illegal immigration or related activities that are under the purview of U.S. Immigration & 
Customs Enforcement (ICE) 

1-877-9TUNNEL - Information concerning underground passageways along the U.SVMexican border 

1-800-BE-ALERT «■ Suspicious activity regarding customs or border issues that are under the purview of U.S. 
Customs and Border Protection (CBP) 

1-800-THE-LOST - Tips regarding exploited children or online predators, which fall under the purview of the 
National Center for Missing and Exploited Children (also alert local law enforcement) 

1-866-720-5721 — Cases of fraud involving the Federal Emergency Management Agency (FEMA) 

DHS TRIP Program 

The Department of Homeland Security's Travel Redress Inquiry Program (DHS TRIP) is a single point of 
contact for individuals who have inquiries or seek resolution regarding difficulties they experienced during their 
travel screening at transportation hubs-like airports and train stations--or crossing U.S. borders, including: 1) 
denied or delayed airline boarding; 2) denied or delayed entry into and exit from the U.S. at a port of entry or 
border checkpoint; or 3) continuously referred to additional (secondary) screening. Individuals seeking to file 
an inquiry to have erroneous information corrected in DHS systems should contact DHS TRIP at trip@dhs.gov 
or visit www.dhs.gov/trip . 

If you are requesting records pertaining to difficulties experienced during travel, we recommend consulting the 
DHS TRIP program first, as an alternative to filing a FOIA request, and if you are still interested in pursuing the 
request via the FOIA, submit the request directly to the component that would most likely have the records 
(CBP or TSA depending on the travel situation). 

For further information, please visit www.dhs.gov/trip . 

Regards, 

DHS Privacy Office 

Disclosure & FOIA Program 

STOP 0655 

Department of Homeland Security 

245 Murray Lane, SW 

Arlington, VA 20598-0655 

Telephone: 1-866-43 1-0486 or 703-235-0790 

Fax; 703-235-0443 
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Holzerland, William 



From: W^M^M <CJR> 

Sent: Wednesday, August 1 8, 201 2:03 PM 

To: HoJzerJand, William 

Subject: RE: FOfA project request - INC000000312733 

I don't have a copy of the policies, , . you'd need to ask the ITSO office for something like that. 




Department of Homeland Security 
Lockheed Martin - O&M Engineering 

PhonetWll 



From: Holzerland, William 

Sent: Wednesday, August 18, 2010 1:22 PM 

To '^B^^B <CTR> 

Cc: Holzer, James 

Subject: FW: FOIA project request - INC000000312733 

Good afternoon Brian, 

is there a specific, written IT security (or other) Departmental policy that requires the servers to be configured in such a 
manner as to prevent DHS and its components from creating auto-replies for the FOJA email inboxes? if so, would it be 
possible to share this information? Thanks and have a good day. 
Regards, 
Bill 

William H, Holzerland, CJPP/G 

U,S. Department of Homeland Security 

Associate Director, 

Disclosure Policy & FOIA Program Development 
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Hofzerland, William 



l r °™ : Hpgp <CTR> 

T® nt: Wednesday, August 18, 2010 2:16 PM 

' °' Hoteeriand, WiNiam 

bject: RE: f 0\A project request - INC000000312733 



RHD ISB Information Assurance 



You can email that drstro. . . they may be able to find the policy for you. 




Department of Homeland Security 
Lockheed Martin - O&M Engineering 

Ph on e: MS^^SSSXB^^M 



From; Hofzerland, Wffflam 

Sen *^ Wednesday, A ^gust 18, 2010 2:07 PM 

To: (^^^H <CTR> 

Subject: Re; FOIA project request - INC000000312733 



Ok. Any suggestions on who I might want to contact within ITSO? Thanks again for your help and guidance on this issue. 



WiJJiam H. Holzerland, CiPP/G 

U.S. Department of Homeland Security 

Associate Director, 

Disclosure Policy & FOIA Program Development 
(703) 235-0790 



From: mS^MM <ctr> " "~ " ~ 

To: Holzerland, William 

Sent: Wed Aug 18 14:03:07 2010 

Subject: RE: FOIA project request - INC000000312733 

I don't have a copy of the policies. . . you'd need to ask the ITSO office for something like that. 




Department of Homeland Security 
Lockheed Martin - O&M Engineers 

Phone: 
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From: Hofzerland, William 
Sefl f^^^^ dVf Au< 3 U5i 18 / 2 010 1:22 PM 

To; sSBiiilsI] <ctr> 

Cc: Holzer, James 

Subject: FW: FOIA project request - INC000Q00312733 

Good afternoon Brian, 






Refrdl thJS information? Thanks and h ^e a good day. 

Bill 

William H, Holzerfand, CIPP/G 

U.S. Department of Homeland Security 

Associate Director, 

SSSSmSSSm' & FOIA Program Development 
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Holzerland, William 



From: 

Sent: 

To: 

Cc; 

Subject: 



<CTR> 

fednesday, August 18, 2010 2:19 PM 
Holzerland, William 
Beckman, Paul 
RE: FOIA project request - INC000000312733 



Paul Beckman is the Director 




Department of Homeland Security 
Lockheed Martin - O&M Engineering 



Phone:wMm, 



From; Holzerland, William 

Sent: Wednesday, August 18, 2010 2:07 PM 

To: (MMSWS <ctr> 

Subfect: Re: FOIA project request - INC0000003 12733 

Ok. Any suggestions on who I might want to contact within ITSO? Thanks again for your help and guidance on this issue. 
-Bill 



William H. Holzerland, CIPP/G 

U.S. Department of Homeland Security 

Associate Director, 

Disclosure P.oiicy & FOIA Program Development 

(703) 235-0790 



From : f§^^^S <CTR> 

To: Holzerland, William 

Sent: Wed Aug 18 14:03:07 2010 

Subject: RE: FOIA project request - INC000000312733 

] don't have a copy of the policies. . .you'd need to ask the ITSO office for something [Ike that. 




Department of Homeland Security 
Lockheed Martin - O&M Engineering 
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From: Holzerland, William 

Sent: Wednesday, August 18, 2010 1:22 PM 

Jo: WSSMMSM <ctr> 

Cc: Holzer, James 

Subject: FW; FOIA project request- INCQ00000312733 

Good afternoon Brian, 

!s there a specific, written JT security (or other) Departmental policy that requires the servers to be configured in such a 
manner as to prevent DHS and its components from creating auto-replies for the FOIA email inboxes? If so, would \t be 
possible to share this information? Thanks and have a good day. 
Regards, 
Bill 

William H. Holzerland, CIPP/G 

U r S. Department of Homeland Security 

Associate Director, 

Disclosure Policy & FOIA Program Development 
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Holzeriand, William 



From: Holzeriand, William 

Sent: -^^^^^^B^^— 010 2:26 PM 

Subject: F^^^^"0TA7PA"SO"R'N 

Hasbrouck is wrong on one point: the allegation there have been no new DHS FOIA/PA SORNs, Not exactly relevant, but 
still... 



Wifliam K Holzeriand, CIPP/G 

U.S. Department of Homeland Security 

Associate Director, 

Disclosure Policy & FOIA Program Development 

(703) 235-0790 



From: Holzeriand, William 
To: FOIA Officers; FOIAHQ 
Sent; Wed Aug 18 09:30:41 2010 
Subject: FYI re: FOIA/PA SORN 

The Final Rule published today in the Federal Register for the FOIA and PA Records SORN. 

[Federal Register: August 18, 2010 (Volume 75, Number 159)] 

[Rules and Regulations] 

[Page 50846-50847] 

From the Federal Register Online via GPO Access [wais,access. gpo.gov] 

[DOClD:fr18au10-2] 

DEPARTMENT OF HOMELAND SECURITY 

Office of the Secretary 

6 CFR Part 5 

[Docket No. DHS-201 0-0056] 

Privacy Act of 1974: Implementation of Exemptions! Department of 

Homeland Security/ALL--001 Freedom of Information Act and Privacy Act 

Records System of Records 

AGENCY: Privacy Office, DHS. 

ACTION: Final rule. 
http://edocket.access.qpo.gov/2010/pdf/2010-20478.pdf 

regards, 
Bill 

William H. Holzeriand, CIPP/G 

U.S. Department of Homeland Security 

Associate Director, 

Disclosure Policy & FOIA Program Development 

(703) 235-0790 

Visit our FOIA website 
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Hotzerland, William 



From: 
Sent: 
To: 
Subject: 

Attachments: 



_J||^|<CTR> 

tednesday, August 18, 2010 2:27 PM 
Holzerland, Will ram 
Security Policy 
DHS_Sensitive_Systems_Handbook_43Q0A_v7,2,doc 



5,4,6,i 



Is the Policy against it. 




Department of Homeland Security 
Lockheed Martin - O&M Engineering 




Fro m : [jiff t KSgg ; f I <CTR> 

Sent; Wednesday, August 18, 2010 2:22 PM 

To: MttMWKi <CTR> 
Subject; 



Page 82 
Thanks, 




Senior Security Engineer, CCSi IT-NOVA 

Information Security Branch 

Risk Management Division 

US De partment of Ho meland Security 

Office:pSfIl 

Mobile: 
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Holzerland, William 



From: Holzerland, William 

Sent: Wednesday, August 1 8, 201 3:44 PM 

To: Corinna Zarek 

Subject: RE: Re: OGIS follow-up 



1.) DHS has set a target date for the FOIA/PA Notice of Proposed Rulemaking (NPRM) for October 2010 in the Unified 
Agenda of Federal Regulatory and Deregulatory Actions. The draft NPRM directs requesters to the www.dhs.gov/foia 
page (or to call my office's toll-free FOIA telephone number) for the most current contact information for DHS FOIA/PA 
offices; addresses will not be published in black and white in the rule, since they change so frequently. 

! 2.) I am unclear on Mr. Hasbrouck's expectations are w/r/t a "POC for violations of FOIA." The statute sets out remedies 
j available to requesters, including the availability of the FOIA Public Liaison for helping solve customer service issues, the 
J creation of OGIS, and the availability of the Office of Special Counsel to investigate whether certain circumstances 
j surrounding withholding decisions were made arbitrarily or capriciously by Executive Branch personnel, etc. I am 
! personally unaware of any authority for entities such as my office to bring "enforcement action" or "sanctions" against j 
[ individual Departmental personnel, such as he sought in his 12/16/09 letter. Furthermore, requesters can exhaust their j 
administrative options by appealing any adverse determination w/r/t a FOIA or PA request, as outlined in the DHS Interim | 
FOIA/PA Regs, in §§ 5.9 and 5.25, respectively. The statute defines the basic roles of the Chief FOIA Officer, FOIA Public 
Liaison (for DHS, there is only one) and FOIA Requester Centers (which we refer to as "FOIA Requester Service j 

Centers"; each DHS component has one). Our contact information is listed on the Web site, here: 
http://www.dhs.gov/xfoia/Copy_of_editoriaL0318.shtm. 

3.) I do not concur with a blanket assertion that it is "required" in all instances for records processed under the Privacy Act 
to be processed under FOIA. I am unaware of any statutory authority "requiring" agencies to do this, but I concur that it is 
good government and just plain makes sense to do so. Plus, what about when we have a first-party request for records 
found in a system of records (as defined in 5 U.S.C. § 552a(a)(5)), and we can grant the request in full under the Privacy 
Act? Would it not be overkill to affirmatively state in the response Setter that we are releasing the records under both 
statutes? If we can release in full under PA, we do not consider FOIA, as there is no need. However, for instances where 
records responsive to an access request are found in a system of records and are exempt from access provisions under 
PA, is the policy of the U.S. Department of Homeland Security to give the requester the benefit of the statute with the 
more liberal release requirements in their particular circumstances, regardless of the statute cited in their request (or 
whether there even is one). In fact, we affirmatively state this on the DHS.gov website, here: 

http://www.dhs,gov/xfoia/editorial_0316.shtm. So, in those cases, the requests are processed under both PA and FOIA. 
Also, as mentioned previously, the procedures for appealing an initial determination under FOIA or PA are set forth in §§ 
5,9 and 5,25 of the DHS Interim Final Rule (found here: http://www.dhs.gov/xlibrary/assets/FOIA_FedReg_Notice.pdf). 
That said, the interim rule is silent on a Sot of issues that are dealt with more explicitly in the draft NPRM, which everyone j 
will be able to review and comment on shortly. | 



BEQH USB VssSnwmf& 
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Holzerland, William 



From: 

Sent: 

To: 

Subject: 
Attachments: 



Holzerland, William 

Wednesday, August 1 8, 201 4:29 PM 

Holzer, James 

FW: Security Policy 

DHS_Sensitive_Systems_Handbook_4300A_v7.2.doc 



See pg 200 




From: iiSffillB <ctr> 

Sent: Wednesday, August 18, 2010 2:27 PM 
To; Holzerland, William 
Subject: Security Policy 



5A6J 



Is the Policy against it. 




Department of Homeland Security 
Lockheed Martin ~~ O&M Engineering 



From ; ^^ffi|f Ififflj <CTR> 

Sent: Wednesday, August 18, 2010 2:22 PM 

Subject: 

Page 82 



Thanks, 




Senior Security Engineer, CCSi IT-NOVA 

Information Security Branch 

Risk Management Division 

US Depai1]r[ent_ofJjomeland Security 

Office:" 
Mobile: 
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Holzerland, William 



From: Holzer, James 

Sent: Thursday, August 1 9, 201 8:01 AM 

To: Papoi, Catherine; Lockett, Vania 

Co: Holzerland, William 

Subject: FW: Security Policy 

Attachments: DHS_Sensitive_SystemsJHandbook_4300A_v7.2.doc 

Good Morning, 

Bill was abfe to track down the policy guidance pertaining to DHS information Systems and specifically the auto- 
forwarding of email. According to para, 5 A6.i "Auto-forwarding or redirecting of DHS email to address outside of the 
.gov or .mil domain is prohibited and shall not be used. Users may manually forward individual messages after 
determining that the risk or consequences are low" (pg. 200), I have placed a copy of this handbook on the shared drive 
for future reference - but thought you might want to keep a copy for future reference. 

Regards, 

James VMM Holier, I $ MHR, CIPP/G 

FOIA Program Specialist 

Privacy Office 

U.S. Department of Homeland Security 

Main: 1 .866.43 1 .0486 or 703.235.0790 

Fax: 703.235.0443 
Visit our FOIA website 

This communication, along with any attachments, is covered by federal and state law governing electronic communications and may 
contain confidential and legally privileged information, If me reader of this message is nor the intended recipient, you are hereby 
notified that any dissemination, distribution, use or copying of this message is strictly prohibited. If you have received this in error, 
please reply immediately to the sender and delete this message. Thank you. 

From: Holzerland, William 

Sent: Wednesday, August 18, 2010 4:29 PM 

To: Holzer, James 

Subject: FW; Security Policy 

See pg 200 

From: ®^P^3 <CTR> 

Sent: Wednesday, August 18, 2010 2:27 PM 

To: Holzerland, William 

Subject: Security Policy 

5.4.6J 

Is the Policy against it. 



SSMIIIJ 



Department of Homeland Security 

li 



200 



Lockheed Martin - O&M Engineering 



Phone: [M 




<CTR> 

Sent: Wednesday, August 18, 2010 2:22 PM 
<CTR> 



To: 

Subject: 



Page 82 



Thanks, 




Senior Security Engineer, CCSi IT-NOVA 

Information Security Branch 

Risk Management Division 

US De partment of Ho meland Security 

Office: (pill 

Mobile: 
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Hoizerland, William 



From; Papoi, Catherine 

Sent: Thursday, August 19, 201 8:38 AM 

To: Holzer, James; Lockett r Vania 

Cc; Holzerland, William 

Subject: RE; Security Policy 



[nteresting...thanks, 

Catherine Papoi, J.D., CIPP/G 

Deputy Chief FOIA Officer 

Director, Departmental Disclosure & FOIA 

U.S. Department of Homeland Security 

Washington, D.C. 20528 

Phone: 703,235,0790/Fax: 703.235.0443 

Visit our FOIA website 



This communication, along with any attachments, is covered by federal and state law governing electronic 
communications and may contain confidential and legally privileged information. If the reader of this message is not the 
intended recipient, you are hereby notified that any dissemination, distribution, use or copying of this message is strictly 
prohibited. If you have received this in error, please reply immediately to the sender and delete this message, Thank 
you. 



From: Holzer, James 

Sent: Thursday, August 19, 2010 8:01 AM 

To; Papoi, Catherine; Lockett, Vania 

Cc: Holzeriand, William 

Subject: FW: Security Policy 

Good Morning, 

Bill was able to track down the policy guidance pertaining to DHS Information Systems and specifically the auto- 
forwarding of email. According to para, 5.4.6J "Auto-forwarding or redirecting of DHS email to address outside of the 
,gov or .mil domain is prohibited and shall not be used. Users may manually forward individual messages after 
determining that the risk or consequences are low" {pg, 200)* I have placed a copy of this handbook on the shared drive 
for future reference - but thought you might want to keep a copy for future reference. 

Regards, 

James KM I. Holzer, /, MHR, CIPP/G 

POIA Program Specialist 

Privacy Office 

U.S. Department of Homeland Security 

Main: 1 .866.43 1 .0486 or 703.235.0790 

Fax: 703.235.0443 
Visit our FOIA website 

This communication, along with any attachments, is covered by federal and slate law governing electronic communications and may 

contain confidential and legally privileged information. If the reader of this message is not the intended recipient, you are hereby 
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notified thai my dissemination, distribution, use or copying of this message is strictly prohibited. IF you have received this i 
please reply immediately to the sender and delete this message. Thank you. 



in erroi 



From; Holzerland, William 

Sent: Wednesday, August 18, 2010 4:29 PM 

To: Holzer, James 

Subject: FW: Security Policy 

See pg 200 



From: 



<CTR> 



Sent: Wednesday, August 18, 2010 2:27 PM 
Tor Hoizerland, William 
Subject; Security Policy 

5.4,6.i 



Is the Policy against It. 




Department of Homeland Security 
Lockheed Martin - O&M Engineering 



Phone: §M 



Sent: Wednesday, August 18, 2010 2:22 PM 
Subject: 

Page 82 






Senior Security Engineer, CCSi IT-NOVA 

Information Security Branch 

Risk Management Division 

US Department of HomeJand Security 

Office: l^fflpMiS 

Mobile: ^^^mm 
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^^B^i^l/IMKBlM^l 
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Holzerland, William 



© : ©!|i)-i3i^"tfCFUii§(@ii 



Thx. 



From; Holzerland, William 

Sent: Monday, August 23, 201 1 0:27 AM 

To: Corinna Zarek 

Subject: RE: OGIS follow-up 



lilMISIS 



RER 



if; 



ss 
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Holzerland, William 



From: Edward Hasbrouck [edward@hasbrouck.org] 

Sent: Monday, August 23, 2010 10:56 AM 

To: Corinna Zarek 

Cc: William Holzerland 

Subject: Re: OGIS follow-up 

On 23 Aug 2010 at 10:24, "Corinna Zarek" <Corinna Zarek fe{ ^ wrote: 

> The issues you brought to us seem to be, rather than particularized 

> disputes related to a FOIA request, general disputes as to the 

> practice and procedure of an agency. When we receive those types of 

> communications from customers, we can pass the message along and 

> discuss it with the agency, and if the agency agrees to take action we 

> can follow up to ensure it will be or is taken, but we cannot order an 

> agency to change the way it does things. 

I understand that OGIS has no authority to order agencies to act. At the same time, it would seem more important, not 
less, to attempt to facilitate agency action, where the problem is not unique to a specific request, but indicative of a 
systemic problem likely to affect other requests. We appreciate your efforts to mediate our dispute with DHS, and regret 
that DHS has to date been unresponsive to the actual issues we raised - promising, month after month, to make 
changes, but not actually making them, while continuing the violations complained of. As a result, none of the issue we 
raised have been resolved. 

> Here, the TSA said it would set up an auto-reply to the FOIA email 

> inbox so that requesters would receive an immediate reply. 

That's really a secondary issue: The primary issue is the invalid addresses of record in the FOIA regulations, the CFR, 
and the SORN's. 

> Mr. Holzerland responded specifically to the three new issues you 

> raised. 

These aren't new issues. These are the same issues we have raised previously with both of you. 

> "(1) There has still been no new DHS FOIA rule (or Privacy Act SORNs, 

> although i realize that is outside the purview of your office) 

> promulgated. The FOIA (and Privacy Act) request and appeal addresses 

> of record for TSA and CBP (and perhaps other CBP components) are still 

> invalid." 
> 

> DHS response: DHS has set a target date for the FOIA/PA Notice of 

> Proposed Rulemaking (NPRM) for October 2010 in the Unified Agenda of 

> Federal Regulatory and Deregulatory Actions. 

That's nice to know, but we were toid almost a year ago that the target date for this was by the end of 2009. Updating 
addresses is a purely clerical issue, and there Is absolutely no justification for delaying publication of a purely clerical 
notice to update the addresses for almost a year while substantive rulemaking issues are being considered. And this does 
not address the issue of requests that have been black-holed because they were sent to the current (invalid) addresses of 
record, 

> "(2) We still have received no response or ackowledgement whatsoever 

> from DHS to our complaint of violation of FOIA (and the Privacy Act) 

> by TSA (see attached). We still can find no public designation of a 

> point of contact at DHS, TSA, or CBP for complaints of FOIA violations." 
> 

> DHS response: The statute sets out remedies available to requesters, 

> including the availability of the FOIA Public Liaison for helping to 

l 



> solve customer service issues, the creation of OGIS, and the 

> availability of the Office of Special Counsel to investigate whether 

> certain circumstances surrounding withholding decisions were made 
arbitrarily or capriciously by Executive Branch personnel, and the 
right of judicial review. 



We have contacted the FOIA Public Liaison and OGIS; neither has been able to idenity the proper point of contact for 
complaints of FOIA (or Privacy Act violations), or been able to obtain a response to our complaint. Many violations -- for 
example, failure to publish a proper FOfA notice {or a Privacy Act SORN) containing a valid address, do not give rise to a 
private right of action. So it's disingenuous to refer to judicial review, without identifying the point of contact designated to 
receive complaints or initiate corrective action or sanctions for violations. 

> Requesters can exhaust their administrative options by appealing any 

> adverse determination with respect to a FOIA or PA request, as 

> outlined in the DHS Interim FOIA/PA Regs, in §§ 5.9 and 5.25, 

> respectively (found 

> here: http://www.dhs.gov/xlibrary/assets/FOIA_FedReg_Notice.pdf), 

Again, this is clearly disingenous where those regulations provide invlaid black-hoile addresses, and/or where the 
violaitons at issue (such as failure to publish valid addresses) do not give rise to a private right of action. 

>The 

> statute defines the basic roles of the Chief FOIA Officer, FOIA Public 

> Liaison and FOIA Requester Centers, a requester's first stop for 

> customer-service issues (which we refer to as "FOJA Requester Service 

> Centers"; each DHS component has one). The contact information for the 

> Chief FOIA Officer, FOIA Public Liaison and each component FOIA 

> Requester Service Center is listed on the DHS Web site, 

> here;http://www.dhs.gov/xfoia/Copy_of_edltoriaf_031 S.shtm. 

We've tried all the contacts on that Web site (in addition to the contacts in the regulations in the CFR, on which we shouid 
be entitled to rely), but still have received no acknowledgement or response to our complaint, 

> the procedures for appealing an initiai determination under FOIA or PA 

> are set forth in §§ 5.9 and 5.25 of the DHS interim Final Rule (found 

> here: 

> http://www.dhs.gov/x1ibrary/assets/FOIA_FedReg_Notice.pdf). 

Again, this response is disingenous where the addresses in that rule are invalid. This is particularly problematic with 
respect to the Privacy Act, since willful maintenance of a system of records without a valid SORN is a Criminal* violation 

of the Privacy Act on the part of the responsible agency employees. Mr. Hofzerland, what do you believe to be the j 

appropriate point of contact - our complaint having received no response from any of those offices we, or you, have i 

identified to date - for complaints of such violations, including violations of FOIA by failing to promulgate FOIA regulations j 

including valid addresses, and criminal violations of the Privacy Act by operating systems of recrods without pormulgating j 

SORN's including valid addresses ? I 

It appears that OGIS is probably unable to do anything further. We thank you very much for your attempts to help, and we 
continue to seek answers - and, more importantly, action - from DHS to cure the violaitons. 

Sincerely, 
Edward Hasbrouck 



Edward Hasbrouck 

<edward@hasbrouck,org> 

<http://hasbrouck.org> 

11 30 Treat Ave., San Francisco, CA 94110, USA 

+1-415-824-0214 

consultant to The Identity Project (IDP), a program of the First Amendment Project <http://www.papersplease.org> 
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"Congress shall make no law ... abridging ... the right of the people peaceably to assemble" (U.S. Constitution, 
Amendment 1) 

"Everyone has the right to freedom of movement and residence within the borders of each state. Everyone has the right 
to leave any country, including his own, and to return to his country." 
(Universal Declaration of Human Rights, Article 13) 

"Liberty of movement is an indispensable condition for the free development of a person." 
(United Nations Human Rights Committee, General Comment No. 27) 
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